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Product Introduction
CLB Overview

Cloud Load Balancer (CLB) is a service that evenly distributes network traffic across multiple real servers to

boost application performance and eliminate single points of failure, ensuring greater availability.

By assigning a virtual IP address (VIP), CLB consolidates multiple real servers in a given region into a
unified, high-performance service pool. It then routes client requests to these servers based on the

specified traffic distribution rules.

CLB continuously monitors the health of the servers in the pool and automatically isolates any that become

unhealthy, addressing potential failures and improving overall service reliability.

With features such as self-service management, automated fault recovery, and protection against network
attacks, CLB is well-suited for applications in sectors like enterprise operations, community platforms, e-

commerce, and gaming.

COMPONENTS
A typical Cloud Load Balancer (CLB) setup consists of the following elements:

 Load Balancer Instance: The component responsible for routing incoming traffic to the backend
servers.

» Backend/Real Servers: A collection of server instances that process the incoming requests.

e Virtual Private Cloud (VPC) or Classic Network: The overarching network infrastructure that connects

and supports the entire system.

External requests are routed by the load balancer instance to the backend servers for processing, based on

configured rules and distribution policies.

GLOSSARY
Term Full name Descripton
Cloud Load Converge Cloud offers a network load balancing service that works
CLB with real servers to provide load balancing for TCP/UDP and HTTP
Balancer .
traffic.
CLB Cloud Load CLB listeners let you configure ports, load balancing methods, and
Listener Balance health check settings, with each listener corresponding to a specific

Listener application service in the backend.

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 4 Pages Total 313 Pages



N\

Cloud Load Balancer

Term Full name Descripton

CLB directs requests to a set of real server instances for processing,

RS Real Server following the rules defined by the user.

HOW IT WORKS
Basic Operating Principle

A CLB instance receives client traffic and forwards requests to real servers located across one or more
availability zones for processing. The core functionality of the CLB service is driven by the load balancing
listener, which monitors incoming requests on the CLB instance and distributes them to the backend

servers based on predefined policies.

The CLB can direct traffic to the real servers by configuring forwarding protocols and ports for both the

Client - CLB and CLB - Real Server connections.

It's recommended to deploy real server instances across multiple availability zones. This ensures that if one
availability zone experiences failure, CLB can route traffic to healthy servers in other zones, preventing

service interruptions and maintaining high availability.
Request Routing:

When a client attempts to access a service, it first resolves the CLB domain name via the DNS server, which
returns the appropriate CLB IP addresses. Once the CLB listener receives the request, it uses various load
balancing algorithms to forward the request to the backend servers. Converge Cloud supports multiple

load balancing methods, including weighted round robin, IP hash, and weighted least connections.
Real Server Monitoring:

A CLB instance continuously monitors the health of real server instances to ensure traffic is only directed to
servers that are functioning properly. If a server becomes unhealthy, the CLB will stop routing traffic to it

and will resume once the server is back online and functioning normally.
Additional Services
CLB integrates with several services to enhance application availability and scalability:

e Cloud Virtual Machine Instance is a virtual server that hosts the application in the cloud.

 Auto Scaling dynamically adjusts the number of instances. When enabled with CLB, new instances are
automatically added to the CLB group, and terminated instances are removed from the group.

» Converge Cloud Observability Platform provides monitoring for CLB instances and backend server
health, allowing for necessary actions to be taken.

e Domains and DNSPod translates custom domain names (e.g., www.example.com) into the

corresponding IP address (e.g., 192.0.2.1), enabling the routing of requests to CLB instances.
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Use Cases

Use Cases

CLB is ideal for the following use cases:

« Traffic Distribution: CLB efficiently distributes high volumes of incoming traffic across multiple
backend servers to balance the load.

 Avoiding Single Points of Failure: If certain CVM instances become unavailable, CLB automatically
isolates them, ensuring the application system continues to run smoothly.

« Scalable Growth: CLB allows for horizontal scaling, enabling you to expand the capacity of web and
app servers based on demand.

« Global Traffic Management: With DNSPod, CLB offers global and multi-region traffic routing,

facilitating remote disaster recovery and ensuring seamless service continuity.

Traffic Distribution and Elimination of Single Point of Failure

CLB can efficiently distribute business traffic across a set of real servers for optimal performance and
reliability.

» When a client requests access to your service via CLB, the traffic is directed to a pool of real servers
that ensure high performance and availability.

« If any real server becomes unavailable, CLB automatically isolates it and reroutes traffic to healthy
CVM instances, maintaining seamless application operation.

* For setups spanning multiple availability zones, it's recommended to link a CLB instance to CVM
instances across these zones, ensuring multi-zone disaster recovery at the server level.

» The session persistence feature ensures that a client’s requests are consistently directed to the same

real server, enhancing access efficiency and providing a smooth user experience.

Traffic Distribution and Elimination of Single Point of Failure

Horizontal Scalability

With Auto Scaling (AS), CLB automatically adjusts the number of CVM instances based on your business
requirements.

« You can define scaling policies to control the number of CVM instances, set up the instance
environment, and ensure continuous business operation. CLB dynamically adds instances during

traffic spikes to maintain high performance and removes them when demand decreases to optimize
costs.
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e For instance, during major events like Black Friday sales, web traffic might surge by 10 times for just a

few hours. In this scenario, CLB and AS can work together to efficiently scale your infrastructure,

maximizing cost savings while handling the increased load.

Scaling group

CVM cluster Cloud database

@ Server % Database

~— Client —— E:, CLB — ! €, server ' @ Database

Scale-out] Scale-in

@ Server

@ Database
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Strengths

Strengths

High Performance

A single CLB cluster (not just one instance) can handle hundreds of millions of concurrent connections and
process millions of data packets per second. This capability makes it ideal for supporting high-traffic
applications such as e-commerce websites, social media platforms, and gaming services with over 10

million daily page views.
High Availability

CLB utilizes a cluster-based deployment to ensure an uptime of up to 99.95%. Even in extreme scenarios
where only one CLB physical server is operational, it can still support tens of millions of concurrent
connections. The cluster system automatically removes faulty instances and retains healthy ones to ensure

continuous operation of the backend servers.
High Elasticity

The CLB cluster dynamically adjusts the application's service capacity based on the business load. It works
seamlessly with Auto Scaling to automatically add or remove CVM instances as needed. With real-time
monitoring and precise billing, CLB eliminates the need for manual intervention, making it easier to allocate

resources efficiently and avoid over-provisioning.
High Security and Stability

With its integration of the BGP Anti-DDoS system, CLB can defend against a wide range of network threats,
including DDoS and web intrusion attacks. It swiftly filters out malicious traffic, preventing service
interruptions. Additionally, the built-in synproxy anti-attack mechanism protects backend CVM instances
from attacks before the Anti-DDoS system is activated, further strengthening data security and system

stability.

CLB enforces strict traffic isolation for each tenant and provides proactive DDoS attack protection. Public
network CLB automatically includes Anti-DDoS Basic. For enhanced security, CLB also supports Anti-DDoS

Pro, Anti-DDoS Advanced, WAF, and other security services to safeguard your applications.
Cost Efficiency

CLB removes the need for extra investments in load balancing hardware and reduces the time spent on
operational tasks, helping you save up to 99% on both hardware and labor costs. It also offers flexible

billing options, allowing you to choose the best plan based on your requirements.
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Principles

Principles

Cloud Load Balancer (CLB) offers both Layer-4 (TCP, UDP, and TCP SSL) and Layer-7 (HTTP and HTTPS) load
balancing to efficiently distribute traffic across multiple backend servers. This design eliminates single

points of failure and ensures high availability for your services.

Built on a clustered architecture, CLB supports session synchronization to enhance system redundancy and
reliability. It can also be deployed across multiple data centers within the same region, enabling intra-city

disaster recovery and ensuring continuous business operations.

Infrastructure

Converge Cloud CLB provides comprehensive support for Layer-4 and Layer-7 load balancing.

e Layer-4 Load Balancing is powered by the unified Converge Gateway (CGW), which offers high
availability, scalability, and performance, along with strong protection against attacks. Leveraging
Data Plane Development Kit (DPDK) for high-speed packet processing, CGW enables a single cluster
to handle hundreds of millions of concurrent connections and tens of millions of packets per second
(PPS). It serves as the access foundation for major Converge services such as Converge Games and
Converge Video.

e Layer-7 Load Balancing is handled by the Secure Converge Gateway (SCGW), a custom solution built
on Nginx to support high concurrency and scalability. SCGW manages a significant portion of
Converge's Layer-7 traffic, supporting high-demand services like Converge News and Converge

Games.
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ga Client
T
E: CLB
TGW <« STGW
Real Server

& CVM group

CLB handles traffic distribution, while backend servers are responsible for processing business requests.

Communication between CLB and real servers occurs over Converge Cloud's private network, ensuring
secure and efficient data transmission. Both CGW and SCGW are deployed in a clustered, multi-server

architecture to deliver high-performance load balancing services with built-in redundancy. The CLB traffic

forwarding architecture is illustrated below:

SSL Offloading Acceleration

22 Client
CLB, I
TGW STGW
Server Server Server Server
Server Server * " Server Server
Real Server Real Server
(&) CVM group (& CVM group
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Use limits

Use Limits

General Restrictions

Converge Cloud CLB usage is subject to certain limitations, which may vary depending on the type of CLB
instance. For detailed information on the available instance types and their respective limits, refer to the

Instance Types documentation.

Instance Type

Resource

Default Restriction

100 general IP-based instances 3 static

General . . . o
. Maximum number of public CLB IP-based instances under one individual
restrictions for all . . .
. instances allowed per region account or 15 under one organizational
instances
account.
General Limit on private network CLB
restrictions for all instances per account within one 100
instances region
General .
.. Number of listeners allowed per
restrictions for all . 50
. instance
Instances
General
L Available ports for listener :
restrictions for all . p L . An integer between 1 and 65535
. configuration within an instance
Instances
Number of domain and URL
CLB(formerly forwarding rules configurable for 50
"application CLB") an HTTP/HTTPS listener on a CLB
instance
Limit on servers that can be
CLB(formerl . . .
( y associated with a forwarding rule 100

"application CLB")

CLB(formerly
"application CLB")

Classic CLB

Copyright: Converge Cloud
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Instance Type Resource Default Restriction

Number of backend ports that can
Classic CLB correspond to a frontend port in a 1 port
Classic CLB instance

A CLB instance does not automatically unbind from a CVM instance. Similarly, if a pay-as-you-go CVM
instance enters an isolated state (due to over 2 hours of overdue payments), it will remain bound to the CLB

instance and will not be unbound automatically.

Peak Bandwidth

The concept of peak bandwidth varies according to the network billing mode, with details provided below:

mgg Difference Description
Peak bandwidth represents the The combined peak bandwidth of all active
maximum achievable bandwidth but pay-by-traffic instances in a single region
Bill-by- does not guarantee a committed must not exceed 5 Gbps. If your application
traffic bandwidth. During periods of network  requires guaranteed or higher bandwidth,
contention, the actual bandwidth may  consider using the pay-by-bandwidth billing
be restricted below the peak value. mode.
Peak bandwidth represents the The total peak bandwidth of all active
maximum achievable bandwidth but instances billed under a shared bandwidth
Bandwidth does not guarantee a committed package must not exceed 50 Gbps within a
packages bandwidth. During periods of network  single region. For bandwidth requirements

contention, the actual bandwidth may beyond this limit, please contact your sales
be restricted below the peak value. representative for further assistance.
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Quick Start
Quick Start for CLB

CLB supports TCP/UDP/HTTP/HTTPS protocols and provides flexible forwarding capabilities based on domain
names and URL paths. This document describes how to quickly use IPv4 CLB.

Prerequisites

1. CLB is only responsible for forwarding traffic and does not have the ability to process requests. Therefore,
you need to have CVM instances that handle user requests.
In this example, only two CVM instances are required. You can also plan the number of CVMs yourself. In
this example, CVM instances rs-1 and rs-2 has been created in the NCR region.

2. In this document, HTTP forwarding is used for example to illustrate that the corresponding Web server,
such as Apache, Nginx, IIS, etc, must be deployed on the CVM.
In the example, Apache is deployed on rs-1 to return an HTML page with Hello Tomcat! This is rs-1! and
deployed on rs-2 to return an HTML page with Hello Tomcat! This is rs-2! in order to verify the results. For
more information about CVM deployment, see Deployment of Java Web on Linux (CentOS) and Installment
and Configuration of PHP on Windows.

3. Access the public network IP + path of the CVM. If the displayed result is the page you deployed, it means
that the service has been deployed successfully.

Note:

In this example, the service return values deployed by the backend server are different and are only
used for feature verification. In practice, to ensure that all users have a consistent experience, exactly

the same services are usually deployed on the backend servers.

Create a CLB instance

1. log in to Converge Cloud CLB .
2. Select a region, click Create, and then enter the Cloud Load Balancer LB window.
3. Configure the CLB instance parameters. The configuration example in this document is shown in the figure.

Configure according to the actual situation.
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| configurations
| Fees
Quantity
Application CLB \Zecommended
Instance kN
« HTTP(S), TCP, and UDP are supported. Fee
« Forwarding based on the domain name and URL is supported.
« Full coverage of classic CLB features
Network
Fee

Network Type Private Network Public Network
.
elP Select Do not select

1Pv4 IPv6

create VPC 2 2 orcreate subnet™ &2

Automatic Assignment Manually Specify

1 + Mbps

|

+ Add

Ifthe existing Tags does not meet your requirements, you can go o the console + manage tags

4. Click Confirm Activation. After the instance is successfully created, you can see the newly created instance
in the list.

Create a CLB listener

The Load Balance Listener is responsible for the actual forwarding by specifying the protocol and port. In this
document, the configuration of CLB forwarding the client's HTTP request is used as an example.
Configure HTTP listening protocol and port

1. Log in to the cloud console, click Cloud Products > Cloud Computing & Networking > Cloud Load Balancer

to open the CLB console.
2.1In the LB Instance List, find the created CLB instance clb-test and click the instance ID to open the CLB
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details page.
3. In the Basic Info module, you can click the edit icon after the name to modify the instance name.
4.In Listener Management, click Create under HTTP/HTTPS Listener to create a new Load Balance Listener.

Basic Info Listener Management Redirection Configuration Monitoring

() Note: after you customize the redirection policy and modify the original forwarding rule, the redirection policy w

HTTP/HTTPS Listener

5. In the dialog box that pops up, configure the following parameters, and click [Confirm] when done.

Create HTTP/HTTPS Listener ) 4

®  nwre

«©

Details
Parameter Description
Name The name of the listener. In this example, it can be customized as Listenerl.

The listener's protocol and listening port.

- The listening protocols include HTTP and HTTPS. In this example, HTTP is selected.

- The listening port is used to receive requests and forward them to the backend server. The
port range is 1 - 65535. Among them, ports 843, 1,020, 1,433, 1,434, 3,306, 3,389, 6,006,
20,000, 36,000, 42,222, 48,369, 56,000, and 65,010 are reserved for the system and are not
open to the public yet.

- The listening ports in the same CLB instance cannot be repeated.

Listen
Protocol Port

Default You can choose to enable or disable it.
Domain - Enable: When the client request does not match any domain name of this listener, CLB will

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 16 Pages Total 313 Pages



N\

Cloud Load Balancer

Parameter Description

forward the request to the default domain name (Default Server). Each listener can only be
configured with one default domain name.

- If your Layer-7 listener has been configured with a default domain name, client requests
that do not match other rules will be forwarded to the default domain name.

- If your Layer-7 listener is not configured with a default domain name, client requests that
do not match other rules will be forwarded to the first domain name loaded by the CLB.
Since the loading order may be inconsistent with the console configuration order, it is not
necessarily the first one configured by the console.

- Disable: When the client request does not match any domain name of this listener, the
request will not be forwarded.

Name

Configuring the forwarding rules for the listener

1. In "Listener Management”, select the newly created listener Listenerl, click +, and start adding rules.

HTTP/HTTPS Listener

<+ Listener1(HTTP:80) S

Add a Rule

2. In the forwarding rule dialog box that pops up, set basic configuration information such as domain name,
URL path, and balancing method, and click next step: Health Check.
o Domain name: the domain name used by your backend service. In this example,
www.qcloudtest.com is used. Domain name supports wildcards. For details, see Configuration
Instructions.
o URL Path: the access path of your backend service. In this example, /image/ is used.
o Select Polling by Weight for the balance mode.
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o Basic Configuration

Domain Name®)

URL Path®

www.qcloudtest.com

fimage/

Balance Mode

Obtain client IP address.

Gzip Compression

Polling by Weight «

If you set a same weighted value for all backend CVMs, requests will
be distributed by using the polling policy.

Enabled

Enabled(®)

next step: Health Check cancel

Cloud Load Balancer

3. Configuring health check: Enable health check, check whether the domain name uses default forwarding

domain name and forwarding path, and click next step: Session Affinity.

Copyright: Converge Cloud
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@ B&:sic configuration ©) Heaitn check

Health Check®) [ @)

Parameter

Health Check

Check Domain
Name

Copyright: Converge Cloud

Check Domain Name(®)

Check Directory@)

Detection Interval O 5
- 4+ Seconds
5Seconds 300Seconds
Unhealthy Threshold®) O _ 3 + | Times
2Times 10Times
Health Threshold(® O _ 3 + | Times
2Times 10Times
HTTP Request Method @) HEAD ~

HTTP Status Code Detection http_1x http_2xx http_3xx http_dxx

Root Directory of Real Server «

/

http_5xx
The real server is considered alive when the status code is
hitp_ 1>, http_2xx, hitp_4xx_ or http_5xx

last step: Basic Configuration next step: Session Affinity cancel

Description

You can either enable or disable the health check feature. We recommend you to enable
health check. It can help you automatically check and remove abnormal backend CVM
ports.

Health check domain name:

- Length limit: 1 to 80 characters.

- The request domain is set to the forwarding domain by default.

- Regular expressions are not supported. When your forwarding domain name is a
wildcard name, you need to specify a fixed domain (non-regular) name as the health check
domain name.
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Parameter

Check
Directory.

Detection
Interval

Unhealthy
Threshold

Health
Threshold

HTTP Request
Method

Normal Status
Code

Cloud Load Balancer

Description

- The supported character setisatoz, 0to 9, ., and -.

The health check path can be set to the backend server root directory or a specified URL:
- Length limit: 1 to 200 characters.

- The default is / and must start with /.

- Regular expressions are not supported. We recommend you to specify a fixed URL path
(static page) for health check.

- The supported character setis:atoz, AtoZ 0to9, . -, _/, =and ?..

- The interval for the CLB health check.
- Configurable range: 5 - 300 seconds.

- If the health check results received for n (a value filled in) consecutive times fail, it is
identified as unhealthy and the console displays it as an exception.
- Configurable range: 2 - 10 times.

- If the health check results received for n (a value filled in) consecutive times are
successful, it is identified as healthy and the console displays it as healthy.
- Configurable range: 2 - 10 times.

HTTP request method for the health checks, optional: GET or HEAD, the default is GET.

- If the HEAD method is used, the server only returns the HTTP header information, which
can reduce backend overhead and improve request efficiency. The corresponding backend
service must support HEAD.

- If the GET method is used, the backend service only needs to support GET.

When the status code is the selected status code, the backend server is considered alive,
that is, the health check is normal. Optional codes: http_1xx, http_2xx, http_3xx, http_4xx
and http_5xx. You can select multiple status codes.

4. Session Affinity: Enable session affinity, set the persistence time, and click Submit to complete the

configuration of the listener forwarding rule.

For more information about Load Balance Listener, see Load Balance Listener Overview.

Note:

o One listener (i.e. listening protocol: port) can be configured with multiple domain names, and

one domain name can be configured with multiple URL paths. Select the listener or domain

names and click the + sign to create a new rule.

« Session persistence: If the user disables session persistence and select round-robin scheduling, requests will

be allocated to different backend servers in turn. If the user enables session persistence, or disables session

persistence and selects IP Hash scheduling, requests will be continuously allocated to the same backend

server.

>
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Binding Cloud Virtual Machine (CVM)

1. On the Listener Management page, select the triangle icon next to the newly created listener to expand
Listenerl. Select and expand the domain name and URL path in turn. The information of CVM bound to the

URL path is displayed on the right side of the screen. Click Bind.

< ‘Details
Basic Info Listener Management Monitoring

@ Note: after you customize the redirection policy and modify the original forwarding rule, the redirection policy will be unassociated by default. You need to configure the redirection policy again.

HTTP/HTTPS Listener

> HTT Forwarding Rule Details Show More «

Bound Resources
CcVM Bare Metal Server

= =

¥ Listener1(HTTP:80)

Port Status

No data yet

2. In the pop-up box, select the CVM instances rs-1 and rs-2 in the same region as the CLB. Set the CVM
ports to 80 and the CVM weights to the default value 10.
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Add Associated CVM

Select an instance.

CVM | ENI
P v

B D/instance Name

Total items: 4

(2) items selected.

ID/Instance Name

Port

80

Weight
- 10 + Add Port Delete
- 10 + Add Port Delete

1 /1 page

3. Click OK to complete binding.

4. Expand the listener to the URL path dimensionality to view the bound CVM and its health check status.

When the status is healthy, it means that the CVM can normally process the requests forwarded by the CLB.

HTTP/HTTPS Listener

Create

* HT

¥ Listener1(HTTP.80)

=

Note:

Forwarding Rule Details Show More ~

Bound Resources

cvMm Bare Metal Server
m Modify Port Modify Weight Unbind
ID/Name Port Status

]

rivate)

rivate)

One forwarding rule (listening protocol + port + domain name + URL path) can bind multiple ports of
the same CVM. If the user deploys the same service in ports 80 and 81 of rs-1, the CLB supports
the forwarding rules in the example binds ports 80 and 81 of rs-1 at the same time, and both

ports will receive the request forwarded by CLB.
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Verifying the CLB Service

After you configure CLB, you can verify whether the architecture is effective, that is, verify different backend

CVMs are accessed through different domain names + URLs under a CLB instance, or, verify content-based
routing feature.
Method 1: Configuring hosts to point the domain name to CLB

1. On a Windows system, go to the directory C:\Windows\System32\drivers\etc , modify the hosts file, and
map the domain name to the VIP of the CLB instance.

" e "
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{98
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||
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2. To verify whether the hosts are configured successfully, you can run cmd and use the ping command to

check whether the domain name is successfully bound to the VIP. If there is a data packet, the binding is
successful.

3. Enter the access path http://www.qcloudtest.com/image/ in the browser to test the CLB service. As shown

in the following figure, the request has been forwarded by CLB to the CVM rs-1, and the CVM processed
and returned the request normally.

< C 0 | www.qgcloudtest.com/image/

Hello nginx, This is rs-1! URL is image/index.html

4. The round-robin scheduling algorithm of this listener is Weighted Round Robin, and the weights of the two

CVMs are both 10. Refresh the browser and send the request again. You can see that this request has been
forwarded by CLB to the CVM rs-2.

« cC O O www.qcloudtest.com/image,

Hello nginx|This is rs-2!|JURL is image/index.html

Note:

The / in image/ must be retained. It indicates that image is the default directory, not a file name.
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Method 2: Configuring DNS to point the domain name to CLB

1. Log in to the cloud console and click Cloud Products > Domain Name Services > VPCDNS.
2. Click the Domain Name you purchased, click the Add Record button on the Domain DNS Management
page, add an A record for the domain, and enter the following content:
o Record type: A record .
o Host record: This is the domain name prefix. In this example, to resolve all prefixes, set it to
*.qcloudtest.com .
o Record value: Enter the CLB IP address here.
o Weight: Set this to its default value 100.
3. After addition, click OK.
It takes some time for DNS to propagate the record across the Internet. To test whether the domain name is
resolved normally, you can directly access the bound CNAME domain name (such as www.qcloudtest.com

in this example) after the DNS record for a period of time to verify CLB.
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Deploying Nginx on CentOS

Software Versions

The software versions in the example steps in this document are as follows. In actual operations, the actual

software versions should prevail.

» Operating system: CentOS 7.5
» Nginx version: Nginx 1.16.1

Installing Nginx

1. After the purchase is completed, click Log In on the CVM Details page to log in to CVM directly. After you
enter your username and password, start building the Nginx environment. For more information on how to

create a CVM instance, see Creating a CVM Instance.

# Install Nginx:

yum -y install nginx

# View the Nginx version:

nginx -v

# View the Nginx installation directory:
rpm -ql nginx

# Start Nginx:

service nginx start

2. Access the public IP address of the CVM. If the following page appears, it indicates that Nginx has been
deployed.
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Welcome to nginx on Fedora!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can
read this page, it means that the web server installed at this site is working properly.

Website Administrator

This is the default :ndsx ra: page that is distributed with nginx on Fedora. It is located

IN /usr/share/nginx/htal.

You should now put your content in a location of your choice and edit the roo
configuration directive in the nginx configuration file ‘etc/nzing nginy. cont.

NGINX

3. The default root directory of Nginx is /usr/share/nginx/html . Directly modify the index.html static page
under html to identify the particularity of this page. The relevant operations are as follows:

i. Execute the following command to go to the index.html static page under html:

bash
vim /usr/share/nginx/html/index.html

ii. Press i to enter the edit mode, and enter the following content in the &lt;body&gt;&lt;/body&gt;
tag:

# It is recommended to directly enter the following content below <body>:

Hello nginx , This is rs-1!
URL is index.html

<body>

Hello nginx , This is rs-1!
URL is index.html

3. Press Esc and enter :wq to save the change.

4. CLB (formerly Application CLB) can forward requests based on the path of the backend server. Deploy
static pages under the /image path. The relevant operations are as follows:

i. Execute the following commands in sequence to create a directory image and enter it:

mkdir /usr/share/nginx/html/image

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 26 Pages Total 313 Pages



N\

Cloud Load Balancer

cd /usr/share/nginx/html/image
ii. Execute the following command to create an index.html static page in the image directory:
vim index.html

iii. Press i to enter the edit mode and enter the following content on the page:

Hello nginx , This is rs-1!
URL is image/index.html

iv. Press Esc and enter :wqg to save the edits.
Note:

The default port for Nginx is port 80 . To modify the port, modify the configuration file and
restart Nginx.

Verifying the Nginx Service

Access the public IP address and path of CVM. If a static page displays that deployment has been completed, it

proves that Nginx has been deployed successfully.

e The index.html page of rs-1:

¢ C 0O (i) Not secure 1

Hello nginx, This is rs-1! URL is index.html

 The /image/index.html page of rs-1:

< C O @ Not secure 1 S;‘|"~‘|5;g;-‘;~.f

Hello nginx, This is rs-1! URL is image/index.html|
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Deploy Java Web in CentOS

Software version

The software versions in the example steps in this document are as follows. In actual operations,see the

actual software versions.

» Operating system: CentOS 7.5
o Tomcat version: apache-tomcat-8.5.39
¢ JDK version: JDK 1.8.0_201

Install JDK

After you purchase the ICLB service, click Log In on the CVM details page to log in to the CVM directly. Enter
your username and password to start building the Java Web environment. For information on how to create a

CVM instance, see CVM - Create an Instance.

Download JDK

You can enter the following command:

mkdir /usr/java # Create a Java folder
cd /usr/java  # Enter the Java folder

# Upload JDK installation package (recommended)

It is recommended to use or other tools to upload the JDK installation package to the aforementioned j
ava folder, and then extract the installation package.

or

# Directly use the command (It is recommended that you use the method of uploading the JDK installati
on package): wget download link. The compressed package downloaded cannot be decompressed. This i
s because the compressed package downloaded directly does not accept the Oracle BSD license by defa
ult. Everyone's cookies are different. Go to https://www.oracle.com/technetwork/java/javase/downloads/j
dk8-downloads-2133151.html to agree to the license agreement and obtain the download link with your
own cookies.

wget --no-check-certificate --no-cookies --header "Cookie: oraclelicense=accept-securebackup-cookie"
https://download.oracle.com/otn-pub/java/jdk/8u201-b09/42970487e3af4f5aa5bca3f542482c60/jdk-8u?2
01-linux-x64.tar.gz
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# Unzip
chmod +x jdk-8u201-linux-x64.tar.gz
tar -xzvf jdk-8u201-linux-x64.tar.gz

Set the relevant environment variables
1. Open /etc/profile document.

vi /etc/profile

2. Press the i key to enter the edit mode and add the following information to the file.

# set java environment

export JAVA_HOME=/usr/java/jdk1.8.0_201

export CLASSPATH=$JAVA_HOME/lib/tools.jar:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib
export PATH=$JAVA_HOME/bin:$PATH

3. Press the Esc key to exit edit mode and enter :wq to save and close the file.
4. Load environment variables.

source /etc/profile

Check whether JDK is installed successfully

Run java -version . When the JDK version information is displayed, it means that the JDK has been installed

successfully.

[root@emma /]# java —-version
java version "1.8.0 201"

Java (TM) SE Runtime Environment (build 1.8.0 201-b09)
Java HotSpot (TM) 64-Bit Server VM (build 25.201-b09, mixed mode)

Install Tomcat

Download Tomcat

You can enter the following command:
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# The image address changes and the Tomcat version is continuously upgraded. If the download link is i
nvalid, please go to the Tomcat official website (https://tomcat.apache.org/download-80.cgi) to select th
e appropriate installation package address.

wget http://mirrors.tuna.tsinghua.edu.cn/apache/tomcat/tomcat-8/v8.5.39/bin/apache-tomcat-8.5.39.ta
r.gz

tar -xzvf apache-tomcat-8.5.39.tar.gz

mv apache-tomcat-8.5.39 /usr/local/tomcat/

In /usr/local/tomcat/ directory contains the following files:

« bin: script file, including scripts for starting and shutting down Tomcat services.
« conf: various global configuration files, with the most important of which being serverxml and web.xml.
o webapps: Tomcat's main Web publishing directory. By default, Web application files are placed in this
directory.
« logs: stores the log files when Tomcat is executed.
Note:

If the download link is invalid, please replace it with Tomcat official website latest download link.

Adding Users

# Create a general user www to run Tomcat

useradd www

# Create the website root directory

mkdir -p /data/wwwroot/default

# Upload the Java Web project file WAR package to be deployed to the website root directory, and then
change the file permission in the website root directory to www. This example will create a new Tomcat t
esting page directly in the root directory of the website:

echo Hello Tomcat! > /data/wwwroot/default/index.jsp

chown -R www.www /data/wwwroot

Set JVM memory parameters
1. Create a /usr/local/tomcat/bin/setenv.sh script file.

vi /usr/local/tomcat/bin/setenv.sh

2. Press the i key to enter edit mode and add the following content.

JAVA_OPTS="-Djava.security.egd=file:/dev/./urandom -server -Xms256m -Xmx496m -Dfile.encodin
g=UTF-8'
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3. Press Esc to exit edit mode, enter :wq! to save and exit.
Configure server.xml
1. Switch to /usr/local/tomcat/conf/ table of contents.

cd /usr/local/tomcat/conf/

2. Back up the server.xml file.

mv server.xml server_default.xml

3. Create a new server.xml file.

vi server.xml

4. Press the i key to enter edit mode and add the following content.

<?xml version="1.0" encoding="UTF-8"?>

<Server port="8006" shutdown="SHUTDOWN" >

<Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener"/>
<Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecycleListener"/>
<Listener className="org.apache.catalina.core.ThreadLocalLeakPreventionListener"/>
<Listener className="org.apache.catalina.core.AprLifecycleListener"/>
<GlobalNamingResources>

<Resource name="UserDatabase" auth="Container"
type="org.apache.catalina.UserDatabase"

description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml"/>

</GlobalNamingResources>

<Service name="Catalina">

<Connector port="8080"

protocol="HTTP/1.1"

connectionTimeout="20000"

redirectPort="8443"

maxThreads="1000"

minSpareThreads="20"

acceptCount="1000"

maxHttpHeaderSize="65536"

debug="0"

disableUploadTimeout="true"

useBodyEncodingForURI="true"
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enableLookups="false"

URIEncoding="UTF-8"/>

<Engine name="Catalina" defaultHost="localhost">

<Realm className="org.apache.catalina.realm.LockOutRealm">

<Realm className="org.apache.catalina.realm.UserDatabaseRealm"
resourceName="UserDatabase"/>

</Realm>

<Host name="localhost" appBase="/data/wwwroot/default” unpackWARs="true" autoDeploy="tr
ue">

<Context path="" docBase="/data/wwwroot/default" debug="0" reloadable="false" crossContext
="true"/>

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt" pattern="%h %l %u %t &quot;%r&quot; %s %b" />
</Host>

</Engine>

</Service>

</Server>

5. Press Esc to exit edit mode, enter :wq! to save and exit.

Start Tomcat

Method A

Enter the bin directory of the Tomcat server and execute ./startup.sh command to start the Tomcat server.

cd /usr/local/tomcat/bin
Jstartup.sh

The results are as follows:

[root@emma bin]# ./startup.sh
Using CATALINA BASE: /usr/local/tomcat
Using CATALINA HOME: /usr/local/tomcat

Using CATALINA TMPDIR: /usr/local/tomcat/temp
Using JRE HOME: /usr/java/jdk1l.8.0 201
Using CLASSPATH: /usr/local/tomcat/bin/bootstrap.jar:/usr/local/tomcat/bin/tomcat-juli.jar

Tomcat started.

Method B

1. Set up a shortcut start, and you can start Tomcat from anywhere with service Tomcat start.

wget https://github.com/1j2007331/oneinstack/raw/master/init.d/Tomcat-init
mv Tomcat-init /etc/init.d/tomcat
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chmod +x /etc/init.d/tomcat

2. Run the following command to set the startup script JAVA_HOME.

sed -i 's@”export JAVA_HOME=.*@export JAVA_HOME=/usr/java/jdk1.8.0_201@" /etc/init.d/tomc

at

3. Set up auto-start.

chkconfig --add tomcat
chkconfig tomcat on

4. Start Tomcat.

# Start Tomcat

service tomcat start

# View Tomcat running status
service tomcat status

# Shut down Tomcat

service tomcat stop

The results are as follows:

[root@Remma bin]# service tomcat start
[root@Remma bin]# service tomcat status

[rootRemma bin]# service tomcat stop

Using CATALINA BASE: /usr/local/tomcat
Using CATALINA HOME: /usr/local/tomcat
Using CATALINA TMPDIR: /usr/local/tomcat/temp

Using JRE HOME: /usr/java/jdk1.8.0 201
Using CLASSPATH: /usr/local/tomcat/bin/bootstrap.jar:/usr/local/tomcat/bin/tomcat-juli.jar

5.If it prompts that you do not have permission, switch to the root user and modify the permission.

cd /usr/local
chmod -R 777 tomcat

6. Enter http://public IP:port in the browser address bar. (The port is the connector port set in server.xml)

for access. When the page shown below appears, the installation is successful.
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& C 0O (i) Not secure | 193.112.246.239:8000

Hello Tomcat!

Configure Security Group

If access is unsuccessful, check the security group. In the above example, the connector port in server.xml is

8,080, so TCP:8,080 needs to be allowed in the security group bound to the corresponding cloud server.

Add Inbound rule X
Type Source (&) Protocol port O Policy Notes
Custom v 0.0.0.0/0 TCP:8080 Allow ¥  Tomcat Delet
c
+ New Line

Completed Cancel
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Operation Guide
CLB Instance
Creating a CLB Instance

This document describes how to purchase CLB.

1. Log in to the cloud platform console, choose Cloud Products > Cloud Computing & Networking >

Cloud Load Balancer to go to the CLB console. Click LB Instance List in the left sidebar.

2. On the LB Instance List page, click Create in the upper left corner.

3. On the CLB Service Purchase page, select the following configurations and click Confirm.

Parameter
Region

Instance Type

Network Type

Elastic IP (EIP)

IP Version

Network

AZ Type

Carrier

Instance
Specifications

Copyright: Converge Cloud

Description
Select the region to which the CLB instance belongs.
Only Application CLB is supported.

Configure a public or private network CLB service based on your business
scenarios. The system will assign a public or private network service address
based on your choice.

- Public network: Public network CLB charges instance fees and public network
fees.

- Private network: Private network CLB is free.

- If you do not select an EIP address, the cloud platform will assign a public
network CLB for you, and the public network IP address cannot be changed.

- If you select an EIP address, the cloud platform will assign an EIP address and a
private network CLB for you. The EIP address and private network CLB can be
bound/unbound as needed.

The IPv4 version can be selected.
Select a VPC.

AZ types are divided into the single-AZ type and the multi-AZ type.

A multi-AZ type consists of a primary AZ and a secondary AZ. The primary AZ
handles traffic, while the secondary AZ does not handle traffic unless the primary
AZ becomes unavailable. To improve the high availability of the business, it is
recommended to select the multi-AZ type.

Local Carriers are supported.

Both private and public network IPv4 CLB instances support selecting instance
specifications. Instances are classified into shared instances and dedicated

8/1/2026, 9:16:28 AM
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Parameter

Cluster Tag

Cloud Dedicated
Cluster (CDQ)

Public IP Address

Public Network
Bandwidth

Bandwidth Limit
Tag
Instance Name

Purchase
Quantity
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Description

instances.
Dedicated instances reside on the physical cluster specified by you.

When the instance specification of private and public network IPv4 CLB is a
dedicated cluster, you can select a cluster tag.
Cluster tags are classified into layer-4 cluster tags and layer-7 cluster tags.

Supported only in CDC scenarios.
The final instance is created on the CDC.

If you have specific requirements for the IP address of the instance, you can
manually specify it. Currently supported CLB instances include:
- Private and public network IPv4 instances

Only the billing-by-traffic-usage mode is supported.

The bandwidth limit is 2 Gbps.
Select a tag key and tag value, or create a tag. For details, see Creating a Tag.

You can name it after creation or immediately.

Select the number of instances to be purchased.
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Creating the IPv6 NAT64 CLB Instance

Description:

IPv6 NAT64 CLB does not support obtaining the client IP.
CLB supports creating the IPv6 NAT64 CLB instance. Converge Cloud will allocate an IPv6 public network

address (VIP in the IPv6 Version) to the instance. The VIP will forward requests from the IPv6 client's end to
the IPv4 CVM at the backend.

What is IPv6 NAT64 CLB

IPv6 NAT64 CLB is the Cloud Load Balancer implemented based on NAT64 IPv6 transition technology. With
the IPv6 NAT64 CLB, the backend CVM can quickly access IPv6 users without any IPv6 transformation.

IPv6 NAT64 CLB Architecture

The architecture of the IPv6 NAT64 CLB is shown in the figure below.

Q IPv6 olient L Cloud Service Regions

E IPv6 client ~—» IPv6 network —» @ CLB ., Ipv4 L, @ CVM group

network

|:| IPv6 client

When accessing the IPv6 NAT64 CLB through an IPv6 network, the CLB can seamlessly translate IPv6

addresses to IPv4 addresses, adapting to existing services and quickly enabling IPv6 transformation.

The Strengths of IPv6 NAT64 CLB

Converge Cloud IPv6 NAT64 CLB has the following strengths in helping businesses quickly access IPvé:

» Quick access: Access IPv6 in seconds and go online quickly as soon as you buy and use it.
* Smooth business transition: Businesses can smoothly access IPv6 only based on client modification,

not requiring modifying any backend businesses. IPv6 NAT64 CLB supports the access from IPv6
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clients and converts IPv6 messages into IPv4 messages. Applications on the backend CVMs do not
need to be aware of IPv6 and can still be deployed and work in their original form.

 Easy to use: IPv6 NAT64 CLB is compatible with the original IPv4 CLB operation traffic, with zero
learning cost and a low threshold for use.

Operation Guide

Creating the IPv6 NAT64 CLB

1. Log in to the CLB console.

2. Click the IPv6 Translation Instance in the left sidebar to enter the IPv6 Translation Instance page.
3. Click Create and the Apply for IPv6 Translation Instance dialog box pops up.

¢ Name: Enter the instance name.
o AZ: Select the AZ where the CLB instance is located.

Apply for IPv6 Translation Instance X

() After an IPv6 instance is created, the system
assigns an |IPv6 address that can be accessed by
IPv6 users hy default. This IPv6 address can be
mapped to multiple public IPv4 addresses through
different ports.

4. Click OK to complete the creation of the instance.

Using the IPv6 NAT64 CLB
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Click the instance ID to enter the Details page, where you can create a conversion rule.
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Configuring a CLB Security Group

After creating a CLB instance, you can configure the CLB security group to isolate public network traffic. This document

describes how to configure CLB security groups in different modes.

Use Limits

» Each CLB can bind up to five security groups. To enhance the quota, contact the cloud platform's technical
support personnel for assistance.

A single CLB security group, when fully expanded, can contain up to 512 entries including outbound rules,
inbound rules, and backend parameter templates (ipm/ipmg/ppm/ppmg).

o After a private network CLB binds an EIP address, the security group on the new CLB takes effect for traffic from
the EIP address and private network CLB. Security groups on existing CLB instances take effect for traffic from
private network CLB, but not for traffic from the EIP address.

« The feature of allowing traffic by default in the security group takes effect only for backend servers of the ENI or
CVM type within this VPC. When binding PaaS services (such as CDB) as backend servers, the feature is not
supported.

Background Information

A security group is a virtual firewall that filters stateful data packets and controls the inbound and outbound traffic at
the instance level. For details, see Security Group Overview.
CLB security groups are bound to CLB instances, while CVM security groups are bound to CVM instances. The two

restrict different objects. The CLB security group is configured primarily in the following two modes:

 Enabling the feature of allowing traffic by default in the security group
« Disabling the feature of allowing traffic by default in the security group
Note:

o In IPv4 CLB, the feature of allowing traffic by default in the security group is disabled by default. You

can enable or disable it in the console.

Enabling the Feature of Allowing Traffic by Default in the Security Group
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After the feature of allowing traffic by default in the security group is enabled:

e The access traffic from CLB only needs to pass through the CLB security group, as the backend server allows
traffic from CLB by default and does not need to open the port.

« Traffic from public IP addresses (including general public IP addresses and EIP addresses) still needs to pass
through the CVM security group.

« If a CLB instance is not configured with a security group, all traffic is allowed, and only ports configured with
listeners on the VIP of the CLB instance can be accessed. Therefore, the listening ports will allow traffic from all IP
addresses.

« To deny traffic from a specified client IP address, you should deny its access in the CLB security group; denying
access from an IP address in the CVM security group takes effect only for traffic from public IP addresses

(including general public IP addresses and EIP addresses), but not for traffic from CLB.

Disabling the Feature of Allowing Traffic by Default in the Security Group

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 41 Pages Total 313 Pages



N\

Cloud Load Balancer

ga Client

v

CLB
@ security group

@ CLB

CVM
@ security group

® om | — N securtygroup «— (B EP/publictp «— 2 Client

After the feature of allowing traffic by default in the security group is disabled:

« Business traffic passing through CLB will be double-checked by both the CLB security group and the CVM
security group.

« Traffic from public IP addresses (including general public IP addresses and EIP addresses) still needs to pass
through the CVM security group.

« If a CLB instance is not configured with a security group, only traffic passing through the CVM security group is
allowed.

« To deny traffic from a specific client IP address, you can deny its access in either the CLB security group or the
CVM security group.
When the feature of allowing traffic by default in the security group is disabled, the CVM security group should

be configured as follows to ensure the health check feature:

1. Configure the public network CLB.
You need to allow the CLB VIP in the backend CVM security group, so that CLB can use the VIP to detect the
health status of the backend CVM.
2. Configure the private network CLB.
o For private network CLB, you need to allow the CLB VIP in the security group of the backend CVM (for
health checks).

Operation Steps

In the following example about the configuration of the public network CLB security group, business traffic is only
allowed to enter from CLB port 80, with services provided by CVM port 8080. Client IP addresses are not limited and

access from any IP address is supported.
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Note:

For the public network CLB used in this example, the CLB VIP needs to be allowed in the backend CVM security
group for health checks. The current IP address 0.0.0.0/0 can be any IP address and already contains the CLB VIP.

Step 1: Creating a CLB Instance and Listener and Binding a CVM Instance

For details, see Getting Started with CLB. An HTTP:80 listener is created and bound to a backend CVM instance whose

service port is port 8080 in this example.

Step 2: Configuring a CLB Security Group

1. Configure a CLB security group rule.
In the security group console, configure a security group rule. In the inbound rule, allow port 80 of all IP
addresses (namely 0.0.0.0/0 ) and deny traffic from other ports.

Note:

o Security group rules are screened to take effect from top to bottom. If the new rule is effective, other
rules will be denied by default. Therefore, pay attention to their order. For details, see Description of
Security Group Rules.

o A security group has inbound and outbound rules. The above configuration is intended to restrict
inbound traffic and is therefore an inbound rule, while the outbound rule does not need to be

specially configured.

Add Inbound Rule X
Type Source (?) Protocol Port (?) Policy Remarks Action
Custom v 0.0.0.0/0 TCP:80 Allow v Delete
Add One Row

Completed Cancel

2. Bind the security group to a CLB instance.

i. Log in to the CLB console.
ii. On the LB Instance List page, click the ID of the target CLB instance.
iii. On the Instance Details page, click the Security Group tab, and then click Bind in the Bound Security
Groups module.
iv. In the pop-up Configure Security Group window, select the security group bound to the CLB instance, and
click OK.
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Configure Security Group X
Choose Chosen (1)
Q Security Group ID/Name Remarks
= Security Group ID/Name Remarks
a
80
u
a (<}
80 -
nd
- R
|} |
v
Total items: 14 20 v /page I | 1 /1page » »
e -
The CLB security group configuration is completed, which only allows access to CLB from port 80.
Bound Security Group Rule Preview
Inbound Rule Outbound Rule
Sort Bind
. v = Edit Rules
Priority O Security Group ID/Name Action
Source Port Protocol Policy Remarks
1 80 Unbind Allow Open Windows Remote Login to Int...
Allow Open Windows Remote Login to Int..
Allow Open Linux SSH Login to Internet

Allow Open Linux SSH Login to Intemet

TCP:80 Allow Open Web Service to Internet

Step 3: Configuring the Feature of Allowing Traffic by Default in the Security Group
You can enable or disable the feature of allowing traffic by default in the security group with different configurations as
follows:

e Method 1: Enable the feature of allowing traffic by default in the security group, so that the backend server does

not need to open the port.
o Method 2: Disable the feature of allowing traffic by default in the security group, and allow the client IP address

(0.0.0.0/0 in this example) in the CVM security group.

Method 1: Enabling the Feature of Allowing Traffic by Default in the Security Group

1. Log in to the CLB console.
2. On the LB Instance List page, click the ID of the target CLB instance.

3. On the Instance Details page, click the Security Group tab.
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»

4. On the Security Group page, click to enable Enable Allow Traffic by Default.
5. After the feature is enabled, only the security group rules in the following rule preview will be verified for traffic

from CLB instance, and the CVM security group will allow traffic from the CLB instance by default.

Basic Info Listener Management Redirection Configuration Monitoring Security Group

[ Enable Allow Traffic by Default () ]

@ Upto5 security groups can be bound to a CLB instance. For the maximum number of instances to which a security group can be bound and the maximum number of rule references, see Limit Description.

Bound Security Group Rule Preview

Inbound Rule Outbound Rule
Sort Bind -
R} v = Edit Rules
Priority ® Security Group ID/Name Action
Source Port Protocol Policy Remarks

sg-
1 % Unbind 0.0.0.0/0 Tcp Allow Open Windows Remote Login to Int.

=0 TCP: Allow Open Windows Remote Login to Int...

Method 2: Disabling the Feature of Allowing Traffic by Default in the Security Group

If Allow by Default is disabled, you need to allow the client IP address in the CVM security group. Business traffic is
allowed to access CVM only from CLB port 80 and use services provided by CVM port 8080.

Note:

Traffic from a specified client IP address can be allowed, but that should be done in both the CLB security group
and the CVM security group. If the CLB instance is not configured with a security group, that only needs to be
done in the CVM security group.

1. Configure a CVM security group rule.
A CVM security group can be configured to only allow access from service ports for traffic accessing the backend
CVM.
In the security group console, configure a security group policy. In the inbound rule, allow port 8080 of all IP
addresses. To ensure remote host login and ping services, allow port 22, port 3389, and ICMP services in the
security group.
2. Bind the security group to a CVM instance.
i. In the CVM console, click the ID of the CVM instance bound to the CLB instance to go to the Details page.
ii. Select the Security Group tab and click Bind in the Bound Security Groups module.
iii. In the pop-up Configure Security Group window, select the security group to be bound to the CVM

instance and click OK.
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Basic Info ENI Public IP Monitoring Operation Log
Bound Security Group Rule Preview
Inbound Rule Outbound Rule
Sort Bind -
v e — Edit Rules

Priority O Security Group ID/Name Action

Source Port Protocol Policy Remarks

sg

1 0.0.0.0/0 = Allow R

/0 = Allow -
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Deleting a CLB Instance

When you confirm that the CLB instance no longer has traffic and no longer needs to be used, you can delete the
instance through the CLB console or APL
Once an instance is deleted, it will be completely terminated and can not be recovered. We strongly recommend

that you unbind all backend CVMs before deleting an instance and observe for a while before deleting it.

Deleting a CLB Instance through the Console

1. Log in to the CLB console.

2. Find the CLB instance you want to delete and click Delete in the rightmost operation column.

v Health check not _ - Delete
! T ———— - Shared N Configure - = -
b 7 1 configured - oo~

3. A final confirmation dialog box will pop up, after confirming that the safety prompt for the operation is
normal, click OK to delete.
The final confirmation dialog box is shown below. We strongly recommend that you confirm that the
number of bound rules is "0", the bound CVM is "None", the operation safety prompt is "green”, and then

perform the deletion operation.
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Confirm to delete the following load balancers? X
ID/Name Bound rules Bound CVM Notes About Oper...
Ib-2jri6dv0
Ib-162309 0 None ©
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Adjusting the Bandwidth Configuration of
the Instance

The network bandwidth of private and public network CLB instances can be adjusted as needed.

Usage Notes

Private and public network IPv4 instances: Network bandwidth can be adjusted.

Bandwidth Limit

Instance Billing Mode Network Billing Mode Bandwidth Limit Configurable Range (Mbps)
Pay-as-you-go Billing by traffic usage 0-2,048 (inclusive)
Note:

To enhance the bandwidth limit, contact the cloud platform's technical support personnel for assistance.

Adjusting Bandwidth

1. Log in to the cloud platform console and choose Cloud Products > Cloud Load Balancer to go to the CLB
console.
2. On the LB Instance List page, select the region, locate the target CLB instance, and choose More > Adjust

Bandwidth in the operation column.

ID/Name Monitoring Status Network... Y Carrier Network Tag Instance Sp. VIP Health Status Bind Custo... Billing Mode Bandwidth Actions
Pay-As-You-
Go - Bill-by-
Network-
e ) i Listener not Delete
M Normal Public Network - Shared conigureq | COMgure - Traffic 1Mbps Vore
z 9 Created at
Modify Label
Configure Security Group
Pay-As-You-
n Go - Bill-by- Adjust Bandwidth
e

Network-

3. In the pop-up dialog box, set the target bandwidth limit, and click OK.
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Adjust Bandwidth X

Billing Mode Bill-by-Traffic

Current Bandwidth Cap  1Mbps

Target Bandwidth Limit O 338 + Mb
1Mbps 2000Mbps
Fee Instance Fee Network Fees

4. Private network CLB instances support two options: unlimited bandwidth and limited bandwidth. Set it

based on the actual situation.

Adjust Bandwidth X

Billing Mode  Bill-by-Traffic

Limited o Unlimited Limited

5. After the setup is complete, the bandwidth value of the instance can be viewed on the list page.
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CLB Listener
CLB Listener Overview

After you create a CLB instance, you need to configure a listener for the instance. The listener is responsible
for monitoring requests on the CLB instance and distributing traffic to the backend servers based on the

balancing policy.
The CLB listener needs to be configured:

1. Listening protocol and listening port. The listening port of the CLB, also known as the frontend port,
is the port used to receive requests and forward requests to the backend server.

2. Monitoring policies, including balancing policies, session persistence, etc.

3. Health Check policies.

4. Bind the backend service and select the IP and port of the backend server. The service port is also

called the backend port, which is the port used to receive requests.

Supported Protocol Types

The CLB listener can listen to the layer-4 and layer-7 requests on the CLB instance and distribute these
requests to the backend servers, which then process the requests. The difference between layer-4 and
layer-7 load balancing is mainly reflected in whether the traffic is forwarded based on the layer-4 protocol

or the layer-7 protocol when the CLB user requests.

« Layer-4 Protocol: Transport layer protocol, which mainly accepts requests through VIP + Port and
distributes traffic to the backend server.

« Layer-7 Protocol: Application layer protocol, which distributes traffic based on application layer
information such as URL and HTTP header.

Converge Cloud CLB supports request forwarding of the following protocols:

TCP (transport layer)

UDP (transport layer)

HTTP (application layer)

HTTPS (application layer)

Layer-4 listener

Protocols Note Use Cases

TCP Connection-Oriented, Reliable It is suitable for cases with high requirements
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Protocols Note

Transport Layer Protocol

- The source and terminal of the
transmission need to be handshake
three times to establish a connection
before data transmission.

- Support session persistence based
on client IP (source IP).

- You can see the client IP at the
network layer.

- The server can directly obtain the
client IP.

Connectionless Transport Layer

Protocol

- The transmission source and terminal

do not establish a connection, and

there is no need to maintain the

connection status.

- Each UDP connection can only be
UDP point-to-point.

- Supports one-to-one, one-to-many,

many-to-one and many-to-many

interactive communications.

- Support session persistence based

on client IP (source IP).

- The server can directly obtain the

client IP.

Cloud Load Balancer

Use Cases

on reliability and data accuracy but low
requirements on transmission speed, such as
file transfer, email sending and receiving,
remote log-in, etc.

For details, see Configuring TCP Listener.

It is suitable for cases with high requirements
on transmission efficiency and relatively low
requirements on accuracy, such as instant
messaging and online videos.

For details, see Configuring UDP Listener.

If you use a layer-4 listener (that is, use layer-4 protocol forwarding), the CLB instance establishes a TCP

connection with the backend instance on the listening port and directly forwards the request to the

backend server. No data packets are modified during this process (transparent transmission mode), and the

forwarding efficiency is extremely high.

Layer-7 Listener

Protocols Note

Application Layer Protocol

- Supports forwarding based on
HTTP request domain name and URL.

- Supports cookie-based session

persistence.
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Use Cases

Applications that need to identify the content
of requests, such as Web applications, App
services.

For details, see Configuring HTTP Listener.
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Use Cases

Encrypted Application Layer Protocol
- Supports forwarding based on
request domain name and URL.

- Supports cookie-based session

HTTPS persistence.

- Unified certificate management
service. CLB completes decryption

operations.

HTTP applications that require encrypted
transmission.

- Supports single authentication and
two-way authentication.

Port Configuration

Listening port (frontend
port)

The port on which the CLB
is provided receives
requests and forwards
them to the backend
server.

Users can configure load
balancing for ports 1 -
65,535, including 21 (FTP),
25 (SMTP), 80 (HTTP), 443
(HTTPS), etc.

Copyright: Converge Cloud

Service port (backend
port)

The service port is the
port that provides services
for the CVM and receives
and processes traffic from
the CLB.

In a CLB instance, the
same CLB listening port
can forward traffic to
multiple ports of multiple
CVMs.

8/1/2026, 9:16:28 AM

For details, see Configuring HTTPS Listener.

Note

In the same CLB instance:

The listening port cannot be repeated.
For example, you cannot create a listener
TCP:80 and a listener HTTP:80 at the
same time.

Only ports for TCP and UDP protocols
can be repeated. For example, you can
create a listener for TCP:80 and a listener
for UDP:80 at the same time.

Service ports can be repeated within the
same CLB instance. For example, the
listener HTTP:80 and the listener
HTTPS:443 can be bound to the same
port of the same CVM at the same time.
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Configuring TCP Listener

TCP Listener Introduction

You can add a TCP listener on the CLB instance to forward TCP protocol requests from the client's end. The TCP
protocol is suitable for scenes that have high requirements for reliability and data accuracy but low requirements
for transmission speed, such as file transfer, email sending and receiving, remote login, etc. For the listener of TCP

protocol, its backend server can directly obtain the real IP of the client.

Configuring TCP Listener

Step 1: Open the Listener Management page

1. Log in to the CLB console.

2. In the left sidebar, select LB Instance List.

3. On the CLB Instance List page, click the instance ID that needs to be configured to enter the Instance
Details page.

4. Click the Listener Management tab.

Step 2: Configure the listener

Under the TCP/UDP Listener, click Create and configure TCP Listener in the pop-up box.

1. Basic Configuration

Basic

Configuration of ~ Description Example

Listener

Name The Name of the Listener test-

tcp-80

The Listener's Protocol and Listening Port
- Listening protocol: The protocols supported by CLB under this listener

Listening include TCP and UDP. In this example, TCP is selected. TCP-80

Protocol Port - Listening port: The port is used to receive requests and forward them to '
the backend server. The port range is 1-65535.
- The listening ports in the same CLB instance cannot be repeated.

Balance Mode In the TCP listener, the CLB supports two scheduling algorithms: Weighted Poll by
Round-Robin (WRR) and Weighted Least Connections (WLC). weight.

- Polling by Weight: Distribute requests to different servers in turn
according to the weight of the backend servers. The weighted round-robin
algorithm is based on the number of newly created connections to
schedule. The servers with a higher weight are more often (probably) to be
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Description Example

polled, and servers with the same weight handle the same number of
connections.

- Min.Weighted Connections: Estimate the server's load based on the
currently active number of connections. The weighted least connections
scheduling algorithm takes into account both the server's load and its
weight for comprehensive dispatching. When the weight values are the
same, the backend server with a smaller current number of connections is
polled more frequently (probability).

The basic configuration of creating a TCP listener is shown in the figure below.

Create TCP/UDP Listener %

0 Basic Configuration > )

=\
\L

2. Health Check

Health Check
Configuration

Health Check
Status

Response Timeout.
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TCP v

Polling by Weight v

next step: Health Check cancel

Description Example

Enable or disable health check. In the TCP listener, the CLB instance sends

a SYN packet to the specified server port for a health check. Enable

- The maximum timeout for health check responses.

- If the backend CVM does not respond correctly within the timeout 2%
period, it is considered a health check exception.

- Configurable range: 2 - 60 seconds. The default value is 2 seconds.
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Health Check
Configuration

Detection Interval

Unhealthy
Threshold

Health Threshold

Description

- The interval for the CLB health check.
- Configurable range: 5-300 seconds, default value is 5 seconds.

- If the health check results received for n consecutive times (n is the
filled value) are failed, it is identified as unhealthy, and the console
displays as Abnormal.

- Configurable range: 2-10 times, default value is 3 times.

- If the health check results received for n consecutive times (n is the
filled value) are successful, it is identified as healthy, and the console
displays as Healthy.

- Configurable range: 2-10 times, default value is 3 times.

The specific configuration of the health check is shown in the following figure:

Copyright: Converge Cloud
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3 times

3 times
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Create TCP/UDP Listener X

° Basic Configuration >

“heck Protoce Q Tcp HTTP Custom protocol

Hide Advanced Options ¥

4+ Seconds

O - 2
— 5 4+ Seconds

l/:\‘
Xl

— 3 4+ Times

O
healthy THESNOlQ®) ) — 3 4+ Times
—O

last step: Basic Configuration

3. Session Persistence

Session Persistence
Configuration

Session Affinity
Status

Session Hold Time

Copyright: Converge Cloud

next step: Session Affinity cancel

Description

Enable or disable session persistence.

- After session persistence is enabled, the CLB listener will distribute
access requests from the same client to the same backend server.

- The TCP protocol is session persistence based on the client IP address,
that is, access requests from the same IP address are forwarded to the
same backend server.

- WRR scheduling supports session persistence, but WLC scheduling
does not support enabling the session persistence feature.

Session Hold Time
- When the hold time is exceeded and there is no new request in the

8/1/2026, 9:16:28 AM
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Example

Enable

30s

57 Pages Total 313 Pages



é Cloud Load Balancer

Session Persistence

Configuration Description Example

connection, the session will be automatically disconnected.
- Configurable range 30-3,600 seconds.

The specific configuration of session persistence is shown in the following figure.

Create TCP/UDP Listener

° Basic Configuration ° Health Check

o Session Affinity

Session Affinity®) Q

Held Time®) O _ 30 + Seconds
30Seconds 3600Seconds

Session Affinity Based on Source IP Address

last step: Health Check m

Step 3: Bind the backend CVM

1. On the "Listener Management" page, click the created listener, such as TCP:80 Listener above, and you can

view the bound backend services on the right side of the listener.

TCP/UDP Listener

Listener Details Show More v
Bound Resources
ol B CcVM Bare Metal Server
:
Name Port Status 1P Port Weight  Action
™ No data yet
[ B ) ot

80(TCP:80)

2. Click Bind, select the backend server to be bound in the pop-up, and configure the service port and weight.

» Add Port Features: In the "Selected"” Cloud Virtual Machine box on the right, click Add Port to add multiple
ports of the same Cloud Virtual Machine, such as adding ports 80, 81, and 82 of CVM at the same time.
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« Default port feature: Fill in Default Port first, then select the CVM. The port of each CVM is the default port.

Add Associated CVM

Select an instance. (1) items selected

CVM ENI
P - Q
=
m Tl
A
" .

1 /1 page

After completing Step 1 to Step 3, the TCP listener rules are configured.

Step 4: Modify/delete listeners (optional)

+

Add Port Delete

If you need to modify or delete a created listener, on the "Listener Management" page, click the created listener

and select Modify or Delete to complete the operation.
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Configuring UDP Listener

UDP Listener Introduction

You can add a UDP listener on the CLB instance to forward UDP protocol requests from clients. The UDP protocol is suitable
for scenarios with high requirements for transmission efficiency and relatively low requirements for accuracy, such as instant

messaging and online videos. The UDP protocol listener and the backend server can directly obtain the real IP of the client.

Configuring UDP Listener

Step 1: Open the listener management page

1. Log in to the CLB console.
2. In the left sidebar, select LB Instance List.
3. On the CLB instance list page, click the instance ID to be configured to enter the instance details page.

4. Click the Listener Management tab.

Step 2: Configure the listener

Under TCP/UDP Listener, click Create and configure the UDP listener in the pop-up box.

1. Basic Configuration

The specific basic configuration of creating a UDP listener is shown in the figure below.

o Basic Configuration > >

test-udp-8000

Y up v

Polling by Weight v

next step: Health Check cancel

Basic
Configuration of = Description Example
Listener

. test-
Name The name of the listener es

udp-8000
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Listener protocol
port

Balance Mode

2. Health check

Description

The listener's protocol and listening port.

- Listener protocol: the protocols supported by CLB under this listener include TCP
and UDP. In this example, UDP is selected.

- Listener port: the port used to receive requests and forward them to the backend
server. The port range is 1 - 65,535. The listening ports in the same CLB instance
cannot be repeated.

In the UDP listener, CLB supports two scheduling algorithms: weighted round-robin
(WRR) and weighted least connections (WLC).

- Polling by Weight: Requests are distributed to different servers in turn based on
the weight of the backend servers. Schedule by the weighted round-robin
algorithm, based on the number of new connections. The server with a higher
weight is rounded more often (high probability), and servers with the same weight
handle the same number of connections.

- Min. Weighted Connections: The server load is estimated based on the number of
active connections currently on the server. For the weighted least connections
algorithm, comprehensive scheduling is realized based on the server load and
weight. When the weight values are the same, the backend server with fewer
current connections will be selected more often (has a higher probability of being
selected) in the round-robin scheduling.

The specific configuration of health check is shown in the figure below.

Copyright: Converge Cloud
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UDP:8000

weighted
round
robin,
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° Basic Configuration > e Health Check >

‘/:\‘
U

Q© Check Port PING

Text v

o
\!
o
\!

Hide Advanced Options ¥

2 4+ Seconds

5 4+ Seconds

N\

O
O

® —0 ~ 3 4 Times
—O

o
U

- 3 4+ Times

last step: Basic Configuration next step: Session Affinity cancel

Parameter Note

Health You can either enable or disable the health check feature. We recommend you to enable health check. It
Examination  can help you automatically check and remove abnormal backend CVM ports.

- Select Check Port, indicating that the VIP (the IP address that the CLB uses to provide services to
clients) sends UDP detection messages to the backend CVM and obtains the status information of the

heck

Er:tcocol backend CVM by pinging the IP address of the backend CVM.
- Select PING to obtain the status information of the backend CVM by pinging the IP address of the
backend CVM.
Port number is not required. If it is not filled in, the backend server port will be used by default. It is

Check Port - o o
recommended not to fill in the port number unless a specific port needs to be specified.

Input Text and hexadecimal are supported.

Format If input format is text, text is converted into binary for request sending and compared with returned
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Parameter

Check
Request

Check
Return
Result

Health
check status

Response
Timeout

Detection
Interval

Unhealthy
Threshold

Health
threshold

Cloud Load Balancer

Note

result.
If input format is hexadecimal, hexadecimal
is converted into binary for request sending and compared with returned result.

Customize the health check request content. For example, a check request for detecting the DNS service
is:
F13E0100000100000000000003777777047465737403636F6D0774656E63656E7403636F6D0000010001.

When you customize the health check request, you must configure the returned health check result. For
example, the result returned by the DNS service detection is: F13E.

Enable or disable health check. In the UDP listener, the CLB instance sends a ping to the server for
health check.

- The maximum timeout for health check responses.

- If the backend CVM does not respond correctly within the timeout period, it is considered a health
check exception.

- Configurable range: 2 to 60 seconds. Default value is 2 seconds.

- The interval for the CLB health check.
- Configurable range: 5 - 300 seconds, default value is 5 seconds.

- If the health check results received for n consecutive times (n is the filled value) fail, it is identified as
unhealthy and the console displays exceptional.
- Configurable range: 2 - 10 times, with a default value of 3 times.

- If the health check results received for n consecutive times (n is the filled value) are successful, it is
identified as healthy and the console displays healthy.
- Configurable range: 2 - 10 times, with a default value of 3 times.

3. Session persistence

The specific configuration of session persistence is shown in the following figure.
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Create TCP/UDP Listener

° Basic Configuration 0 Health Check

o Session Affinity

Session Affinity®) ()

Held Time® O - 30 + Seconds
30Seconds 3600Seconds

Session Affinity Based on Source IP Address

Cloud Load Balancer

last step: Health Check m cancel

Session persistence
configuration

Session Affinity Status

Session Held Time

Note Example

Enable or disable session persistence.

- After session persistence is enabled, the Load Balance Listener will distribute
access requests from the same client to the same backend server.

- The UDP protocol is based on sessions persistence of the client IP address, that
is, forwarding access requests from the same IP address to the same backend
server.

- Weighted round-robin scheduling supports session persistence, while weighted
least connections scheduling does not support session persistence.

Enable

- When the persistence time is exceeded and there is no new request in the
connection, the session will be automatically disconnected. 30s
- Configurable range 30 - 3,600 seconds.

Step 3: Bind the backend CVM

1. On the Listener Management page, click the created listener, such as UDP:8,000 listener above, and then you can

view the bound backend services on the right side of the listener.

TCP/UDP Listener

=p(UDP:*i B)

Listener Details Show More v

Bound Resources
CcvM Bare Metal Server

ET ©

No data yet

2. Click Bind, select the backend server to be bound in the pop-up box, and configure the service port and weight.
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Add Associated CVM X
Select an instance. (1) items selected
P v Q
= - 10 + Add Port Delete
n "Iaila
L d
[

1 /1 page

Once you have completed Step 1 to Step 3, the UDP listener rules is configured.

Step 4: Modify/delete the listener

If you need to modify or delete a created listener, on the Listener Management page, click the created listener and select

Modify or Delete to complete the operation.
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Configuring HTTP Listeners

HTTP Listener Introduction

You can add an HTTP listener to the CLB instance to forward HTTP protocol requests from clients. The HTTP
protocol is suitable for applications that need to identify the content of the request, such as Web

applications, App services, etc.

Configuring HTTP Listeners

Step 1: Open the listener management page

1. Log in to the CLB control, and click LB Instance List in the left sidebar.
2. On the CLB instance list page, click the target instance ID.

3. On the instance details page, click the Listener Management tab.

Step 2: Configure the listener
In the HTTP/HTTPS listener module, click Create and configure the HTTP listener in the pop-up box.

1. Create a listener
Parameter Note
Name The name of the listener. In this example, it can be customized as Listenerl.

The listener's protocol and listening port.

Listener - The listening protocols include HTTP and HTTPS. In this example, HTTP is selected.
Protocol - The listening port is used to receive requests and forward them to the backend
Port server. The port range is 1 - 65535.

- The listening ports in the same CLB instance cannot be repeated.

Default You can choose to turn it on or off.
domain - Enable: When the client request does not match any domain name of this listener,
name CLB will forward the request to the default domain name (Default Server). Each

listener can only be configured with one default domain name.

- If your layer-7 listener has been configured with a default domain name, client
requests that do not match other rules will be forwarded to the default domain name.
- If your layer-7 listener is not configured with a default domain name, client requests
that do not match other rules will be forwarded to the first domain name loaded by
the CLB. Since the loading order may be inconsistent with the console configuration
order, it is not necessarily the first one configured by the console.

- Disable: When the client request does not match any domain name of this listener,
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Parameter
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Note

the request will not be forwarded.

Create HTTP/HTTPS Listener X

HTTP

2. Create forwarding rules

Basic
configuration of
forwarding

rules

Domain name

Default domain
name

Copyright: Converge Cloud

Note Example

Request a domain name.

- Supports precise domain names, such as
www.example,com . Supports wildcard domain names,
such as *.example.com or www.example.* . In a single
domain name * can only appear once.

- The character sets supported by irregular domain names www.example.com
are as follows: az"0-9"."-.

- Regular expressions are supported. The character sets that
are not supported in regular expressions are as follows:
SEPS\ Y ~“Space |

- The domain name length limit is 1 - 120.

- When all domain names in the listener are not matched
successfully, the system will direct the request to the default
access domain name to make the default access
controllable.

- Only one default domain name can be configured for a
listener.

Enable
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URL Path

Balance Mode

Obtain Client IP
address
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Note

Request path.

- The default is /, must be preceded by / .The length limit
is1-120.

- Non-regular URL path starts with /. The supported
character sets are as follows: az"AZ70-9"."-"/"="7 .

- Support regular expressions

- Beginning with = indicates an exact match.

- A~ beginning means that the uri starts with a regular
character string, not a regular match.

- ~ beginning indicates a case-sensitive regular match.

- ~* beginning of the regular expression indicates a case-
insensitive match.

- / means universal match; if there is no other match, any
request will match

- For regular URL, unsupported character sets are as
follows: "“{"};°\ 7 ~"Space.

In the HTTP listener, CLB supports three scheduling
algorithms: weighted round-robin (WRR), weighted least
connections (WLC), and IP Hash.

- Polling by Weight: Distributes requests to different servers
in sequence based on the weights of backend servers.
Schedule by the weighted round-robin algorithm, based on
the number of new connections. The server with a higher
weight is rounded more often (high probability), and
servers with the same weight handle the same number of
connections.

- Min. Weighted Connections: Estimates the server load
based on the number of active connections currently on the
server. The weighted least connections are comprehensively
scheduled based on the server load and weight. When the
weight values are the same, the backend server with a
smaller current number of connections has a higher
probability of being rounded.

- IP Hash: Based on the source IP address of the request,
use the hash key to find the corresponding server from the
statically allocated hash table. If the server is available and
not overloaded, the request is sent to the server, otherwise
it returns nothing.

Enabled by default.
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Gzip

. Enabled by default.
Compression

Cloud Load Balancer

Example

Enabled

Select the HTTP listener for which you need to create a forwarding rule, click + on the right side to create

the rule, and the basic configuration is shown in the figure below.

Create HTTP/HTTPS Forwarding Rule

o Basic Configuration >

Domain Name(@®) www.example.com
Default Domain Name Enable

e. Details
URL Path®) /findex

T

ance Mode Polling by Weight ~

1 client IP address Enabled

GzZip Compressic Enabled(®)

next step: Health Check cancel

3. Health check

Health check

. . Note
configuration
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Health check
configuration

Health Check

Check Domain
Name

Check Directory

Detection
interval

Unhealthy
Threshold

Health
threshold

HTTP Request
Method

Copyright: Converge Cloud

Note

Enable or disable health check. In the HTTP listener,
the CLB instance sends an HTTP request to the
specified server port for health check.

Request domain

- The request domain is set to the forwarding
domain by default.

- Supported character sets include: az"0-9"."- ,
length limitis 1 - 120.

- Regular expressions are not currently supported.
- When the user fills in the domain name as a
wildcard domain name, it is necessary to specify a
fixed domain name (non-regular) as the health
check domain name.

Request path

- The default is /, must be preceded by /.

- Supported character sets include: az"0-9"."- ,
length limitis 1 - 120.

- Regular expressions are not currently supported.
- It is recommended to specify a fixed URL path
(static page) for health check.

- The interval for the CLB health check.
- Configurable range: 5 - 300 seconds, default value
is 5 seconds.

- If the health check results received for n
consecutive times (n is the filled value) fail, it is
identified as unhealthy and the console displays
exceptional.

- Configurable range: 2 - 10 times, with a default
value of 3 times.

- If the health check results received for n
consecutive times (n is the filled value) are
successful, it is identified as healthy and the
console displays healthy.

- Configurable range: 2 - 10 times, with a default
value of 3 times.

HTTP request method for health check, optional:
GET or HEAD, the default is GET.

- If the HEAD method is used, the server only
returns the HTTP header information, which can

8/1/2026, 9:16:28 AM
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Enable

Use the default value (that
is, www.example.com).

Use the default value (that
is, /).

5s

3 times

3 times

GET
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. . Note
configuration

reduce backend overhead and improve request
efficiency. The corresponding backend service must
support HEAD.

- If the GET method is used, the backend service
only needs to support GET.

When the status code is the selected status code,
HTTP status the backend server is considered alive, that is, the
code detection health check is normal. Optional: http_1xx, http_2xx,
http_3xx, http_4xx, http_5xx.

The specific configuration of health check is shown in the figure below.
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Multiple selection:
http_1xx, http_2xx,
http_3xx, http_4xx
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Create HTTP/HTTPS Forwarding Rule X

° Basic Configuration > o Health Check >

Check Directory (® Root Directory of Real Server «»

HTTP :5',1,%; 5":]@ HEAD'

HTTP Status Code Detection http_1xx http_2xx http_3xx http_4xx
http_5xx

Detection Interva O — 5 + | Seconds

Unhealthy Threshold®) O - 3 +  Times
Health Threshold® _( ) o 3 +  Times

last step: Basic Configuration next step: Session Affinity cancel

4. Session Affinity

Session persistence

. . Note Example
configuration
Session Affinity Enable or disable session persistence. Enable
Status - After session persistence is enabled, the CLB listener will
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Session persistence

. . Note Example
configuration

distribute access requests from the same client to the same
backend server.

- The HTTP protocol is based on cookie session persistence, and
the CLB embeds cookies into the client.

- Weighted round-robin scheduling supports session persistence,
while weighted least connections and IP Hash scheduling do not
support session persistence.

Session persistence time

- When the persistence time is exceeded and there is no new

request in the connection, the session will be automatically 30s
disconnected.

- Configurable range 30 - 3,600 seconds.

Session Affinity
Time

The specific configuration of session persistence is shown in the following figure.

Create HTTP/HTTPS Forwarding Rule

° Basic Configuration ° Health Check

o Session Affinity

Session Affinity(® C’
last step: Health Check m

Step 3: Bind the backend CVM

1. On the Listener Management page, click the created listener, such as HTTP:80 listener above. Click
the triangle icon on the left to expand the domain name and URL path, select a specific URL path,

and you can view the backend services bound to the path on the right side of the listener.
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HTTP/HTTPS Listener

v SOMI(HTTP:80M) Forwarding Rule Details Show More +
Default access Bound Resources
cvM Bare Metal Server

= °

No data yet

2. Click Bind, select the backend server to be bound in the pop-up box, and configure the service port and

weight.

e Add port feature: In the Selected CVM box on the right, click Add Port to add multiple ports to the

same CVM.
« Default port feature: Fill in Default Port first, then select the CVM. The port of each CVM is the default

pOI’t.
Add Associated CVM X
Select an instance. (1) items selected
P v Q
—| st - — 10 4+ AddPort Delete
m el
>
H ..

1 /1 page

Step 4: Modify/delete the listener
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If you need to modify or delete a created listener, on the Listener Management page, click the created

listener/domain name/URL path and select Modify or Delete to complete the operation.
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Configuring an HTTPS Listener

HTTPS Listener Introduction

You can add an HTTPS listener on the CLB instance to forward HTTPS protocol requests from clients. The HTTPS

protocol is suitable for HTTP applications that require encrypted transmission.

Configuring an HTTPS Listener

Step 1: Open the Listener Management page

1. Log in to CLB control and click LB Instance List in the left sidebar.
2. On the CLB instance list page, click the target instance ID.

3. On the instance details page, click the Listener Management tab page.

Step 2: Configure the listener

In the HTTP/HTTPS Listener module, click Create and configure an HTTPS listener in the pop-up.

1. Create a listener

Basic

Configuration of ~ Description Example
Listener

Name The name of the listener. test-https-443

The listener's protocol and listening port.
- Listener protocol: The protocols supported by CLB under this
listener include HTTP and HTTPS. In this example, HTTPS is

Listen Protocol selected. HTTPS:443

Port . . . .

- Listening port: The port is used to receive requests and forward

them to the backend server. The port range is 1-65535.

- The listening ports in the same CLB instance cannot be repeated.
Default Domain You can choose to enable or disable it. Enable
Name - Enable: When the client request does not match any domain

name of this listener, CLB will forward the request to the default
domain name (Default Server). Each listener can only be
configured with one default domain name.

- If your Layer-7 listener has been configured with a default
domain name, client requests that do not match other rules will be
forwarded to the default domain name.

- If your Layer-7 listener is not configured with a default domain
name, client requests that do not match other rules will be
forwarded to the first domain name loaded by the CLB. Since the
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Basic
Configuration of ~ Description Example
Listener

loading order may be inconsistent with the console configuration
order, it is not necessarily the first one configured by the console.
- Disable: When the client request does not match any domain
name of this listener, the request will not be forwarded.

Enabling SNI means that different certificates can be configured
for different domain names under a listener. Not enabling SNI

Enabling SNI . . . Enable
g means that multiple domain names under the listener use the
same certificate.
SSL Parsing Support one-way authentication and two-way authentication One-way
Method PP y y ' Authentication
o o Selecting an

Server You can select a certificate from the SSL certificates platform or Existin

Certificate upload a certificate. . .g
Certificate

The specific configuration for creating an HTTPS listener is shown in the figure below.
Create HTTP/HTTPS Listener p

®  HrPS v
| @)

Details

~\ N
L

One-Way Authentication (Recol v  Detailed Comparison [2

2. Create forwarding rules
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Basic
Configuration of
Forwarding
Rules

Domain name

Default Domain
Name

URL Path

Balance Mode

Copyright: Converge Cloud

Description

Request a domain name.

- Support precise domain names, such as www.example,com .
Support wildcard domain names, such as *.example.com or
www.example.* , in a single domain name * Can only appear
once.

- The character sets supported by irregular domain names are as
follows: az"0-9"."- .

- Support regular expressions. The character sets that are not
supported in regular expressions are as follows: ""{"}

- The domain name length limit is 1-120.

- When all domain names in the listener are not matched
successfully, the system will direct the request to the default
access domain name to make the default access controllable.
- Only one default domain name can be configured for a
listener.

Request path.

- The default is /, must be preceded by /.The length limit is
1-120.

- Non-regular URL path starts with /. The supported character

sets are as follows: a-z"A-Z70-97.7-7/"="7 .
- Support regular expressions.
- Beginning with = indicates an exact match.

- Beginning with A~ indicates that the uri starts with a regular
character string, not a regular match.

- Beginning with ~ indicates a case-sensitive regular match.

- Beginning with ~* indicates a case-insensitive regular match.
- / means universal matching. Any request will be matched if
there is no other match.

- For the regular URL, unsupported character sets are as follows:
SEPT\ Y ~Space .

In the HTTPS listener, CLB supports three scheduling algorithms:
weighted round-robin (WRR), weighted least connections (WLC),
and IP Hash.

- Polling by Weight: Distributes requests to different servers in
sequence based on the weights of the backend servers. The
weighted round-robin algorithm schedules based on Create
connection count, where servers with higher weights are polled
more frequently (probability), and servers with the same weight
handle an equal number of connections.

- Min. Weighted Connections: Estimate the server's load based
on the currently active number of connections. The weighted
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www.example.com

Enable

/index

Poll by weight.
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Gzip
Compression

SSL Parsing
Method

Server
Certificate

Cloud Load Balancer

Description Example

least connections scheduling algorithm takes into account both
the server's load and its weight for comprehensive dispatching.
When the weight values are the same, the backend server with a
smaller current number of connections is polled more frequently
(probability).

- IP Hash: Based on the source IP address of the request, use the
Hash key to find the corresponding server from the statically
allocated hash table. If the server is available and not
overloaded, the request is sent to the server; otherwise, it
returns nothing.

Enabled by default. Enabled
Enabled by default. Enabled
One-way

Support one-way authentication and two-way authentication. L
PP y y Authentication

You can select a certificate from the SSL certificates platform or Selecting an
upload a certificate. Existing Certificate

Select the HTTPS listener for which you need to create a forwarding rule, click Add Rules to create the rule, and

the basic configuration is shown in the figure below.
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Create HTTP/HTTPS Forwarding Rule

o Basic Configuration > >

Domain Name®)

ate 'y

)

3. Health check
Health Check
Configuration

Health Check

Check Domain
Name

Copyright: Converge Cloud

Enable
= Details

Polling by Weight «

Enabled

Enabled(3)

One-Way Authentication (Recor v = Detailed Comparison [2

next step: Health Check cancel

Description

Enable or disable health check. In the HTTPS listener,
the CLB instance sends an HTTPS request to the
specified server port for a health check.

Request a domain name.
- The default is the access domain name.
- Supported character sets include: az"0-9"."-, length

8/1/2026, 9:16:28 AM
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Enable

Use the default value (that
is, www.example.com ).
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Health Check
Configuration

Check Directory

Detection
Interval

Unhealthy
Threshold

Health
Threshold

HTTP Request
Method

HTTP Status
Code Detection

Description

limit is 1-120.

- Regular expressions are not currently supported.

- When the user fills in the domain name as a wildcard
domain name, it is necessary to specify a fixed domain
name (non-regular) as the health check domain name.

Request path.

- The defaultis /, must start with /.

- Supported character sets include: az"0-9"."-, length
limit is 1-120.

- Regular expressions are not currently supported.

- It is recommended to specify a fixed URL path (static
page) for a health check.

- The interval for the CLB health check.
- Configurable range: 5-300 seconds, default value is 5
seconds.

- If the health check results received for n consecutive
times (n is the filled value) are failed, it is identified as
unhealthy, and the console displays as Abnormal.

- Configurable range: 2-10 times, default value is 3
times.

- If the health check results received for n consecutive
times (n is the filled value) are successful, it is identified
as healthy, and the console displays as Healthy.

- Configurable range: 2-10 times, default value is 3
times.

HTTP request method for the health checks, optional:
GET or HEAD, the default is GET.

- If the HEAD method is used, the server only returns
the HTTP header information, which can reduce
backend overhead and improve request efficiency. The
corresponding backend service must support HEAD.

- If the GET method is used, the backend service only
needs to support GET.

When the status code is the selected status code, the
backend server is considered alive, that is, the health
check is normal. Optional: http_1xx, http_2xx, http_3xx,
http_4xx, http_5xx.

The specific configuration of the health checks is shown in the figure below.
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Use the default value (that

is, /).

5s

3 times

3 times

GET

Multiple selection: http_1xx,
http_2xx, http_3xx, http_4xx
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e Health Check

° Basic Configuration >

Root Directory of Real Server =

HEAD ~

de Detection http_1xx http_2xx http_3xx

http_5xx

nexi step: Session Affinity

last step: Basic Configuration

4. Session persistence

Session Persistence

. . Description
Configuration 'PH

Cloud Load Balancer

http_dxx

4+ Seconds

4+ Times

4+ Times

cancel

Example

Enable

Session Affinity

Enable or disable session persistence.

- After session persistence is enabled, the CLB listener will distribute
access requests from the same client to the same backend server.

- The HTTPS protocol is based on Cookie session persistence, and the
CLB embeds Cookies into the client.

Status
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Session Persistence

. . Description Example
Configuration P P

- Weighted round-robin scheduling supports session persistence, while
weighted least connections and IP Hash scheduling do not support
session persistence.

Session hold time.

- When the hold time is exceeded and there is no new request in the
connection, the session will be automatically disconnected.

- Configurable range 30-3,600 seconds.

Session Hold Time 30s

The specific configuration of session persistence is shown in the following figure.

Create HTTP/HTTPS Forwarding Rule

° Basic Configuration ° Health Check

e Session Affinity

last step: Health Check m cancel

Step 3: Bind the backend CVM

1. On the Listener Management page, click the created listener, click the triangle on the left side to expand
the domain name and URL path, select a specific URL path, and view the backend services bound to the
path on the right side of the listener.

2. Click Bind, select the backend server to be bound in the pop-up, and configure the service port and weight.

o Add port feature: In the Selected CVM box on the right, click Add Port to add multiple ports of the same
CVM.
o Default port feature: Fill in Default Port first, then select the CVM. The port of each CVM is the default port.
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Add Associated CVM X

Select an instance. (1) items selected

CVM ENI
P v Q
= - 10 + Add Port Delete

m  Tialls

>
[ B
1 /1 page

After completing Step 1 to Step 3, the HTTPS listener rules are configured.

Step 4: Modify/delete listeners (optional)

If you need to modify or delete a created listener, on the Listener Management page, click the created listener/

domain name/URL path and select modify or delete to complete the operation.
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Round-Robin Method

The round-robin scheduling is the algorithm for allocating traffic to the backend server by CLB. Different
results can achieved according to different round-robin scheduling methods and weight settings of the

backend servers.

Weighted round robin scheduling algorithm

The weighted round-robin scheduling algorithm requests scheduling of different servers in turn in a round-
robin manner. The weighted round-robin scheduling algorithm can solve the problem of different
performance among servers. It uses corresponding weights to represent the processing performance of the
server and allocates requests to each server according to the weight and round-robin scheduling method.
The weighted round-robin scheduling algorithm is scheduled based on the number of new connections.
Servers with higher weights receive connections first. The higher the weight, the higher the number of
times (probability) for its round-robin scheduling. Servers with the same weight handle the same number

of connections.

» Advantages: It is simple and practical. It does not need to record the status of all current
connections. It is a stateless scheduling.

» Disadvantages: Relatively simple, it is easy to cause load imbalance among servers when the request
service time varies greatly or the time consumed by each request is inconsistent.

e Applicable Cases: The best load situation is when each request takes roughly the same amount of
time to reach the backend. Commonly used for non-persistent connection services, such as HTTP.

o User Recommendation: If you know that the time each request takes to complete the task is roughly
the same and the types of requests processed by the backend servers are the same or similar, we
recommend that you choose the weighted round-robin scheduling method. When the request time
difference is small, it is also recommended that you use the weighted round-robin scheduling
method, because this implementation method consumes little energy, does not require traversal, and

is more efficient.

Weighted Least Connection Scheduling Algorithm

In actual situations, the time that a client's request service stays on the server can vary greatly. As working
hours extend, using simple round-robin scheduling or random balancing algorithms, the number of
connection processes on each server may vary greatly, resulting in no true load balancing.

Least connection scheduling is a dynamic scheduling algorithm. In contrast to the round-robin scheduling

algorithm, it estimates the server load by the number of active connections currently on the server. The
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scheduler needs to record the number of connections established by each server. When a request is
scheduled to a server, its number of connections increases by one; when the connection is terminated or
times out, its number of connections decreases by one.

The weighted least connection scheduling is based on the least connection scheduling algorithm. It assigns
different weights to each server according to the different processing capabilities of the servers so that
they can accept service requests with corresponding weights. It is an improvement on the least connection
scheduling algorithm.

Note:

Assume that the weight of each backend server is wi, the current number of connections is ci, and ci/
wi is calculated in sequence. The backend server instance with the smallest value is used as the next
allocated instance. If there are backend server instances with the same ci/wi, weighted round-robin
scheduling is used.

» Advantages:This algorithm is suitable for long-time processing request services, such as FTP and
other applications.

 Disadvantages: Due to API limitations, the minimum number of connections and session persistence
features cannot be enabled at the same time.

» Applicable Cases: The case where the backend time taken by each request varies greatly. Commonly
used in persistent connection services.

e User Recommendation: If the user needs to process different requests and the time taken by the
requests to complete the backend differs greatly, such as a difference of orders of magnitude
between 3ms and 3s, it is recommended to use the weighted least connection scheduling algorithm

to achieve load balancing.

Source address hash scheduling algorithm

The source address hash scheduling algorithm (ip_hash) uses the hash key (Hash Key) to find the
corresponding server from the statically allocated hash table according to the source IP address of the
request. If the server is available and not overloaded, the request is sent to the server, otherwise it returns
nothing.

» Advantages: A client's request can be mapped to the same backend server through a hash table. In
cases where session persistence is not supported, ip_hash can be used to implement simple session
persistence.

e User Recommendation: Perform a hash operation on the source address of the request and combine
it with the weight of the backend server to dispatch the request to a matching server, so that requests
from the same client IP are always dispatched to a specific server. This method is suitable for TCP

protocols without cookie feature.
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Balancing algorithm selection and weight configuration

In order to enable users to realize stable business handling of backend server clusters in different scenarios,

the following is a case example of load balancing selection and weight configuration for your reference.

e Scenario 1:

1. Assume that there are three backend servers with the same configuration (CPU/memory). Since their
performance is consistent, the weights of all backend servers can be set to 10.

2. Now each backend server has established 100 TCP connections with the client, and 1 new backend
server has been added.

3. In this scenario, it is recommended to use the least connection balancing method, which can quickly
increase the load on the fourth backend server and reduce the pressure on the other three backend

servers.
e Scenario 2:

4. Assume that this is your first time using cloud services, and your website has been built for a short
time with low website load, it is recommended that you purchase backend servers with the same
configuration. At this time, the backend servers are all access layer servers without any difference.

5. In this scenario, you can set the weights of all backend servers to the default value of 10, and use a

weighted round-robin scheduling method to distribute traffic.
e Scenario 3:

6. Assume that you have five servers for hosting simple static website access, and the computing power
ratio of the five servers is 9:3:3:3:1 (based on CPU and memory conversion).

7.In this scenario, you can set the backend server weight ratios to 90, 30, 30, 30, and 10 in sequence.
Most static website visits are non-persistent connection requests. Therefore, a weighted round-robin
scheduling method can be used to allow the CLB instance to distribute requests according to the

performance ratio of the backend server.
* Scenario 4:

8. Assume that you have 10 backend servers to handle a large number of Web access requests, and you
do not want to purchase more backend servers to increase expenses. However, one of the backend
servers often restarts due to excessive load.

9. In this scenario, it is recommended to set the corresponding weights according to the performance of
the backend servers, and set smaller weights for backend servers with excessive load. In addition, you

can use the least connection load balancing method to distribute requests to backend servers with
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fewer active connections, thereby solving the problem of excessive load on a backend server.

e Scenario 5:

10. Assume that you have three backend servers for processing several persistent connection requests,
and the computing power ratio of these three servers is 3:1:1 (based on CPU and memory
conversion).

11. At this time, the server with the best performance handles more requests. You do not want to
overload this server and want to assign new requests to idle servers.

12.In this scenario, you can use the least connection balancing method and appropriately reduce the
weight of busy servers, so that the CLB can distribute requests to backend servers with fewer active

servers to achieve load balancing.

e Scenario 6:

13. Assume that you want subsequent client requests to be dispatched to the same server. At this time,
using weighted round-robin scheduling or weighted least connections cannot guarantee that
requests from the same client are assigned to a fixed server.

14. To suit the needs of a specific application server, the client's session is guaranteed to be sticky or
persistent. In this scenario, you can use the ip_hash balancing method to distribute traffic, which can
ensure that requests from the same client are always directed to the same backend server (except

when the number of servers changes or the server is unavailable).
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» Converge CloudCLB instance can periodically send Pings, connection attempts, or requests to

backend servers to test the running status of the backend servers. These tests are called health

checks.

e When a backend server instance is determined to be unhealthy, the CLB instance will not forward

requests to that instance. However, health checks will be performed on all backend servers

(regardless of whether they are assessed to be healthy or unhealthy). When the unhealthy instance

returns to normal, the CLB instance will resume forwarding new requests to it.

 The auto scaling group periodically uses a similar method to determine the operating status of each

instance in the group. For more information, see Auto scaling.

Layer-4 forwarding health check configuration

The health check mechanism of layer-4 forwarding: the CLB initiates an access request to the server port

specified in the configuration. If the port access is normal, the backend server is considered to be running

normally, otherwise it is considered to be running exceptionally.

For TCP business, use SYN packets for detection; for UDP business, use Ping for inspection.

Health check
configuration

Response timeout

Detection interval

Unhealthy

Threshold

Health threshold

Copyright: Converge Cloud

Note

The maximum timeout for health check responses.

If the backend CVM does not respond correctly within the timeout
period, it is considered a health check exception.

Configurable range: 2 - 60 seconds.

The interval for the CLB health check.
Configurable range: 5 - 300 seconds.

If the health check results received for n consecutive times (n is
the filled value) fail, it is identified as unhealthy and the console
displays exceptional.

Configurable range: 2 - 10 times.

If the health check results received for n consecutive times (n is
the filled value) are successful, it is identified as healthy and the
console displays healthy.

Configurable range: 2 - 10 times.
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Default
Value

2 seconds

5 seconds

3 times

3 times
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The health check mechanism of layer-7 forwarding is that the CLB sends HTTP requests to the backend

server to detect the backend service. The CLB checks whether the service is normal based on the HTTP

return value selected by the user. Assume that in a certain scenario, the HTTP return value is http_1xx,

http_2xx , http_3xx, http_4xx and http_5xx . Users can edit http_1xx and http_2xx according to

business needs as normal service status and set the return values of http_3xx is set to http_5xx as the

exception status.

Health check
configuration

Check the
domain name

Check the path

Detection
interval

Unhealthy
Threshold

Health threshold

HTTP Request
Method
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Note

Request domain

- Supported character sets include: az"0-9"."- , length limit
is1-120.

- Regular expressions are not currently supported.

- When the user fills in the domain name as a wildcard
domain name, it is necessary to specify a fixed domain name
(non-regular) as the health check domain name.

Request path

- Must be preceded by /.

- Supported character sets include: az"0-9"."- , length limit
is1-120.

- Regular expressions are not currently supported.

- It is recommended to specify a fixed URL path (static page)
for health check.

- The interval for the CLB health check.
- Configurable range: 5 - 300 seconds.

- If the health check results received for n consecutive times
(n is the filled value) fail, it is identified as unhealthy and the
console displays exceptional.

- Configurable range: 2 - 10 times.

- If the health check results received for n consecutive times
(n is the filled value) are successful, it is identified as healthy
and the console displays healthy.

- Configurable range: 2 - 10 times.

HTTP request method for health check, optional: GET or
HEAD.

- If the HEAD method is used, the server only returns the
HTTP header information, which can reduce backend
overhead and improve request efficiency. The corresponding
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Default Value

Forwarding
domain names

5 seconds

3 times

3 times

GET
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Health check

. . Note
configuration

backend service must support HEAD.
- If the GET method is used, the backend service only needs
to support GET.

When the status code is the selected status code, the

HTTP status backend server is considered alive, that is, the health check is
code detection normal. Optional: http_1xx, http_2xx, http_3xx, http_4xx,
http_5xx.

Health check status

Cloud Load Balancer

Default Value

http_1xx,
http_2xx,
http_3xx,
http_4xx

Based on the health check detection situation, the health check status of the backend service is as follows:

Status Note Whether to forward traffic
Backend

Health service is CLB forwards traffic to the healthy backend services.
normal.

- CLB does not forward traffic to exceptional backend services.

Backend - Under a layer-4 listener or layer-7 URL rule, if CLB detects that all
Abnormal  service backend services are unhealthy, the all-dead and all-alive logic will be
exceptions activated, that is, the request will be forwarded to all backend
services.

Troubleshooting ideas for health check exceptions

Layer-4 troubleshooting

Under the TCP protocol, the CLB uses SYN packets for detection; under the UDP protocol, the CLB uses the

ping command for detection.

Check the health status of the backend server port on the page. If it is unhealthy, the troubleshooting ideas

are as follows:

» Determine whether the backend server has a security group configured that affects the service. For

information on how to control access to backend servers to ensure normal service operation, see

Backend CVM Security Group Configuration Instructions.

e Using netstat command to determine whether there is a process listening on the port of the

backend server. If no process is found, restart the service.
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Layer-7 troubleshooting

For layer-7 (HTTP/HTTPS protocol) services, when a health check exception occurs in a listener, you can

troubleshoot it through the following aspects:

1. Since the layer-7 health check service of the CLB communicates with the backend CVM through the
private network, you need to log in to the server to check whether the application server port is
normally listening on the private network address. If it is not listening on that address, let the
application server port listen on the private network to ensure normal communication between CLB
system and the backend CVM.

Assume that the front-end port of the CLB is 80, the back-end port of the CVM is also 80, and the
private IP address of the CVM is: 1.1.1.10.

For Windows servers, use the following command:

netstat -ano | findstr :80

For Linux servers, use the following command:

netstat -anp | grep :80

If you can see 1.1.1.10:80 Listening or 0.0.0.0:80 If the monitoring is successful, this configuration is

normal.

2. Make sure that the backend server has opened the backend port you configured in the CLB listener.
If it is a layer-4 CLB, as long as the backend port telnet responds, you can use telnet 1.1.1.10 80 to
test. If it is a layer-7 CLB, the HTTP status code needs to be 200 or other normal status codes. The

inspection method is as follows:

» In Windows, you can directly enter the private IP address in the browser in CVM to test whether it is
normal. In this example, use http://1.1.1.10 is used. .

e Linux system can use curl -I command to check if the status is HTTP/1.1 200 OK In this example,
use curl -I1.1.1.10 Order.

3. Check whether there is a firewall or other security protection software inside the backend CVM. This
type of software can easily block the local IP address of the CLB system, causing that system to be
unable to communicate with the backend server.

Check whether the server's private network firewall allows access to port 80. You can temporarily

close the firewall for testing.
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For Windows systems, enter firewall.cpl to close.

For Linux systems, enter /etc/init.d/iptables stop to close.

. Check whether the CLB health check parameters settings are correct. It is recommended to set them

according to the default values of the health check parameters provided in this document.

. The detection file specified by the health check is recommended to be a simple HTML page, which is

only used to check the return results. It is not recommended to use dynamic scripting languages such
as PHP.

6. Check whether the backend has a high load, causing the CVM to respond slowly to external services.

7. Check the HTTP request method. If the HEAD method is used, the backend service must support

HEAD. If the method is GET, the backend service must support GET.

Explanation of frequent health check detection

The frequency of health check probe packets is too high. The console is set to receive probe packets once
every 5 seconds. In fact, the backend RS found that it received one or more health check requests within 1

second. The reason is:

« Currently, the problem of too high a health check frequency is mainly related to the implementation

mechanism of the health detection of the CLB backend. Assume that 1 million client requests are
distributed on 4 CLB backend physical machines and then transferred to the CVM. The health check
detection is performed on the backend physical machines of the CLB separately. Therefore, the CLB
instance sets a detection request every 5 seconds. In fact, each physical machine in the CLB backend
sends a detection every 5 seconds. Therefore, multiple detection requests are received on the
backend CVM. (Assuming that the cluster where the CLB instance is located has 8 physical machines,
each machine sends a request once every 5 seconds, and the backend host may receive 8 times
detection in 5 seconds.)

The strengths of this implementation scheme are high efficiency, accurate detection, and avoidance
of false elimination. For example, among the eight physical machines in the CLB instance cluster, if
one fails, only one machine no longer forwards traffic, while the traffic of the other seven machines is
normal.

Therefore, if the detection frequency of your backend CVM is too high, you can solve it by setting a

longer detection interval (for example, setting it to detect once every 15 seconds).
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Session persistence

The session persistence allows requests from the same IP to be forwarded to the same backend server. By
default, the CLB will route each request to a different backend server instance. However, you can use the
session persistence feature to route requests for a particular user to the same backend server instance,

which allows certain applications that require session persistence (such as shopping carts) to work properly.

Layer-4 session persistence

The layer-4 protocol (TCP/UDP) supports session persistence based on source IP. The session persistence
time can be set to any integer value between 30 and 3,600 seconds. If there is no new request in the

session after the time threshold is exceeded, the connection is disconnected. Session persistence is related

to the balancing method:

* When the balancing method is round-robin scheduling, requests are distributed according to the
weights of the backend servers, and session persistence based on the source IP is supported.
e When the balancing method is weighted least connections, comprehensive scheduling is performed

based on server load and weight, and session persistence is not supported.

Layer-7 session persistence

The layer-7 protocol (HTTP/HTTPS) supports session persistence based on cookie insertion (CLB inserts
cookies into a client). The session persistence time setting supports 30 - 3,600 seconds. Session persistence

is related to the balancing method:

* When the balancing method is round-robin scheduling, requests are distributed according to the
weights of the backend servers, and session persistence based on cookie insertion is supported.

e When the balancing method is weighted least connections, comprehensive scheduling is performed
based on server load and weight, and session persistence is not supported.

* When the balancing method is "IP Hash", session persistence based on source IP is supported, but

session persistence based on cookie insertion is not supported.

Connection timeout

The current HTTP connection timeout (keepalive_timeout) defaults to 75 seconds. If there is no data
transmission in the session after the time threshold is exceeded, the connection will be disconnected.

The current TCP connection timeout period cannot be adjusted yet and the default is 900 seconds. If there
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is no data transmission in the session after the time threshold is exceeded, the connection will be

disconnected.

Configuring session persistence

1. Log in to the CLB console and click the ID of the CLB instance for which session persistence needs to
be configured, to enter the CLB details page.

2. Select the Listener Management tab.

3. Click Modify next to the CLB listener for which session persistence needs to be configured.

4. Select whether to enable the session persistence feature, click the button to enable it, enter the

persistence time, and click OK.

The relationship between persistent connection and session
persistence

Scenario 1: HTTP layer-7 business

Assume that the client access is HTTP/1.1 protocol, and set Connection:keep-alive in the header
information. Through CLB, I access the backend CVM again. If I do not enable session persistence at

this time, can I access the same CVM the next time I access it?
Answer: cannot.

First, HTTP keep-alive means that the TCP connection will remain open after it is sent, so the browser can
continue to send requests over the same connection. Keep-alives save the time required to establish a new
connection for each request and also save bandwidth. The default timeout period of the CLB cluster is 75
seconds (if there is no new request refresh within 75 seconds, the TCP connection is disconnected by
default).

HTTP keep-alive is established between the client and CLB. If the cookie session persistence is not enabled
at this time, the next time you access, CLB will randomly select a CVM on the backend based on the round-

robin scheduling policy, and the previous persistent connection will be wasted.
Therefore, it is recommended to enable session persistence.

When the cookie session duration is set to 1,000 seconds, the client initiates a request again. Since more
than 75 seconds have passed since the last request, the TCP connection needs to be re-established. The
application layer determines the cookie and finds the same CVM. The CVM accessed by the client is still the

one accessed last time.

Scenario 2: TCP layer-4 business
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Assume that the client initiates the access, the transport layer protocol is TCP, and persistent
connection is enabled. However, session persistence based on source IP is not enabled. Can the same

Client access the same machine next access,?
**Answer:**Uncertain.

First, according to the implementation mechanism of the layer-4, when TCP enables a persistent
connection, if the persistent connection has not been disconnected, and the two previous and subsequent
accesses are through the same connection, the same machine can be accessed. If the first connection is
released due to other reasons (network restart, connection timeout) during the second access, the second
access may be scheduled to other backend CVMs, and the default global timeout of the persistent

connection is 900 seconds, that is, if there is no new request, it will be released.
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Certificate configuration

Common Certificate Application Process

» Generate a private key locally: openssl genrsa -out privateKey.pem 2048, where privateKey.pem is
your private key file, and keep it properly.

» Generate a certificate request file: openssl req -new -key privateKey.pem -out server.csr, where
server.csr is your certificate request file, which can be used to apply for a certificate.

» Get the content in the request file and go to the CA or other institution sites to apply for a certificate.

Certificate Format Description

Certificate Format Requirements

« The certificate that the user needs to apply for is: a certificate in PEM format under Linux
environment. CLB does not support certificates in other formats. For certificates in other formats, see
the Instructions on Converting Certificate Format to PEM below.

« If the certificate is issued by a root CA agency, the certificate you get is the only one and no
additional certificates are required. The configured site can be considered trustworthy by browsers
and other access devices.

« If the certificate is issued by an intermediate CA agency, the certificate file you get contains multiple
certificates, and you need to manually merge the server certificate and the intermediate certificate
and upload them together.

« If your certificate has a certificate chain, convert the certificate chain content into PEM format and
upload it together with the certificate content.

 The splicing rule is: put the server certificate in the first copy, and the intermediate certificate in the

second copy, with no blank lines in between.

Examples of Certificate Format and Certificate Chain Format

The following are examples of the certificate format and certificate chain format. Confirm that the format is

correct before uploading:

1. Certificate issued by the root CA agency: The certificate format is PEM format in the Linux

environment. For example:
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BEGIN CERTIFICATE
MIIE+TCCA+GgAwWIBAgIQU306HIX4Ks1i0TW1s2A2krTANBgkqhkiGOw@BAQUFADCB
tTELMAKGA1UEBhMCVVMxFzAVBgNVBAoTD1Z1cml TaWdul CBJbmMuMR8wWHQYDVQQL
ExZWZXJpU21nbiBUcnVzd(CBOZXR3b3 I rMTswOQYDVQQLEZzJUZX]tcyBvZiBlc2Ug
YXQgaHR@cHM6LYy93d3cudmVyaXNpZ24uY29+L3 IwYSoAYykwOTEVMCOGALUEAXMm
VmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzIwHhcNMTAXMDA4
MDAWMDAwWWhcNMTMxMDA 3M;M10TUSW; BgMQswCQYDVQQGEwIVUzETMBEGALUECBMK
V2FzaGluZ3RvbjEQMA4GALUEBxQHU2VhdHRSZTEYMBY GALUE ChQPQW1hemSuLmNv
bSBJbmMuMRowGAYDVQQDFBFpYWOuYW1hemOuYXdzLmNvbTCBnzANBgkghkiGOw@B
AQEFAAOB jQAwgYkCgYEA3XbOEGea2dB8QGEUWL cEpwvGawEkUdLZmGL1rQ)ZdeeN
3vaF+ZTm8QwSAdk2Gr/RwYXtpx@4xvQXmNm+9Ymk sHmCZdruCriW1eN/POwB f gMMZ
X964CjVov3NrF5AuxU8jgtwdyu//C3hWn0uIVGdg76626gg00]Sa;j48R2nBMnVcC
AwEAAaOCAdEwggHNMAKGA1UdEwQCMAAwWCwWYDVROPBAQDAgWgMEUGALUdHWQ+MDww
0gA40DaCGNChOdHAGLYITVLITZWN1cmUtRzItY3)sLnZ1cmlzaWdulmNvbSOTVLIT
ZWN1cmVHMLS j comwRAYDVR@OgBDOW0zASBgt ghkgBhvhFAQcXAzAgMCgGCCsGAQUF
BwIBFhxodHRwczovl 3d3dy52ZXIpc21nbi5jb20@vcnBhMBAGAIUdIQQWMBQGCCSG
AQUFBwMBBggrBgEFBQcDAjAfBgNVHSME GDAWGBS1 7wsRzsBBAGNKZZBIshzgVy19
RzB2BggrBgEFBQcBAQRgMGgwIAY IKwYBBQUHMAGGGGhB@dHAGLYSVY3NwLnZ1anlz
aWduLmNvbTBABggrBgE FBQcwAoY@aHRAcDovL INWULN1Y3VyZS1HMi 1haWEudmVy
aXNpZ24uY29tLINWULNLY3VyZUcylLmN1 cjBuBggrBgE FBQcBDARIMGChXqBcMFow
WDBWFg1pbWFnZSOnaWYwITAfMACGBS sOAwWIaBBRLa7kolgYMu9BS0)sprEsHiyEF
GDAmFiRodHRwWO1 8vb(G9nby52ZXIpc21nbi5jb2@vdnNsb2dvMSSnaWYwDQY JKoZI
hvcNAQEFBQADggEBALpFBXeG782QsT+GwEE9zBcVCuKjrs13dWK1dFiq30P4y/Bi
ZBYEywBt8zNuYFUE25Ub/zmvmpe7p@G76tmQ8bRp/4qkJoiSesHIvFglimksr3IQ
3gaE1aN2BSUTHxGLnON4F@%hYwwbeEZaCxfgBildEIodNwzcvGl+2L1DWGIOGrNI
NM856x3jqhJCPxYzk9buuCl1B4KzuBCTbexz/1EgYV+DiuTxcfA4uhwMDSe®nynbn
1gqiwRk450mCOngH41y4P41X002t4A/DI1I82ZNct/Qf 16%9a2L fovcOrF7BELTBeSY
R7CKx7fcS5xRaeQdyGj/d)evmOBF /mSdnclS5vas=

END CERTIFICATE

The certificate rules are:
o[ -BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] Beginning and ending; upload

these contents together.

o Each line has 64 characters, and the last line has no more than 64 characters.
2. Certificate chain issued by the intermediate agency:
——-BEGIN CERTIFICATE——-
——END CERTIFICATE——-
——-BEGIN CERTIFICATE—-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE—-
——-END CERTIFICATE——-
The certificate chain rules are:
o There cannot be blank lines between certificates.

o Each certificate complies with the above 2.1 Certificate format requirements.

RSA Private Key Format Requirements

For example:
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MITEpAIBAAKCAQEAVZ1iSSSChH67bmT8mFykAxQ1tKCYukwBiWZwk0StFEbTWHyS8K
tTHSfD1u9TL6qycrHEG7cj YD4DK+kVIHU/Of /pUNjOLLnrE3W34DaVzQdKABGAI3A
Xw95grqF JMJ cLvaZkhNKA1+tNPSCPJoo9DDrP7wx7cQx7LbMb@d fZ8858KIoluz)
/fD@XXyuWoqalePZtK9Qnjn957ZEPhjtUpVZuhS3409DDM/t13T18aaNYWhrPBcO
FNcz0Z6XQGF1rZG/Ve520GX6rbS5dUYpdcfXzNSWMEXY g8al L 7ZUHDHHPI4AY satdG
z5TMPnmE f8yZPUYudT1xgMVAov] r@9Dq+5Dm3QIDAQABACIBAGL68Z/nnFyRHrFi
laF6+Wen8ZvNqkm@hAMQWIJh1Vpl£174//8Qyea/EvltulHyB6T/2PZQoNVhxe35
cgQ93Tx424WGpCwlshS fxewfbAYGf3ur8N0xqBul@7BAxaKHNcmNG7dGyol UowRu
S+yXLrpVzH1YkuH8TTS3udd6TeTWi77r8dkGi9KSAZOpRa19B7t+CHKIzmbybs /2
Q6N/zHZ4YAxwkTY1KGHjoieYs111ah1AJvICVgTc3+LzG2pIpM7 I+KOnHCSeswwvM
15x9h/0T/ujZsyX9P0PaAyE2bqy@t080tGexMa76SsvAKVhKFWWjLUnhfEWcqFCD
xghhxkECgYEA+P ftNbGeyX1+/Y/USNM2 fg3+rSCms@j9Bg+9+yZzF5ChqgHuledU
ZXIHrJ9u6B1XElarpijVs/WHmFhYSTm6DbdD7S1tLy@BY4cPTRhzi FTKt8AKIXMK
605uBUiNsq@Z8hn1X1410x2cW9ZQa/H(SudeyQotP4ANsMINgpBV7tCOCgYEAWVNE
@f+/7jUjt@HoyxCh4 STAqk4UBod4+hBCQbNcXvS5qCz4mRy TaWz FEGS8/AR3Md2 rhmZ i
GnJ)5fdfe?uY+JsQfX2Q5])jwTadl BN41ed0Sa/uKRal4UzVgnYp2alKxtuWf fvWblU
+kf728ZIRA6azSLvGmA8hu/GLEbgfU3fkSkwO3ECGYBpYK7TT7IvvnAErMtIf2yS
ICRKbQaB3gPSe/1CgzylnhtaFOUbNxGeuowlLAZROwrz7X3TZqHEDcY 0l 7mK3460f
QhGLITyoehkbYkAUtq038YO4EKh6S/IzMzBOf rXiPKg9s8UKQzkU+GSE7o0t1i+a
R8Xzu835EwxI6BwNN1abpQKBgQC8TialClqlFteXQyGcNdcRelMncUhKIKcP/4+xn
R3kV106MZCfAdqirAjiQNaPkh9Bxbp2eHCrb81MFANLRQS1ok79b/5VmTZMC3upd
EJ/1iSW3jZKPbw7hCFAeRtPhxyNTJ51dEIuSU8EQid8111giPgn@p3sE@HpDI8qZX
aaiMEQKBgQDK2bsnZE9y@ZWh(GTeu94vziKmFrSkIMGH8pLaTiliwliRhRYW]ysZ9
BOIDxnrmwiPaSbCtEpK80zq28dq7qxpCs9CavQRcvOBhSHXx@yy23mOhFRzfDeQ7z
NTKh193HHF1joNM81LHFyGRfEWNrroWSgfBudRGUSRNR/61Q11xZ X e
END RSA PRIVATE KEY

RSA private keys can include all private keys (RSA and DSA), public keys (RSA and DSA), and (x509)
certificates. It stores DER format data encoded in Base64, surrounded by an ASCII header, thus suitable for

text-mode transmission between systems.

RSA private key rules:

o [ -BEGIN RSA PRIVATE KEY——-, ——END RSA PRIVATE KEY——-] Beginning and ending; upload
these contents together.

 Each line has 64 characters. The last line can be less than 64 characters.
If you do not generate a usable private key in the format of [——-BEGIN PRIVATE KEY——-, ——-
END PRIVATE KEY——-] according to the above scheme, you can convert it into a usable private key

as follows:

openssl rsa -in old_server_key.pem -out new_server_key.pem

Then upload the contents of new_server_key.pem along with the certificate.

Converting Certificates to PEM Format

Currently, the CLB service only supports certificates in PEM format. Certificates in other formats need to be
converted to PEM format before they can be uploaded to the CLB service. It is recommended to use the

openssl tool for conversion. Below are several popular methods for converting popular certificate formats
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to PEM format.

Converting DER Format Certificates to PEM Format

The DER format is commonly found in the Java platform.
Certificate conversion: openssl x509 -inform der -in certificate.cer -out certificate.pem

Private key conversion: openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

Converting P7B Format Certificates to PEM Format

The P7B format is commonly found in Windows Server and tomcat.
Certificate conversion: openssl pkcs7 -print_certs -in incertificat.p7b -out outcertificate.cer

Get the content [—-BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] in outcertificat.cer and
upload it as the certificate.

Private key conversion: Private keys can usually be exported in the IIS server.

Converting PFX Format Certificates to PEM Format

The PFX format is commonly found in Windows Server.
Certificate conversion: openssl pkcs12 -in certname.pfx -nokeys -out cert.pem

Private key conversion: openssl pkcs12 -in certname.pfx -nocerts -out key.pem -nodes

Converting CER/CRT Format Certificates to PEM Format

For certificates in CER/CRT format, you can convert them by directly changing the certificate file extension.

For example, you can simply rename the "servertest.crt" certificate file to "servertest.pem”.
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Configuring Layer-7 Redirection

CLB supports layer-7 redirection. This feature allows users to configure redirection on the layer-7 HTTP/HTTPS

listener.
Note:

Session persistence: If the client accesses example.com/bbs/test/123.html and session persistence has
been enabled in the backend CVM, after redirection is enabled to forward traffic to example.com/bbs/

test/456.html , the original session persistence mechanism will not take effect.

Redirection Overview

1. Automatic redirection

o Overview
For an existing HTTPS:443 listener, an HTTP listener (port 80 by default) will be created by the
system for forwarding. After the creation is successful, requests sent to HTTP:80 will be
automatically redirected to HTTPS:443 .

o Use case
Forced HTTPS redirection, namely redirecting HTTP requests to HTTPS. When a user accesses a web
service in a PC or mobile browser over HTTP, CLB will redirect all requests sent to HTTP:80 to
HTTPS:443 for forwarding.

o Solution strengths

= Set-and-forget configuration: Forced HTTPS redirection can be implemented for a domain
name with only one configuration operation.
= Convenient update: If the number of URLs of the HTTPS service changes, you only need to use
this feature again in the console for refreshing.
2. Manual redirection

o Introduction
You can configure one-to-one redirection. For example, in a CLB instance, you can configure
redirection of listener 1/domain name 1/URL 1 to listener 2/domain name 2/URL 2.

o Use case
Single-path redirection. For example, if you want to take your web workload offline temporarily
(because of product sellout, page maintenance, or update and upgrade), the original page needs to
be redirected to a new page. If no redirection is performed, the old address in a visitor's favorites and
search engine database will return a page which displays a 404/503 error message, degrading the

user experience and resulting in traffic waste.

Automatic Redirection
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Converge Cloud CLB supports one-click forced redirection from HTTP to HTTPS.
Assume that a developer needs to configure the website https://www.example.com , so that its users can visit it
securely over HTTPS no matter whether they send HTTP requests ( http://www.example.com ) or HTTPS requests

( https://www.example.com ) in the browser.

Prerequisites

An HTTPS:443 listener has been configured.

Operation Steps

1. Configure the CLB HTTPS listener in the CLB console and set up the web environment of https://

example.com . For details, see Configuring an HTTPS Listener.
2. Configure the HTTPS listener.
3. In the Redirection Configuration tab of the CLB instance details, click Create Redirection Configuration.

4. Select Automatically Configure Redirection. Then, select the configured HTTPS listener and domain name,
and a redirection status code in the Domain Name Configuration section. Click Next Step: Configure Path.
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Add Redirection Configuration X

0 Select Domain Name >

Manually Configure Redirection

After users manually configure the original access address and redirection address, the system automatically redirects requests
from the original access address to the destination address of the corresponding path. To implement automatic redirection
between HTTP and HTTPS requests, you can configure multiple paths as the redirection policies under the same domain name.

O Automatically Configure Redirection

The system automatically creates an HTTP listener for the existing HTTPS:443 listener for forwarding, and port 80 is used by
default. After the listener has been successfully created, access from HTTP:80 can be automatically redirected to HTTPS:443.

Frontend Protocol and Port v

Domain Name (i) v
Domain Configuration

Redirect Status Code (7) 301 @302 307

Next Step: Configure Path Cancel

Note:

The status codes are 301 (Moved Permanently), 302 (Move Temporarily), and 307 (Temporary
Redirect). For details, see HTTP/1.1 (RFC 7231).

5. Click Submit to complete the configuration.

6. After the redirection configuration is completed, you can see that the HTTP:80 listener has been
automatically configured for the HTTPS:443 listener, and all HTTP traffic will be automatically redirected to
HTTPS.

Manual redirection

Converge Cloud CLB supports configuring one-to-one redirection.
For example, you used a forsale page for your promotional campaign. Now the campaign ends and you need to
redirect the campaign page https://www.example.com/forsale to the new homepage https://www.new.com/

index .
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Prerequisites

e An HTTPS listener has been configured.
o The forwarding domain name https://www.example.com/forsale has been configured.

o The forwarding domain name and path https://www.new.com/index have been configured.
Operation Steps

1. Configure the CLB HTTPS listener in the CLB console and set up the web environment of https://

example.com . For details, see Configuring an HTTPS Listener.
2. Configure the HTTPS listener.
3. In the Redirection Configuration tab of the CLB instance details, click Create Redirection Configuration.

4. Select Manually Configure Redirection, and then select the originally accessed frontend protocol port
HTTPS:443 and domain name https://www.example.com/forsale , as well as the frontend protocol port
HTTPS:443 and domain name https://www.new.com/index after redirection. In Domain Configuration,

select a redirection status code, and select or clear the URL reservation check box. Then click Next Step:

Configure Path.
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a Select Domain Name >

© Manually Configure Redirection

After users manually configure the original access address and redirection address, the system automatically redirects requests
from the original access address to the destination address of the corresponding path. To implement automatic redirection
between HTTP and HTTPS requests, you can configure multiple paths as the redirection policies under the same domain name.

Original Access

Frontend Protocol and Port | v Domain Name ™ v
Redirect to

Frontend Protocol and Port v

Domain Name (3) v

Domain Configuration

Redirect Status Code () 301 Q302 307

Preserve URL (D) Enable

When enabled, the remaining URL path will be preserved after matching the redirect rule. For example, if
www.example.com/a/b is redirected to www.example.com/c, accessing www.example.com/a/b/test will be
redirected to www.example.com/c/test; if disabled, it will be redirected to www.example.com/c

Automatically Configure Redirection

The system automatically creates an HTTP listener for the existing HTTPS:443 listener for forwarding, and port 80 is used by
default. After the listener has been successfully created, access from HTTP:80 can be automatically redirected to HTTPS:443.

Next Step: Configure Path Cancel

5. Select /forsale as the original access path and /index as the access path after redirection. Then, click
Submit to complete the configuration.

6. After the redirection configuration is completed, you can see that in the HTTP:443 listener, https://

www.example.com/forsale has been redirected to https://www.new.com/index .
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Layer-7 personalized configuration

CLB supports personalized configuration feature, allowing you to set the configuration parameters of a
single CLB instance, such as client_max_body_size, ssl_protocols, etc., to meet your personalized

configuration needs.
Note:

e The number limit of personalized configurations is consistent with the tenant's public network
CLB quota. For example, if the public network CLB quota is 200 by default, the number limit of
personalized configurations is also 200.

e The length of the personalized configuration is limited to 64 k.

 Currently, only one personalized configuration can be bound to an instance.

« Personalized configuration is only effective for the layer-7 HTTP/HTTPS listener of the CLB.

CLB personalized configuration parameters description

The current CLB personalized configuration supports the following fields:

Default/
Configuration fields recommended Parameter Range Description
values
TLSv1
TLSv1.1 TLSv1 TLSv1.1 .
ssl_protocols TLSv1.2 TLSv1.2 The TLS protocol version to use.
ssl_ciphers See below See below Cipher suite.
Get the timeout period in the
li h . If th
client_header_timeout 60s [30-120]s C lent reque.st ead~er the
timeout period expires, return
408.
The default Buffer size for
client_header_buffer_size 4k [1-256]k storing the Client request
header.
client_body_timeout The timeout for obtaining the
60s [30-120]s client request body does not

refer to the duration of
obtaining the entire body, but
refers to the timeout for a
period of idle time without

Cloud Load Balancer
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Configuration fields

client_max_body_size

keepalive_timeout

add_header

more_set_headers

proxy_connect_timeout

proxy_read_timeout

proxy_send_timeout

keepalive_requests

proxy_buffer_size

Copyright: Converge Cloud

Default/
recommended
values

60M

75s

User-defined
additions

User-defined
additions

4s

60s

60s

100

4k

Parameter Range

[1-102401M

[0-3600]s

[4-120]s

[30-3600]s

[30-3600]s

[1-10000]

[1-32]k

8/1/2026, 9:16:28 AM
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Description

transmitting data. If the timeout
occurs, 408 is returned.

- The default configuration
range is 1 M-256 M, you can
configure it directly.

- The maximum supported
speed is 10,240 M, or 10 G.
When the configuration range
of client_max_body_size is
greater than 256M, the value of
proxy_request_buffering must
be set to off.

Client-Server long connection
persistence time: if set to 0,
then long connection is
disabled.

Returns specific header fields to
the client in the format of
add_header xxx yyy.

Returns specific header fields to
the client in the format of
more_set_headers "A:B".

Upstream backend connection
timeout.

Timeout for reading upstream
backend response.

The timeout for sending
requests to the upstream
backend.

The maximum number of
requests that can be sent on a
long Client-Server connection.

For the size of the Server
response header, by default, it
is the size of the single buffer
set in proxy_buffer. When using
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proxy_buffers

proxy_request_buffering

proxy_set_header

send_timeout

Copyright: Converge Cloud

Default/
recommended
values

874k

on

X-Real-Port
$remote_port

60s

Parameter Range

[3-8]7[4-16]k

on, off

- X-Real-Port
$remote_port

- X-clb-stgw-vip
$server_addr

- Stgw-request-id
$stgw_request_id
- X-Forwarded-
Port?$vport

- X-Method
$request_method
- X-Uri?$uri

[1-3600]s

8/1/2026, 9:16:28 AM
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Description

proxy_buffer_size, proxy_buffers
must be set at the same time.

Number of buffers and buffer
size.

- On means caching the client
request body: CLB will cache
the request and forward it to
the backend CVM in blocks
after receiving all requests.

- Off means not caching the
client request body: After
receiving the request, CLB
immediately forwards it to the
backend CVM, which will cause
certain performance pressure
on the backend CVM.

- X-Real-Port $remote_port
indicates the client port.

- X-clb-Ibid $lbid represents the
LBID of the CLB, which is the
identifier of the CLB instance.

- Stgw-request-id
$stgw_request_id indicates the
request ID (used internally by
CLB).

- X-Forwarded-Port indicates
the port of the CLB listener.

- X-Method indicates the client
request method.

- X-Uri represents the client
request path URL

The timeout for the server to
transmit data to the client is the
interval between two
consecutive data transmissions,
not the entire request
transmission time.
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Default/
Configuration fields recommended Parameter Range Description
values

Sets the verification depth in

ssl_verify_depth 1 [1,10] the client certificate chain.

When the response returned by
the upstream server is a
redirect or refresh request (For
example, the HTTP response

http://?https:// code is 301 or 302),
proxy_redirect resets the http in
the Location or Refresh field of
the HTTP header to https to
achieve a secure jump.

http://

proxy_redirect https://

Limit the maximum size of the
http2_max_field_size 4k [1-256]k HPACK compressed request
header field ( Size).

When a specific error code
(Code) occurs, a predefined URI
can be displayed, and the
default status code (Response)
is 302. The URI must be a path
beginning with /.

error_page?code?
error_page [?=?[response]]?
uri

When the client actively
disconnects from the CLB
without waiting for a response

proxy_ignore_client_abort  off on, off result, configure whether the
connection between the CLB
and the backend server is
disconnected.

ssl_ciphers configuration instructions

When configuring the ssl_ciphers cipher suite, the format must be consistent with the format used by
OpenSSL. The algorithm list is one or more <cipher strings> Multiple algorithms are separated by “:". ALL
means all algorithms, “I” means that the algorithm is not enabled, and “+” means that the algorithm is
placed last.

The default encryption algorithm that is disabled is: . aNULL:! eNULL:! EXPORT:! DES:! RC4:! MD5:! PSK:!
DHE .
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Default Value:

ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-S
HA384:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-CHACHA20-POLY1305:kEDH+AESGCM:ECD
HE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AE
S128-SHA:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECD
HE-ECDSA-AES256-SHA:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128:AES256:AES:HIGH:laNUL
L:!leNULL:!'EXPORT:!DES:!RC4:!MD5:!PSK:!DHE:3DES;

Parameter Range:

ECDH-ECDSA-AES128-SHA256:ECDH-RSA-AES256-SHA:ECDH-ECDSA-AES256-SHA:SRP-DSS-AES-256-
CBC-SHA:SRP-AES-128-CBC-SHA:ECDH-RSA-AES128-SHA256:DH-RSA-AES128-SHA256:DH-RSA-CAM
ELLIA128-SHA:DH-DSS-AES256-GCM-SHA384:DH-RSA-AES256-SHA256:AES256-SHA256:SEED-SHA:C
AMELLIA256-SHA:ECDH-RSA-AES256-SHA384:ECDH-ECDSA-AES128-GCM-SHA256:DH-RSA-AES128-S
HA:DH-RSA-AES128-GCM-SHA256:DH-DSS-AES128-SHA:ECDH-RSA-AES128-SHA:DH-DSS-CAMELLIA
256-SHA:SRP-AES-256-CBC-SHA:DH-DSS-AES128-SHA256:SRP-RSA-AES-256-CBC-SHA:ECDH-ECDSA-
AES256-GCM-SHA384:ECDH-RSA-AES256-GCM-SHA384:DH-DSS-AES256-SHA256:ECDH-ECDSA-AES2
56-SHA384:AES128-SHA:DH-DSS-AES128-GCM-SHA256:AES128-SHA256:DH-RSA-SEED-SHA:ECDH-EC
DSA-AES128-SHAIDEA-CBC-SHA:AES128-GCM-SHA256:DH-RSA-CAMELLIA256-SHA:CAMELLIA128-S
HA:DH-RSA-AES256-GCM-SHA384:SRP-RSA-AES-128-CBC-SHA:SRP-DSS-AES-128-CBC-SHA:ECDH-RS
A-AES128-GCM-SHA256:DH-DSS-CAMELLIA128-SHA:DH-DSS-SEED-SHA:AES256-SHA:DH-RSA-AES25
6-SHA:KEDH+AESGCM:AES256-GCM-SHA384:DH-DSS-AES256-SHA:HIGH:AES128:AES256:AES:laNULL:!
eNULL:!EXPORT:!IDES:!IRC4:!IMD5:!PSK:IDHE

CLB personalization configuration example

1. Log in to the CLB console and click Personalized Configuration in the left sidebar.

2. On the Personalization Configuration page, click Create.

3. In the pop-up Configuration Information dialog box, fill in the configuration name and code
configuration item. The code configuration item ends with ;. After completing the configuration, click
Finish.

Note:
Default configuration code example:

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
client_header_timeout 60s;
client_header_buffer_size 4k;
client_body_timeout 60s;

client_max_body_size 60M;
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keepalive_timeout 75s;
add_header xxx yyy;
more_set_headers "A:B";
proxy_connect_timeout 4s;
proxy_read_timeout 60s;

proxy_send_timeout 60s;

Configuration Information

Configuration Param

Cloud Load Balancer

eter Details

nre

4. Return to the Personalization Configuration page and click Bind to Instance in the Operation column

on the right.

5. In the Bind to Instance dialog box that pops up, select the CLB instance to be bound and click

Submit.

6. After binding the instance, click the personalized configuration ID just configured on the Personalized

Configuration page to enter the details page, and click the Bind to Instance tab to view the CLB

instance just bound.
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Layer-7 forwarding domain name and URL

rule description

Business Flow Chart

The layer-7 and layer-4 business flow chart of the CLB are as follows:

7-Layers forwarding http/https

CLB Instance

Protocol : http
Port : 80

CLB Ulistener

Forwardling rule
text.qclpud.com

Forwardihg group Forward|ng group Forwarding group Forwardling group
url: Jtext url- / url: /image url:/

82

I T 1

CVM1:80 cvmz2 CVM3:8081

1. RS is bound to the forwarding group
2. Configure forwarding port and weight for the RS in the forwarding group
3. Configure session persistence and health check for the forwarding group

4. Support forwarding of multiple domain names

4-Layers forwarding http/https

CLB Instance

Protocol : tcp
Port: 80

CLB listener

|
] L=

CVM1:80 CvM2 : 81

1. RS is bound to listener
2. Configure forwarding port and weight for the RS in the listener
3. In the listener, the session persistence and health check can be

set up

When using the layer-7 forwarding HTTP/HTTPS protocol of the CLB, create a new forwarding rule in the

listener of a CLB instance, and the user can add a corresponding domain name.

e When the user has only established one forwarding rule, accessing the VIP+ URL can correspond to

the corresponding forwarding rule and access the service normally.
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e When the user has established multiple forwarding rules, accessing VIP + URL at this time cannot
ensure access to a specific domain name + URL. The user needs to directly access the domain name
+ URL to ensure that the specific forwarding rules are effective. That is, when the user configures
multiple forwarding rules, the same VIP corresponds to multiple domain names. In this case, it is not
recommended to access the service through VIP + URL, but to access the service through specific

domain name + URL.

Forwarding rule configuration instructions

Domain name configuration rules

When configuring the domain name in the forwarding rule of the CLB layer-7 listener, you can use regular

expressions but the length is limited to 1 - 120.

e The character sets supported by irregular domain names are as follows:
47°0-9" "

o Wildcard domain name, currently only supports *.example.com or www.example.* . And only one
occurrence of < 5 > * </5 > is supported in a single domain name.

e Regular expressions are supported. The character sets that are not supported in regular expressions
are as follows:
PP\ Y~ Space .

e Examples of regular domain names supported by the CLB are as follows:

~Awww\d+\.example\.com$

Health check configuration rules

e When the domain name filled in by the user is a wildcard domain name, you need to specify a fixed
domain name (non-regular) as the health check domain name. The character sets supported by the
health check domain name configuration are as follows:

2-770-9"

e When configuring the health check path for the load balancing layer-7 listener, the default is /, must
be preceded by / The length limit is 1 - 120. Regular expressions are not supported yet. It is
recommended to specify a fixed URL path (static page) for health check. The character sets supported
by the health check path configuration are as follows:
a2 A-Z 0-9" e

Domain Name Matching Rules

1. Do not configure a domain name in the forwarding rule, fill in the IP instead, and configure multiple
URLs in the forwarding group. The service is accessed through VIP + URL.

2. Configure the full domain name in the forwarding rule and configure multiple URLs in the forwarding
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group. The service is accessed through the domain name + URL.

w

. Configure a wildcard domain name in the forwarding rule and configure multiple URLs in the
forwarding group to access by matching the request domain name + URL. When users want different
domain names to point to the same URL address, they can refer to this configuration method. Take

example.test.com as an example, the format is as follows:

example.test.com exactly match example.test.com domain name.

\*.test.com matches all domain name ending with test.com.

example.test.\* matches all the domain names starting with example.test .

4. Configure the domain name in the forwarding rule and configure the fuzzy matching URL in the
forwarding group. With prefix matching, you can add the wildcard $ at the end for a full match.
For example, the user configures the forwarding group URL ~* \.(gif|jpg|bmp)$ , hoping to match
any file ending with gif, jpg, or bmp.

Default domain policy in forwarding domain name

You can choose to turn the default domain name on or off.

» Enable: When the client request does not match any domain name of this listener, CLB will forward
the request to the default domain name (Default Server). Each listener can only be configured with
one default domain name.

o If your layer-7 listener has been configured with a default domain name, client requests that do
not match other rules will be forwarded to the default domain name.

o If your layer-7 listener is not configured with a default domain name, client requests that do not
match other rules will be forwarded to the first domain name loaded by the CLB. Since the
loading order may be inconsistent with the console configuration order, it is not necessarily the
first one configured by the console.

« Disable: When the client request does not match any domain name of this listener, the request will

not be forwarded.

For example, in CLB1's HTTP:80, two domain names are configured under the listener: www.testl.com,
www.test2.com , where www.testl.com is the default domain name. When a user visits

www.example.com , since no domain name is matched, CLB will forward the request to the default domain

name www.testl.com.
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HTTP/HTTPS Listener

¥ Listener1(HTTP:80)

v Default access

Forwarding group URL matching rules description

URL Configuration Rules

CLB layer-7 listener forwards a path URLwith / by default. The URL must be preceded by /, with a length
range of 1 - 120. For the forwarding path URL of a CLB layer-7 listener, the default URL should start with a

forward slash '/'. The length must be between 1 to 120 characters.

o URL supports regular expressions, which can be understood by the following explanations:

Beginning with = indicates an exact match.

Beginning with A~ means that the URL starts with a regular character string, not a regular match.

Beginning with ~ indicates a case-sensitive regular match.

Beginning with ~* indicates a case-insensitive regular match.

/ means universal matching. Any request will be matched if there is no other match.

Non-regular URL path starts with / supported character sets are as follows:
a7 AZ0-9" /=

For regular URL, unsupported character sets are as follows:

URL Matching Rule Examples
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Forwarding rule

Domain name:
example.qcloud.com

Forwarding groupl:

URL : /testl/image/index1.html

Forwarding group2:
URL : /testl/image/

Forwarding group3:
URL : /test2/video/

Forwarding group4:
Default URL : /

1. Matching rules: priority to exact matching, then fuzzy matching according to the rules.

Cloud Load Balancer

For example, after configuring the forwarding rules and forwarding groups according to the figure above,

the following requests will be matched to different forwarding groups in turn:

2. example.gloud.com/testl/image/index1.html Since the URL rule set by forwarding group 1 is exactly

matched, the request will be forwarded to the backend CVM associated with forwarding group 1, that

is, port 80 of RS1 and RS2 in the figure.

3. example.gloud.com/testl/image/hello.html Since this request cannot exactly match the first rule, it

will continue to match the rules in forwarding group 2 and finds that the fuzzy match is successful.

Therefore, the request will be forwarded to the backend CVM associated with forwarding group 2,

namely port 81 of RS2 and RS3 in the figure.

4. example.qloud.com/test2/video/mp4/ Since this request cannot be exactly matched to the first two

rules, it will continue to match downwards until it finds a rule in forwarding group 3 that can be

fuzzily matched. Therefore, the request will be forwarded to the backend CVM associated with

forwarding group 3, which is port 90 of RS4 in the figure.

5. example.gloud.com/test3/hello/index.html Since this request cannot match the rules in the first

three forwarding groups, it will match the most common rule configured by the user Default URL . At

this time, Nginx forwards the request to the backend application server, such as FastCGI (php), tomcat

(Jsp), and Nginx exists as a reverse proxy server.

6. example.gloud.com/test2/ Since the request cannot be matched exactly to the rules in the first three
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forwarding groups, it will match the user-configured general rule default URL .

7. If the service cannot run normally in the URL rule set by the user, it will not redirect to other pages
after a successful match.
For example, the client requests example.gloud.com/testl/image/index1.html matches the URL rule
of forwarding group 1, but the backend server of forwarding group 1 is running abnormally. When a
404 page appears, the page will display 404 when the user visits it, and will not jump to other pages.

8. It is recommended that users set the Default URL, direct it to a stable service page (such as a static
page, homepage), and bind it to all backend CVMs. At this time, if all rules are not matched
successfully, the system will direct the request to the page where the Default URL is located,
otherwise a 404 problem may occur.

9. If the user has not set a Default URL and all forwarding rules do not match, accessing the service will
return a 404 error.
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CLB supports SNI multi-domain
certificates

Server Name Indication (SNI) is used to improve server and client SSL/TLS. It mainly solves the problem
that a server can only use one certificate. Supporting SNI means that the server supports binding multiple
certificates. When the client uses SN, it needs to specify the domain name to connect to before
establishing an SSL/TLS connection with the server. The server will return a suitable certificate based on this

domain name.

Application Scenario

Converge Cloud The layer-7 HTTPS listener of CLB supports SNI, that is, it supports binding multiple
certificates. Different domain names in the listening rules can use different certificates. For example, in the
same CLB HTTPS:443 listener, *.test.com uses certificate 1 to forward requests from this domain name to
a group of servers; *.example.com uses certificate 2 to forward requests from this domain name to

another set of servers.

Prerequisites

CLB instance has been created.

Directions

1. Log in to the CLB console.

2. See Configure HTTPS listener directions to configure the listener and enable SNI when configuring
the HTTPS listener.

3. When adding forwarding rules in the listener, configure different server certificates for different
domain names, click Next, and continue to complete the configuration of health check and session

persistence.
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Backend CVM
Backend CVM Overview

What is a backend CVM?

The backend CVM is a CVM instance that is bound to the CLB instance after the CLB instance is created and
processes the corresponding forwarding requests. In the configuration CLB listener When you need to bind
a CVM instance as the backend server, CLB uses different round-robin scheduling, forwarding the request
to the backend CVM, which is processed by CVM to ensure the smooth and reliable operation of the
application. You can bind CVM instances to one or more availability zones in the region where the CLB

instance is located to increase the robustness of the application and shield single points of failure.

Notes

When adding backend servers, we recommend that you:

« Install a Web server (such as Apache or IIS) on all CVM instances to be added to the CLB, and keep
running applications consistently.

e It is recommended that you enable session persistence. This feature enables the CLB to maintain a
TCP connection for a longer time and reuse it for multiple requests, which can reduce the load on the
Web server and improve the throughput of the CLB.

 Ensure that the security group of the backend instance has inbound rules for the CLB listener port

and health check port. For details, see Access control of backend servers .
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Add, modify, and unbind backend servers

CLB routes requests to healthy backend CVM instances. If you need to add or remove backend servers for the

first time or based on business needs, follow the instructions below.

e Unbinding a backend server will disassociate the CLB instance from the CVM instance, and the CLB

instance will immediately stop forwarding requests to it.
» Unbinding a backend server will not affect the lifecycle of CVM, and you can add it to the backend

server cluster again.

« If a CLB instance is associated with an auto scaling group, the CVMs in the group will be automatically
added to the CLB backend CVMs. The CVM instances removed from the auto scaling group will be
automatically deleted from the CLB backend CVMs.

Add a CLB backend CVM

1. Log in to the CLB console. In the list, click the corresponding CLB instance ID to enter the CLB details page.

2.1In the listener corresponding to the instance, add the corresponding backend CVM.

Description:

IPv4 CLB supports binding to CVMs and BMSs in the same way;
o TCP/UDP Listener

Select the listener that needs to bind a backend CVM, and click Bind.

TCP/UDP Listener

(TCP:80) Listener Details Show More v

Bound Resources
cvm Bare Metal Server

ID/Name Port Status P Port Weight  Actions

Q

No data yet

e HTTP/HTTPS Listener
Select the listener that needs to bind a backend CVM, and click Bind.
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HTTP/HTTPS Listener

v (HTTPS:807)

v Default access

Forwarding Rule Details Show More v

Bound Resources
cvm Bare Metal Server

ID/Name Port Status P

No data yet

Cloud Load Balancer

<

Weight ~ Actions

3. In the pop-up, select the CVM to be associated, fill in the relevant port and weight for the CVM that need
to be forwarded, and click OK to complete the association between the CVM and the CLB.

Description:

The pop-up only displays optional CVMs that are in the same Region, have the same Network

Environment, are not isolated, are not expired, and have a Bandwidth (Peak) greater than 0.

Add Associated CVM

Select an instance.

CVM ENI Enter the default port number
P v Enter a keyword Q
ID/Instance Name
-
Total items: 1 M < 1 /1page » M

1 item selected

ID/Instance Name Port

Cancel

Weight

10 + Add Port Delete

4. If you need to bind CVMs in batches and the preset port values are the same, you can first enter the preset
port value in Default Port, then check the relevant CVMs and set the weight value, and click OK to complete the

binding.

Modify the weight of the CLB backend server
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The backend server weight determines the relative number of requests forwarded to the CVM. When binding a
backend CVM, you need to preset the weight. If you need to modify the weight later, see the following
instructions. For more information about weights of CLB backend servers, see CLB round-robin scheduling

method.

1. Log in to the CLB console. In the list, click the corresponding CLB instance ID to enter the CLB details page.

2. After selecting the instance and listener rules, select the relevant server in the server list, click the edit icon,
enter the modified weight value, and click OK to complete the modification of the server weight.

3. If you need to modify in batch, click Modify Weight after selecting all relevant servers, enter the modified

weight value, and click OK to complete the batch modification.

@ Note: after you customize the redirection policy and modify the original forwarding rule, the redirection policy will be unassociated by default. You need to configure the redirection policy again.

HTTP/HTTPS Listener

v HTTPS-TEST(HTTPS 8080) Forwarding Rule Details Show IMore ~

Bound Resources

cvMm Bare Metal Server

A

Modify the CLB backend server port

1. Log in to the CLB console. In the list, click the corresponding CLB instance ID to enter the CLB details page.

2. After selecting the instance and listener rules, select the relevant server in the server list, click Edit, enter the
modified port value, and click OK to complete the modification of the server port.

3. If you need to modify in batch, select all related servers, click Modify Port, enter the modified port, and

click OK to complete the batch modification.

@ Note: after you customize the redirection policy and modify the original forwarding rule, the redirection policy will be unassociated by default. You need to configure the redirection policy again

HTTP/HTTPS Listener

¥ HTTPS-TEST(HTTPS:8080) Forwarding Rule Details Sf More v
Bound Resources
cVvMm Bare Metal Server
1 "5‘ it
, :

Unbind the CLB backend server

1. Log in to the CLB console. In the list, click the corresponding CLB instance ID to enter the CLB details page.
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2. After selecting the listener and rule, select the CVM to be unbound in the CM list on the right, click Unbind,
and click OK in the pop-up box.

3. If you need to unbind in batches, select all the CVMs that need to be unbound, click Unbind, and then click
OK in the pop-up box.

@ Note: after you customize the redirection policy and modify the original forwarding rule, the redirection policy will be unassociated by default. You need to configure the redirection policy again.

HTTP/HTTPS Listener

¥ HTTPS-TEST(HTTPS:8080) Forwarding Rule Details Snhow More «

Bound Resources
cvm Bare Metal Server

1 Status

ns-4qiihws 3
2 e 10.0.05¢Private Z g _
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Binding Elastic Network Interface

Introduction to ENI

Elastic Network Interface (ENI) is a virtual network interface that can be bound to a CVM instance in a
virtual private cloud. Elastic network interface can be freely migrated between CVMs in the same virtual
private cloud and availability zone. Elastic network interface can be used to build high-availability clusters,
perform low-cost failover, and implement refined network management.

The backend service of CLB supports CVM and ENI, that is, CLB supports binding CVM and ENI. CLB uses
private network communication with backend services. When CLB is bound to multiple CVMs and ENIs,
access traffic will be forwarded to the private network IP of the CVM and the private network IP of the ENL

Prerequisites

The ENI must first be bound to a specific CVM before the CLB can bind to that ENL The CLB only forwards
traffic and does not handle business logic, so you need CVM instances to process user requests. Please go
to the VPC Console to bind the required ENI to a Cloud Host.

ENI l:] AllVPCs ¥ [Z ENI Documentation
[ o | Qa s

Secondary EN o . Qul_m™ - 1 1 20z Bind CVM Delete

Operation step

1. You need to configure the CLB listener first. For details, see CLB listener overview.

2. Click the created listener, expand the domain name and URL path, select the specific URL path, and
view the bound backend service on the right side of the listener.

3. Click Bind, select the backend server to be bound in the pop-up box, and configure the service port
and weight. When binding the backend service, you can select Cloud Virtual Machine or Elastic
Network Interface.

o CVM: You can bind the primary private network IP address of the primary network card of all
CVMs in the same private network as CLB.

o ENI You can bind all ENI IP addresses in the same virtual private cloud as the CLB, except for
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the primary private network IP of the CVM's primary ENI, such as the secondary private

network IP of the primary ENI and the private network IP of the secondary ENI. For details on

ENIIP types, see ENI-Related Concepts.

Description:

IPv4 CLB supports binding to CVMs or ENIs.

Add Associated CVM

Select an instance. (1) item selected.
e ENI ID/Instance Name
P v Q
ins-azpfa6j7
(QTA_NET
4 [D/Instance N 5
v nstance Name 329
ins-azpfa6j7(QTA_NET 2.2)
L d
Total items: 1 1 /1 page

4. Click OK to complete the binding of the backend ENL

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM

Weight

- 10  + Add Port Delete

125 Pages Total 313 Pages



N\

Backend CVM security group
configuration instructions

Introduction to CVM security groups

The backend CVM instance of the CLB can perform access control through security group and act as a
firewall.

You can associate one or more security groups with backend CVMs and add one or more rules to each
security group to control traffic access permissions for different servers. You can modify the rules of a
security group at any time, and the new rules will automatically apply to all instances associated with the
security group. In virtual private cloud environment, you can also use network ACL to perform access

control.

CVM security group configuration instructions

In the CVM security group, the Client IP and service port must be allowed.
If you use CLB to forward business traffic to CVM, to ensure the health check function, you need to make

the following configuration on the CVM security group:

1. Public Network CLB: You need to allow access to the CLB VIP in the security group of the backend
CVM. The CLB uses the VIP to detect the health status of the backend CVM.

2. Private Network CLB: CLB belongs to a VPC network. You need to allow access to the CLB VIP in the
security group of the backend CVM (for health check).

CVM security group configuration example

The following example shows the configuration of the CVM security group when accessing the CVM
through the CLB.

e Use Case 1:
For public network CLB, the listener is configured as TCP:80 listener, the backend service port is 8080,
and it is hoped that only Client IP (ClientA IP and ClientB IP) can access the CLB. The inbound rules of

the backend server security group are configured as follows:

ClientA IP + 8080 allow
ClientB IP + 8080 allow

Cloud Load Balancer
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CLB VIP + 8080 allow
0.0.0.0/130618222416261120 + 8080 drop

e Use Case 2:
For public network CLB, the listener is configured as HTTP:80 listener, the backend service port is
8080, and it is hoped that normal access will be enabled for all client IP addresses. The inbound rules

of the backend server security group are configured as follows:

0.0.0.0/130618222416261120 + 8080 allow

e Use Case 3:
For application-based private network CLB, the network type is VPC network. The VIP of CLB needs to
be allowed in the security group of CVM for health check. Configure a TCP:80 listener for the CLB,
and the backend service port is 8080. It is hoped that only Client IP (ClientA IP and ClientB IP) can be
allowed to access the load-balanced VIP, and it is hoped that Client IP can only access the backend
host bound to the CLB.

i. The inbound rules of the backend server security group are configured as follows:

ClientA IP + 8080 allow
ClientB IP + 8080 allow
CLB VIP + 8080 allow
0.0.0.0/130618222416261120 + 8080 drop

ii. The outbound rules of the server security group used as the Client are configured as follows:

CLB VIP + 8080 allow
0.0.0.0/130618222416261120 + 8080 drop

e Use Case 4: blocklist
If users need to set up a blocklist for certain client IP addresses to deny their access, they can do so
by configuring the security group associated with the cloud service. The security group rules need to

be configured as follows:

iii. Add the client IP + port to which access needs to be denied to the security group, and select
Deny access to the IP in the Policy column.

iv. After the settings are completed, you can add a security group rule to open access to all IP
addresses on this port by default.
After the configuration is completed, the security group rules are as follows:

clientA IP + port drop
clientB IP + port drop
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0.0.0.0/130618222416261120 + port accept

Note:

o The above configuration steps have order requirements. The opposite order will cause the

blocklist configuration to fail.

« Security groups are stateful, so the above configurations are all for inbound rules. No special

configuration is required for outbound rules.

CVM security group operation guide

Managing backend server security groups using the console

1. Log in to the CLB console and click the corresponding CLB instance ID to enter the CLB details page.
2. On the CLB-bound CVM page, click the corresponding backend server ID to enter the CVM details

page.
3. Click the Security Group tab to bind/unbind the security group.
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Monitoring and Alarms
Obtain monitoring data

Cloud Monitor provides data collection and display functions for CLB and backend instances. Using Cloud
Monitor, you can CLB statistics, verify whether the system is running properly, and create corresponding alarms.

For more information about Cloud Monitoring, see Cloud Monitor product documentation.

Converge Cloud provides cloud monitoring to all users by default. You do not need to enable it manually. As long
as you use the CLB, Cloud Monitor can help you collect relevant monitoring data. You can view the monitoring

data of the CLB in the following ways:

CLB Console

1. Log in to the CLB console and click the monitoring icon next to the CLB instance ID to quickly view the

performance data of each instance through the monitoring floating window.

Ib m 1

Ib- R Pri Net Private N vpc Shared Health checlmot,j figu
orma vate N / 1 - Configure - el -
€ ] ate e ate e are ' s configured o More ¥

2. Click the CLB instance ID to enter the CLB details page, and click the Monitoring tab to view the monitoring

data of the current CLB instance.

< Details
Basic Info Listener Management Redirection Configuration Monitoring
m Last 24 hours Last 7 days SelectDate ) Data ( 1 minute(s) v

Listener Al v cvm Al v Server Port Al v

Inbound Bandwidth =
OMbps OMbps OMbps

Outbound Bandwidth 0h =
OMbps OMbps. OMbps

Inbound Packets =
ors ors o’s

Outbound Packets "J :

Cloud Monitor Console
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Log in to Cloud Monitor Console, click CLB under the Cloud Services Monitoring module in the left sidebar, click
the CLB instance ID to enter the monitoring details page, where you can view the monitoring data of the CLB
instance. Expand the instance to view the monitoring information of the listener and backend server.

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 130 Pages Total 313 Pages


http://console.convergecloud.com/monitor/overview
http://console.convergecloud.com/monitor/overview

N\

Cloud Load Balancer

Monitoring metric description

Cloud Monitor collects raw data from the CLB instances under running status and displays the data in easy-

to-read icons. Statistics are saved for one month by default. You can observe the running status of the

instance for one month to better understand the running status of the application service.

We recommend that you view the monitoring of CLB through the cloud monitor console. Click Cloud

Services Monitor > CLB, click the CLB instance ID, go to the monitoring details page, view the monitoring

data of the CLB instance, and expand the instance to view the monitoring information of the listener,

backend server, etc.

CLB instance dimension

Metrics Unit

Inbound Bandwidth bps

Outbound

Bandwidth bps
Number of per
packages second
Number of per
outgoing packets second

Note

The bandwidth used by clients to access the CLB function
through the public network during the statistical period.

The bandwidth used by CLB to access the public network during
the statistical period.

The number of request packets received by the CLB per second
during the statistical period.

The number of data packets sent by the CLB per second during
the statistical period.

Layer-4 listener (TCP/UDP) dimension

The layer-4 listener allows you to view the monitoring metrics at the following three dimensions:

o Listener dimension
e Backend CVM dimension

¢ Port dimension of backend CVM

Metrics Unit

Number of

. er
Connections P
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The number of connections on the listener during the statistical
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Metrics Unit Note

Number of New or The number of new connections created on the listener during
Connections P the statistical period.

The bandwidth used by clients to access the CLB function

Inbound Bandwidth bps through the public network during the statistical period.

Outbound bbs The bandwidth used by CLB to access the public network during

Bandwidth P the statistical period.

Number of packages per The' number of.re.quest packets received by the CLB per second
second during the statistical period.

Number of outgoing per The number of data packets sent by the CLB per second during

packets second the statistical period.

Layer-7 listener (HTTP/HTTPS) dimension

The layer-7 listener allows you to view the monitoring metrics at the following five dimensions:

e Listener dimension

Domain name dimension

URL forwarding path dimension
Backend CVM dimension
Port dimension of backend CVM

Metrics Unit Note

The number of connections on the listener during the

Number of Connections per - .
statistical period.

Number of New or The number of new connections created on the listener
Connections P during the statistical period.

The bandwidth used by clients to access the CLB function

Inbound Bandwidth bps through the public network during the statistical period.
Outbound Bandwidth bps The. bandW|dth.u§ed by (FLB to access the public network
during the statistical period.
per The number of request packets received by the CLB per

Number of pack : icti i
UMDbEr of packages second second during the statistical period.
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Metrics

Number of outgoing
packets

Average Response Time

Maximum response
time

Number of response
timeouts

Requests per second

2xx status codes

3xx status codes

4xx status codes

5xx status codes

404 status code

502 status code

3xx status code
returned by CLB

4xx status code
returned by CLB

5xx status code
returned by CLB

404 status code
returned by CLB

The 502 status code
returned by CLB
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Unit

per
second

ms

ms

per

per

per

per

per

per

per

per

per

per

per

per

per

Cloud Load Balancer

Note

The number of data packets sent by the CLB per second
during the statistical period.

The average response time of CLB during the statistical
period.

The maximum response time of CLB during the statistical
period.

The number of CLB response timeouts during the statistical
period.

The number of CLB requests per second during the statistical
period is QPS.

The number of 2xx status codes returned by the backend
server during the statistical period.

The number of 3xx status codes returned by the backend
server during the statistical period.

The number of 4xx status codes returned by the backend
server during the statistical period.

The number of 5xx status codes returned by the backend
server during the statistical period.

The number of 404 status codes returned by the backend
server during the statistical period.

The number of 502 status codes returned by the backend
server during the statistical period.

The number of 3xx status codes returned by CLB during the
statistical period.

The number of 4xx status codes returned by CLB during the
statistical period.

The number of 5xx status codes returned by CLB during the
statistical period.

The number of 404 status codes returned by CLB during the
statistical period.

The number of 502 status codes returned by CLB during the
statistical period.

8/1/2026, 9:16:28 AM

133 Pages Total 313 Pages



N\

Cloud Load Balancer

Note:
If you need to view the monitoring data of a CVM under a listener, log in to the CLB console and click
the monitoring icon next to the CLB instance ID. You can quickly browse the performance data of each

instance through the monitoring floating window.
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Configure Alarm Policy

You can create alarms to trigger alarms when the cloud service status reaches the set conditions and send
relevant messages to specified user groups. The created alarm will determine whether to trigger relevant

notifications based on the situation of the monitored metrics relative to the given threshold at intervals.

When a cloud service status change causes an alarm to be triggered, designated users can take corresponding
preventive or remedial measures in a timely manner. Therefore, creating alerts properly can help you improve
the robustness and reliability of your application. For more information about alarms, see Create an alarm
policy.

The detailed steps to create an alarm policy are as follows:

1. Log in to the cloud console and click Cloud Monitor to enter the cloud monitor console.

2. On the left menu, select Alarm Configuration > Alarm Policy to enter the alarm policy configuration
page.

3. Click Add to configure the alarm policy.

4. For Configuring basic options, the configuration instructions are as follows.
« Policy Name: Enter the policy name.

 Notes: Fill in the policy notes.

« Policy Type: Select a monitoring item.

€« Create Policy

5. Configure the alarm object.
« After you select all objects, the alarm policy is bound to all instances under the current account.

« After you select some objects, the alarm policy is bound to the instances selected.

« By selecting an instance group, the alarm policy will be bound to the user-selected group of instances.
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6. Set the alarm trigger conditions. There are two methods: trigger condition template and configure

trigger condition. You can choose one of the trigger conditions.

« Trigger Condition Template
Open the trigger condition template and select a configured template from the drop-down list. For
detailed configuration, see the Cloud Monitor documentation. If the newly created template is not
displayed, click Refresh on the right to refresh the trigger alarm template selection list.

 Configure Trigger Condition
The alarm trigger condition is a semantic condition composed of metrics, statistical cycles, comparison
relationships, thresholds, duration cycles, and repeated notifications.
For example, if the specified metric is the number of packets , the statistical period is one minute , the
comparison relationship is >, threshold is 100 per second , the duration is for 2 cycles , repeat
notification is once every day, this indicates: The incoming packet data is collected once every minute;
if the incoming packet volume of a CLB instance listener exceeds 100 packets per second for two

consecutive times, an alarm is triggered, and once daily.

Trigger Condiion Template |

O Consgure trigger conditions

ndicator alarm

Alarm i tniggered when any conditions are met

packets_in Stabstcal Penod Last for 2 per Alarm once every 1 ¢

7. Configure Alarm Channels

Configure the alarm receiving group, effective period, and receiving channel (email, object) as required.
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8. You can set an existing policy as the default alarm policy, and newly purchased CLB will be automatically

associated with the default policy.

« There is only one default policy per project for each policy type.

 The default alarm policy cannot be deleted.
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Alarm Metric Description

Alarm Description

You can create alarms for instance metrics that you are interested in, so that when the running status of the
CLB instance reaches a certain condition, alarm information can be sent to the user groups that are
interested in it in a timely manner. This ensures that you can detect exceptional conditions in a timely
manner and take appropriate measures to maintain the stability and reliability of the system. For details,
see Alarm Overview.

The CLB alarm policies include the following types:

¢ Public network listener
¢ Private network listener
 Server port

 Server port dimension

Public Network Monitor/Private Network Listener

Currently, both public network CLB and private network CLB support alarms at the listener dimension. The

specific metrics are as follows:

Metrics Unit Note

The bandwidth used by clients to access the CLB function

Inbound Bandwidth bps through the public network during the statistical period.

Outbound bbs The bandwidth used by CLB to access the public network during
Bandwidth P the statistical period.

Number of per The number of request data packets received by the private CLB
packages second per second during the statistical period.

Number of per The number of data packets sent by the CLB per second during
outgoing packets second the statistical period.

Server port

CLB supports alarms at the server port dimension:

You can configure an abnormal alarm for a port of a backend CVM bound to a listener, and send an alarm
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Alarm object configuration:
Alarm Object All Objects

o Select some objects(1 selected)

Select instance group  Create instance group

Region:
» Ib-
+ B b
v M 97
10
> 2
» 9
4 Ib-€
» Ib-

Trigger condition configuration:

Trigger condition

Trigger Condition Template

o Configure trigger conditions

Indicator alarm

Alarm is triggered when

it rs_port_status

Add

Note:

The backend server port exception means: the CLB detects that the port of the backend server is

Add Trigger Condition Template

conditions are met.

unavailable. A few network jitters can also trigger port exceptions.
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Certificate Management
Management Certificates

When configuring the HTTPS listener of the CLB service, you can directly use the certificate from the SSL
certificate service or upload the required server certificate and SSL certificate issued by a third party to the

CLB service.

Certificate Requirements

CLB only supports certificates in PEM format. Before uploading your certificate, make sure your certificate,
certificate chain, and private key meet the required formats. For certificate requirements, see Certificate

Requirements and Certificate Format Conversion.

Configuring Certificates

There are two types of certificate configuration for HTTPS listeners:

« If SNI is not enabled, the certificate is configured at the listener dimension, and all domain names
under the listener use the same certificate. For details, see Configure certificates at the listener
dimension.

« If SNIis enabled, the certificate is configured at the domain name dimension. Different certificates
can be configured for different domain names under this listener. For details, see Configure

certificates at the domain dimension.

Batch certificate renewal

To avoid the impact of certificate expiration on your services, renew the certificate before it expires.
Note:

After certificate update, the system will not delete the old certificate, but will generate a new

certificate. All CLB instances using the certificate will automatically update the certificate.

1. Log in to the CLB console.
2. In the left sidebar, click Certificate Management.
3. In the certificate list on the Certificate Management page, click Update in the Action column to the

right of the target certificate.
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4. In the Create Certificate dialog box that pops up, enter the certificate content and key content of the

new certificate and click Create.

Create Certificate P 4

O server Certificate Client Certificate

© International Standard SM2 Standard

View Sample [2

View Sample [2

Create Cancel

View the CLB associated with the certificate

1. Log in to the CLB console.

2. In the left sidebar, click Certificate Management.

3. In the certificate list on the Certificate Management page, click the target certificate ID.

4. On the Basic Information page, view the CLB instance to which the certificate is associated.
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Basic Info

Name 2-16

ID BB
Certificate Type Server Certificate

Certificate Specifications RSA

Certificate Content —BEGIN CERTIFICATE-—-- =

Load balancer associated. <IN 8)

= T
Primary Domain Name
Alternate Domain Name
Uploaded At 20 = 15:27:16
Enabled At 20, 143633

Expired At 20'| = 4:36:33
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Certificate Requirements and Certificate
Format Conversion

Common Certificate Application Process

» Generate a private key locally: openssl genrsa -out privateKey.pem 2048, where privateKey.pem is
your private key file, and keep it properly.

» Generate a certificate request file: openssl req -new -key privateKey.pem -out server.csr, where
server.csr is your certificate request file, which can be used to apply for a certificate.

 Get the content in the request file and go to the CA or other institution sites to apply for a certificate.

Certificate Format Description

Certificate Format Requirements

 The certificate that the user needs to apply for is: a certificate in PEM format under Linux
environment. CLB does not support certificates in other formats. For certificates in other formats, see
the Instructions on Converting Certificate Format to PEM below.

« If the certificate is issued by a root CA agency, the certificate you get is the only one and no
additional certificates are required. The configured site can be considered trustworthy by browsers
and other access devices.

« If the certificate is issued by an intermediate CA agency, the certificate file you get contains multiple
certificates, and you need to manually merge the server certificate and the intermediate certificate
and upload them together.

« If your certificate has a certificate chain, convert the certificate chain content into PEM format and
upload it together with the certificate content.

 The splicing rule is: put the server certificate in the first copy, and the intermediate certificate in the
second copy, with no blank lines in between.

Usually, when an organization issues a certificate, corresponding instructions will be provided.

Please make sure to review them.

Certificate format and certificate chain format examples

The following are examples of the certificate format and certificate chain format. Confirm that the format is

correct before uploading:

1. Certificate issued by the root CA agency: The certificate format is PEM format in the Linux

environment. For example:
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BEGIN CERTIFICATE
MIIE+TCCA+GgAwWIBAgIQU306HIX4Ks1i0TW1s2A2krTANBgkqhkiGOw@BAQUFADCB
tTELMAKGA1UEBhMCVVMxFzAVBgNVBAoTD1Z1cml TaWdul CBJbmMuMR8wWHQYDVQQL
ExZWZXJpU21nbiBUcnVzd(CBOZXR3b3 I rMTswOQYDVQQLEZzJUZX]tcyBvZiBlc2Ug
YXQgaHR@cHM6LYy93d3cudmVyaXNpZ24uY29+L3 IwYSoAYykwOTEVMCOGALUEAXMm
VmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzIwHhcNMTAXMDA4
MDAWMDAwWWhcNMTMxMDA 3M;M10TUSW; BgMQswCQYDVQQGEwIVUzETMBEGALUECBMK
V2FzaGluZ3RvbjEQMA4GALUEBxQHU2VhdHRSZTEYMBY GALUE ChQPQW1hemSuLmNv
bSBJbmMuMRowGAYDVQQDFBFpYWOuYW1hemOuYXdzLmNvbTCBnzANBgkghkiGOw@B
AQEFAAOB jQAwgYkCgYEA3XbOEGea2dB8QGEUWL cEpwvGawEkUdLZmGL1rQ)ZdeeN
3vaF+ZTm8QwSAdk2Gr/RwYXtpx@4xvQXmNm+9Ymk sHmCZdruCriW1eN/POwB f gMMZ
X964CjVov3NrF5AuxU8jgtwdyu//C3hWn0uIVGdg76626gg00]Sa;j48R2nBMnVcC
AwEAAaOCAdEwggHNMAKGA1UdEwQCMAAwWCwWYDVROPBAQDAgWgMEUGALUdHWQ+MDww
0gA40DaCGNChOdHAGLYITVLITZWN1cmUtRzItY3)sLnZ1cmlzaWdulmNvbSOTVLIT
ZWN1cmVHMLS j comwRAYDVR@OgBDOW0zASBgt ghkgBhvhFAQcXAzAgMCgGCCsGAQUF
BwIBFhxodHRwczovl 3d3dy52ZXIpc21nbi5jb20@vcnBhMBAGAIUdIQQWMBQGCCSG
AQUFBwMBBggrBgEFBQcDAjAfBgNVHSME GDAWGBS1 7wsRzsBBAGNKZZBIshzgVy19
RzB2BggrBgEFBQcBAQRgMGgwIAY IKwYBBQUHMAGGGGhB@dHAGLYSVY3NwLnZ1anlz
aWduLmNvbTBABggrBgE FBQcwAoY@aHRAcDovL INWULN1Y3VyZS1HMi 1haWEudmVy
aXNpZ24uY29tLINWULNLY3VyZUcylLmN1 cjBuBggrBgE FBQcBDARIMGChXqBcMFow
WDBWFg1pbWFnZSOnaWYwITAfMACGBS sOAwWIaBBRLa7kolgYMu9BS0)sprEsHiyEF
GDAmFiRodHRwWO1 8vb(G9nby52ZXIpc21nbi5jb2@vdnNsb2dvMSSnaWYwDQY JKoZI
hvcNAQEFBQADggEBALpFBXeG782QsT+GwEE9zBcVCuKjrs13dWK1dFiq30P4y/Bi
ZBYEywBt8zNuYFUE25Ub/zmvmpe7p@G76tmQ8bRp/4qkJoiSesHIvFglimksr3IQ
3gaE1aN2BSUTHxGLnON4F@%hYwwbeEZaCxfgBildEIodNwzcvGl+2L1DWGIOGrNI
NM856x3jqhJCPxYzk9buuCl1B4KzuBCTbexz/1EgYV+DiuTxcfA4uhwMDSe®nynbn
1gqiwRk450mCOngH41y4P41X002t4A/DI1I82ZNct/Qf 16%9a2L fovcOrF7BELTBeSY
R7CKx7fcS5xRaeQdyGj/d)evmOBF /mSdnclS5vas=

END CERTIFICATE

The certificate rules are:
o[ -BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] Beginning and ending; upload

these contents together.

o Each line has 64 characters, and the last line has no more than 64 characters.
2. Certificate chain issued by the intermediate agency:
——-BEGIN CERTIFICATE——-
——END CERTIFICATE——-
——-BEGIN CERTIFICATE—-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE—-
——-END CERTIFICATE——-
The certificate chain rules are:
o There cannot be blank lines between certificates.

o Each certificate complies with the above 2.1 Certificate format requirements.

RSA Private Key Format Requirements

For example:
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MITEpAIBAAKCAQEAVZ1iSSSChH67bmT8mFykAxQ1tKCYukwBiWZwk0StFEbTWHyS8K
tTHSfD1u9TL6qycrHEG7cj YD4DK+kVIHU/Of /pUNjOLLnrE3W34DaVzQdKABGAI3A
Xw95grqF JMJ cLvaZkhNKA1+tNPSCPJoo9DDrP7wx7cQx7LbMb@d fZ8858KIoluz)
/fD@XXyuWoqalePZtK9Qnjn957ZEPhjtUpVZuhS3409DDM/t13T18aaNYWhrPBcO
FNcz0Z6XQGF1rZG/Ve520GX6rbS5dUYpdcfXzNSWMEXY g8al L 7ZUHDHHPI4AY satdG
z5TMPnmE f8yZPUYudT1xgMVAov] r@9Dq+5Dm3QIDAQABACIBAGL68Z/nnFyRHrFi
laF6+Wen8ZvNqkm@hAMQWIJh1Vpl£174//8Qyea/EvltulHyB6T/2PZQoNVhxe35
cgQ93Tx424WGpCwlshS fxewfbAYGf3ur8N0xqBul@7BAxaKHNcmNG7dGyol UowRu
S+yXLrpVzH1YkuH8TTS3udd6TeTWi77r8dkGi9KSAZOpRa19B7t+CHKIzmbybs /2
Q6N/zHZ4YAxwkTY1KGHjoieYs111ah1AJvICVgTc3+LzG2pIpM7 I+KOnHCSeswwvM
15x9h/0T/ujZsyX9P0PaAyE2bqy@t080tGexMa76SsvAKVhKFWWjLUnhfEWcqFCD
xghhxkECgYEA+P ftNbGeyX1+/Y/USNM2 fg3+rSCms@j9Bg+9+yZzF5ChqgHuledU
ZXIHrJ9u6B1XElarpijVs/WHmFhYSTm6DbdD7S1tLy@BY4cPTRhzi FTKt8AKIXMK
605uBUiNsq@Z8hn1X1410x2cW9ZQa/H(SudeyQotP4ANsMINgpBV7tCOCgYEAWVNE
@f+/7jUjt@HoyxCh4 STAqk4UBod4+hBCQbNcXvS5qCz4mRy TaWz FEGS8/AR3Md2 rhmZ i
GnJ)5fdfe?uY+JsQfX2Q5])jwTadl BN41ed0Sa/uKRal4UzVgnYp2alKxtuWf fvWblU
+kf728ZIRA6azSLvGmA8hu/GLEbgfU3fkSkwO3ECGYBpYK7TT7IvvnAErMtIf2yS
ICRKbQaB3gPSe/1CgzylnhtaFOUbNxGeuowlLAZROwrz7X3TZqHEDcY 0l 7mK3460f
QhGLITyoehkbYkAUtq038YO4EKh6S/IzMzBOf rXiPKg9s8UKQzkU+GSE7o0t1i+a
R8Xzu835EwxI6BwNN1abpQKBgQC8TialClqlFteXQyGcNdcRelMncUhKIKcP/4+xn
R3kV106MZCfAdqirAjiQNaPkh9Bxbp2eHCrb81MFANLRQS1ok79b/5VmTZMC3upd
EJ/1iSW3jZKPbw7hCFAeRtPhxyNTJ51dEIuSU8EQid8111giPgn@p3sE@HpDI8qZX
aaiMEQKBgQDK2bsnZE9y@ZWh(GTeu94vziKmFrSkIMGH8pLaTiliwliRhRYW]ysZ9
BOIDxnrmwiPaSbCtEpK80zq28dq7qxpCs9CavQRcvOBhSHXx@yy23mOhFRzfDeQ7z
NTKh193HHF1joNM81LHFyGRfEWNrroWSgfBudRGUSRNR/61Q11xZ X e
END RSA PRIVATE KEY

RSA private keys can include all private keys (RSA and DSA), public keys (RSA and DSA), and (x509)
certificates. It stores DER format data encoded in Base64, surrounded by an ASCII header, thus suitable for

text-mode transmission between systems.

RSA private key rules:

o [ -BEGIN RSA PRIVATE KEY——-, ——-END RSA PRIVATE KEY——-] Beginning and ending; upload
these contents together.

 Each line has 64 characters. The last line can be less than 64 characters.
If you do not generate a usable private key in the format of [——-BEGIN PRIVATE KEY——-, ——-
END PRIVATE KEY——-] according to the above scheme, you can convert it into a usable private key

as follows:

openssl rsa -in old_server_key.pem -out new_server_key.pem

Then upload the contents of new_server_key.pem along with the certificate.

Certificate Conversion to PEM Format Instructions

Currently, the CLB service only supports certificates in PEM format. Certificates in other formats need to be
converted to PEM format before they can be uploaded to the CLB service. It is recommended to use the

openssl tool for conversion. Below are several popular methods for converting popular certificate formats
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to PEM format.

Converting certificate format from DER to PEM

The DER format is commonly found in the Java platform.
Certificate conversion: openssl x509 -inform der -in certificate.cer -out certificate.pem

Private key conversion: openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

Converting P7B Format Certificates to PEM Format

The P7B format is commonly found in Windows Server and tomcat.
Certificate conversion: openssl pkcs7 -print_certs -in incertificat.p7b -out outcertificate.cer

Get the content [—-BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] in outcertificat.cer and
upload it as the certificate.

Private key conversion: Private keys can usually be exported in the IIS server.

Converting PFX Format Certificates to PEM Format

The PFX format is commonly found in Windows Server.
Certificate conversion: openssl pkcs12 -in certname.pfx -nokeys -out cert.pem

Private key conversion: openssl pkcs12 -in certname.pfx -nocerts -out key.pem -nodes

Converting CER/CRT Format Certificates to PEM Format

For certificates in CER/CRT format, you can convert them by directly changing the certificate file extension.

For example, you can simply rename the "servertest.crt" certificate file to "servertest.pem”.
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View operation logs

Cloud Load Balancer

You can find it in the CloudAudit Console to query and download CLB operation records.

CloudAudit It is a service that supports supervision, compliance checking, operation review and risk review of

your Converge Cloud account. CloudAudit provides an event history of Converge Cloud account activities,

including operations performed through the Converge Cloud management console, API services, command line

interfaces, and other cloud services. This event history simplifies security analysis, resource change tracking, and

troubleshooting.

Directions

1. Log in to the CloudAudit Console.

2. On the Operation Records page, you can query operation records based on username, resource type,

resource name, event source, event ID, etc. By default, only some data is displayed. You can click [Load

More] at the bottom of the page to get more records.

CloudAudit < Operation Records

2020-07-20

> 2020-07-20

> 2020-07-20

2020-07-20

> 2020-07-20

> 2020-07-20

2020-07-20

Event Time

10:22:59

10:22:52

10:22:52

10:22:46

10:22:36

10:22:36

10:22:35

Last7Days | 2020-07-14 00:00:00 ~ 2020-07-20 23:59:59 [%)

Username

1000046042

1000046058

1000046058

root

1000046044

1000046044

1000046044

Event Name

ConsoleLogout

DescribeCustomPayloads

DescribeAlModelStatus

ListAttachedUserPolicies

TotalCountinterface

GetUserProductUsable

DescribeBasicAlarmList

|

]

Resource Type Resource Name

account

yunjing

account

monitor

3. If you want to learn more about a single operation record, click the on the left side of the record to view

details, including the access key, error code, event ID, etc. You can also click [View Event] for related event

information.
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Event Time

Q 2020-07-14 00:00:00 ~ 2020-07-20 23:59:59  [=]

2020-07-20 10:22:59

Access Key
Error Code
Event Name

Event Time

Source IP

0

ConsoleLogout
2020-07-20 10:22:59
0.0.0.0

Username

1000046042..

Event Name Resource Type

ConsoleLogout account

Region

EventID 849151b87be7c57a5920194242ed339c1
Event Source

Request ID

Username 100004604249

8/1/2026, 9:16:28 AM
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Configuring Access Logs

The CLB access log collects detailed information about each client request, including request time, request path,
client IP and port, return code, response time, and other information. Access logs can help you understand client
requests, assist in troubleshooting, analyze and sort out user behavior, etc. Currently, access logs can be stored in
CLS, with minute-level log reporting and online multi-rule retrieval supported.

The access log of CLB is mainly used for troubleshooting to help businesses quickly locate problems. Access log

features include log reporting, log storage and query.
Note:

 Only the IPv4 version of the CLB service supports the configuration of access logs.
» Only layer-7 CLB supports the configuration of access logs, while layer-4 CLB does not support it.

 Both public and private network types of CLB support the configuration of access logs.

Step 1: Enable access log storage in CLS
1. Log in to the CLB console and click LB Instance List in the left sidebar.
2. On the LB Instance List page, click the target CLB ID.

3. In the Access Log (layer-7) module on the Basic Information page, click the pencil icon to enable the Cloud
Log Service (CLS).

Access Log (layer-7)

@ Only layer-7 listeners (HTTP/HTTPS) support the configuration of access logs, while
layer-4 listeners (TCP/UDP/TCP SSL) do not

CLS@ ’

4. In the Authorization dialog box that pops up, click Go to Cloud Access Management, and then click Agree

to Authorization.

5. After authorization is successful, return to the instance details page, click the pencil icon, and in the pop-up
Modify CLS log storage location dialog box, turn on Enable log, select the logset and log topic for storing
access logs, and click Submit. If you have not created a logset or log topic, create the relevant resources

and then select a specific storage location.
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Note:

It is recommended to select the log topic with the CLB logo under the clb_logset log set. The

difference between a log topic with the CLB logo and a normal log topic is:

o Log topics with the CLB logo are automatically indexed by default; ordinary log topics need to
be indexed manually, otherwise search is not supported.

o Log topics with the CLB logo support dashboards by default; ordinary log topics require manual
configuration of dashboards.

6. After the configuration is completed, click the logset or log topic to jump to the search and analysis page
of the CLS console.

7. (Optional) If you want to close the access log, click the pencil icon again, close it in the pop-up "Modify CLS
log storage location" dialog box, and submit it.

Step 2: Configure the log topic index

Note:

The log topic of the access log configured for a single instance must be indexed; otherwise, the log cannot

be searched.

The recommended indexes are as follows:

Key-value index Field Type Word segmentation

server_addr text No need to configure word segmentation
server_name text No need to configure word segmentation
http_host text No need to configure word segmentation
status long -

vip_vpcid long -

1. Log in to the CLS console and click Log Topic in the left sidebar.

2. On the Log Topic page, click the target log topic ID.

3. On the log topic details page, click the Index Configuration tab and click Edit in the upper-right corner to
add an index. After completing the configuration, click OK.
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Index Configuration

Import Configuration Rules

«©

® () Case sensitive
® @&2B(="":==[1}/ \n\tir\
© €@
® () Case sensitive Q
D ® - i
®
text v @&2F()="",:=<>[{/ \m\tirn\ o O
Add

» Advanced Settings

Step 3: View access logs

1. Log in to the CLS console and click Search and Analysis in the left sidebar.
2. On the Search and Analysis page, select the logset, log topic, and time range, and click Search and Analysis

to search for access logs reported by CLB to CLS.
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Cloud Access Management
Overview

If you use CLB, CVM, database and other services that are managed by different people with your cloud

account key, the following issues may occur:

« The risk of your key being compromised is high since multiple users are sharing it.

e The access permission of other users is not under control. They can introduce security risks caused by
misoperations.
CAM (CAM) is used to manage resource access permissions under cloud accounts. With CAM, you
can control the operational permissions of sub-accounts through identity management and policy

management.

For example, your account has multiple CLB instances deployed in different projects. To strengthen
permission control and authorize resources, you can bind an authorization policy to the administrator of

project A. The policy stipulates that only the administrator can operate the CLB resources under project A.

If you do not need to manage the access to CLB-related resources for your sub-accounts, you can skip this
section. Skipping these sections does not affect your understanding and use of the rest of the

documentation.

Basic Concepts of CAM

The root account authorizes sub-accounts by binding policies. The policy settings can be precise to the API,

Resource, User/User Group, Allow/Deny, and Condition dimensionality.

1. Account

o Root account: The basic entity for cloud resource ownership, resource usage metering and
billing. You can log in to the Converge Cloud service.

o Sub-account: An account created by the root account, has a certain identity ID and identity
credentials, and can log in to the Converge Cloud console. The root account can create multiple
sub-accounts (users). Sub-accounts do not own resources by default and must be
authorized by their root account.

o Identity Credentials
Including log-in credentials and access certificates. Log-in Credentials refer to a user's log-in
name and password. Access Certificates refer to Cloud API keys (Secretld and SecretKey).

2. Resource and Permission
o Resource: It is an object that is operated in cloud services, such as a CVM instance, a COS

bucket, or a VPC instance.
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o Permission: It is an authorization that allows or forbids users to perform certain operations. By
default, a root account has full access to all resources under it, while a sub-account does not
have access to any resources under its root account.

o Policy: It is a syntax rule that defines and describes one or more permissions. The root account

performs authorization by associating policies with users/user groups.

For more information, see the CAM Overview.

Documentation
Target Link
Understand the Relationship Between Policy and User Policy management

Understand the Basic Policy Structure Policy syntax

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 153 Pages Total 313 Pages



N\

Authorization Definition

Cloud Load Balancer

The types of CLB resources that can be authorized in CAM are

Resource Type Resource Description Method in Authorization Policies

CLB Instance gcs:clb:$region::clb/$loadbalancerid

CLB Listener gcs:clb:$region:listener/$loadbalancerlistenerid

CLB backend server qcs:cvm:$region:$account:instance/$cvminstanceid
Where:

e All $region should be the ID of a region and can be empty.
e All $account should be the Accountld of the resource owner, or "*".
o All $loadbalancerid should be the ID of a loadbalancer, or "*".

And so on.

API in CAM that can authorize CLB

In CAM, the following actions can be authorized for a CLB resource.

Instance related

API Operations Resource Description API Description

Query the list of CLB

DescribeLoadBalancers * authenticate only the APL

instances
: jectid:clb: ion:
CreateLoadBalancer Purchase a CLB qcs:$projectid:clb:3region
$account:clb/*
:clb: ion: :cl
DeleteLoadBalancers Delete a CLB qcs:clb $reg|9n $account:clb/
$loadbalancerid
Modify CLB attribut :clb: ion: t:clb
ModifyLoadBalancerAttributes . oamy . attribute des- $reg|?n $account:clb/
information $loadbalancerid
Change the name of the gcs::clb:$region:$account:clb/

ModifyForwardLBName CLB $loadbalancerid
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Listener related

API Operations

DeleteLoadBalancerListeners

DescribeLoadBalancerListeners

ModifyLoadBalancerListener

CreateLoadBalancerListeners

DeleteForwardLBListener

ModifyForwardLBSeventhListener

ModifyForwardLBFourthListener

DescribeForwardLBListeners

CreateForwardLBSeventhLayerListeners

CreateForwardLBFourthLayerListeners

Resource
Description

Delete CLB
listeners

Get the list of
CLB listeners

Modify the CLB
listener attributes

Create a CLB
listener

Delete CLB
listeners (layer-4
and layer-7)

Modify the
attributes of the
CLB layer-7
listener

Modify the
attributes of the
CLB layer-4
listener

Query the CLB
listener list

Create a layer-7
CLB listener

Create a layer-4
CLB listener

Load balancing domain name + URL related
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API Description

gcs::clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalanceridqcs::clb:$region:
$account:listener/*

gcs::clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid

gcs:clb:$region:$account:clb/
$loadbalancerid

gcs::clb:$region:$account:clb/
$loadbalancerid”qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalanceridqcs::clb:$region:
$account:listener/
$loadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalanceridqcs::clb:$region:
$account:listener/
$loadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalanceridqcs::clb:$region:
$account:listener/*

gcs:clb:$region:$account:clb/
$loadbalancerid

gcs::clb:$region:$account:clb/
$loadbalancerid

155 Pages Total 313 Pages



N\

API Operations

ModifyForwardLBRulesDomain

CreateForwardLBListenerRules

DeleteForwardLBListenerRules

DeleteRewrite

ManualRewrite

AutoRewrite

Backend server related

API Operations

ModifyLoadBalancerBackends

Copyright: Converge Cloud

Resource
Description

Modify the
domain name of
the CLB listener
forwarding rule

Create a CLB
listener
forwarding rule

Delete the
layer-7 CLB
listener rule

Delete the
redirection
relationship
between CLB
forwarding rules

Manually add a
redirection
relationship for a
CLB forwarding
rule

Automatically
generate
redirection
relationships for
CLB forwarding
rules

Cloud Load Balancer

API Description

gcs:clb:$region:$account:clb/
$loadbalancerid " qcs::clb:$region:
$account:listener/$loadbalancerlistenerid

gcs:clb:$region:$account:clb/
$loadbalancerid " qcs::clb:$region:
$account:listener/$loadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalancerid"qcs::clb:$region:
$account:listener/$loadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalanceridqcs::clb:$region:
$account:listener/
$sourceloadbalancerlistenerid“qcs::clb:$region:
$account:listener/
$targetloadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$sourceloadbalancerlistenerid"qcs::clb:$region:
$account:listener/

$targetloadbalancerlistenerid

gcs::clb:$region:$account:clb/
$loadbalancerid"qcs::clb:$region:
$account:listener/$loadbalancerlistenerid

Resource
Description

Modify the
backend
server
weight of
the CLB

8/1/2026, 9:16:28 AM

API Description

gcs:clb:$region:$account:clb/
$loadbalancerid " qcs::cvm:
$region:$account:instance/
$loadbalancerlistenerid
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API Operations

DescribeLoadBalancerBackends

DeregisterlnstancesFromLoadBalancer

RegisterInstancesWithLoadBalancer

DescribeLBHealthStatus

ModifyForwardFourthBackendsPort

ModifyForwardFourthBackendsWeight

RegisterInstancesWithForwardLBSeventhListener
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Resource
Description

Get the list
of backend
servers
bound to
the CLB

Unbind the
backend
server

Bind the
backend
server to
the CLB

Query the
health
status of
the CLB

Modify the
port of the
CVM in the
forwarding
rule of the
layer-4
listener

Modify the
weight of
the CVM in
the
forwarding
rule of the
layer-4
listener

Bind the
CVM to the
forwarding
rules of the
CLB layer-7
listener

8/1/2026, 9:16:28 AM

Cloud Load Balancer

API Description

gcs::clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/*

gcs:clb:$region:$account:clb/
$loadbalancerid " qcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs::clb:$region:$account:clb/
$loadbalancerid"gcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs::clb:$region:$account:clb/
$loadbalanceridqcs::clb:$region:
$account:listener/*

gcs:clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid "qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid "qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid"qcs::cvm:
$region:$account:instance/
$cvminstanceid
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API Operations

RegisterInstancesWithForwardLBFourthListener

DeregisterlnstancesFromForwardLBFourthListener

DeregisterInstancesFromForwardLB

ModifyForwardSeventhBackends

ModifyForwardSeventhBackendsPort

DescribeForwardLBBackends
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Resource
Description

Bind the
CVM to the
forwarding
rules of the
CLB layer-4
listener

Unbind the
CVM from
the
forwarding
rule of the
CLB layer-4
listener

Unbind the
CVM from
the
forwarding
rule of the
CLB layer-7
listener

Modify the
weight of
the CVM in
the
forwarding
rule of the
layer-7
listener

Modify the
port of the
CVM in the
forwarding
rule of the
layer-7
listener

Query the
CLB CVM
list

8/1/2026, 9:16:28 AM

Cloud Load Balancer

API Description

gcs::clb:$region:$account:clb/
$loadbalanceridqcs::clb:$region:
$account:listener/
$loadbalancerlistenerid"qcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid"qcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid"qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid " qcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid"qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid " qcs::cvm:
$region:$account:instance/*
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API Operations

DescribeForwardLBHealthStatus

ModifyLoadBalancerRulesProbe

Copyright: Converge Cloud

Resource
Description

Query the
health
check
status of
the CLB

Modify the
health
check and
forwarding
path of the
CLB listener
forwarding
rule

8/1/2026, 9:16:28 AM

Cloud Load Balancer

API Description

qcs:clb:$region:$account:clb/*

gcs:clb:$region:$account:clb/
$loadbalancerid™qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid
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Policy Examples

Full Read-Write Policy of CLB

 Grant a sub-account full management permission (including creation and management) for the CLB
service.

e Policy Name: CLB ResourceFullAccess

{
"version": "2.0",
"statement”: [{
"action": [
"name/clb:*"

1
"resource"; "*",
"effect": "allow"

1

Read-Only Policy of CLB

» Grant a sub-account read-only access to the CLB (that is, the ability to view all resources under all
CLBs), but the sub-account cannot create, update, or delete them. In the console, the premise of
operating a resource is that it can be viewed, so it is recommended you open CLB full read
permissions for sub-accounts.

 Policy Name: CLB ResourceReadOnlyAccess
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"version"; "2.0",
"statement”: [{
"action": [
"name/clb:Describe*"
1
"resource": "*",
"effect": "allow"

1]

8/1/2026, 9:16:28 AM

Cloud Load Balancer
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Quota Management

CLB supports the root account to manage sub-account quotas and adjust sub-account quotas. Sub-

accounts can only view quotas.

Viewing Sub-account Quotas

1. Log in to Converge Cloud CLB.
2. In the left sidebar, click Quota Management to view the quota of the sub-account.

Quota Management

CLB Instance 1800 14 Set Sub-account Quota

Managing Sub-account Quotas

1. Log in to Converge Cloud CLB using the root account.

2. In the left sidebar, click Quota Management.

3. On the Quota Management page, click Set Sub-Account Quota in the Action column on the right.

4. In the Set Sub-account Quota dialog box that pops up, set the quota for the sub-account and click
OK.
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Set Sub-account Quota ) 4

Total quota of the root account: 1800, used quota of the root account: 14

Sub-Account Set Quota Used Quota
100004610093 (zzz) — 0 + 0
100004610043 (888) = 0 + 0
100004610042 (999) = 0 + 0
100004608992 (asdf) = 0 + 0

100004607664 (test_nic... - 10 + 0
100004607532 (qwer) — 10 + 0
100004603476 (qwe) - 1234 + 0

Total 1254
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Best Practice
Method Description of CLB Enabling Gzip
Configuration and Detection

In Public Network CLB instance, HTTP/HTTPS protocol supports users to enable the gzip compression
feature by default. Enabling the gzip feature to compress web pages can effectively reduce the amount of
data transmitted over the network and increase the access speed of client browsers. During use, pay

attention to the following matters:

Notes

» Backend CVM needs to enable GZIP support synchronously
For the common Nginx service container, you must enable GZIP in its configuration file (nginx.conf by

default) and restart the service.

gzip on;

 The file types currently supported by the CLB are as follows. You can specify the file type for

compression in the gzip_types configuration item

application/atom+xml application/javascript application/json application/rss+xml application/vn
d.ms-fontobject application/x-font-ttf application/x-web-app-manifest+json application/xhtml
+xml application/xml font/opentype image/svg+xml image/x-icon text/css text/plain text/x-com
ponent;

Description:

The GZIP support for the above file types must be enabled in the CLB backend CVM business

software.

» The client request must contain a compressed request marker.
Compression needs to be enabled, and the client request must carry the following markers:

Accept-Encoding: gzip,deflate,sdch

Sample of Backend CVM Enabling GZIP Process Support

Sample of CVM Running Environment: Debian 6
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1. Use vim to open the Nginx configuration file according to the user path:

vim /etc/nginx/nginx.conf

2. Find the following code:

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http_version 1.1;
gzip_comp_level 2;

gzip_types text/html application/json;

The syntax details of the above code is as follows:

« gzip: Enable or disable the gzip module.

Syntax: gzip on/off .
Scope: http, server, location.

e gzip_min_length: Sets the minimum number of bytes allowed for compressed pages. The number of

bytes in a page is obtained from the Content-Length in the header. The default value is 1 k.

Syntax: gzip_min_length length

Scope: http, server, location

gzip_buffers: Set the system to obtain several units of buffer for storing gzip compression result data
stream. 16 k means that the memory is requested in units of 16 k, which is 4 times the original data
size in units of 16 k.

Syntax: gzip_buffers number size

Scope: http, server, location

gzip_http_version: represents the minimum HTTP version that can use the gzip feature. Setting
HTTP/1.0 represents the minimum HTTP version that needs to use the gzip feature, so it can be
upward compatible with HTTP/1.1. Since Converge Cloud now supports HTTP/1.1 across the entire
internet, no changes are required.

Syntax: gzip_http_version 1.0 | 1.1;

Scope: http, server, location

gzip_comp_level: gzip compression ratio, ranging from 1 to 9. 1 has the lowest compression ratio and
the fastest processing speed, and 9 has the highest compression ratio but the slowest processing
speed (fast transmission but more CPU consumption).

Syntax: gzip_comp_level 1.9

Scope: http, server, location

* gzip_types: Match the MIME type for compression. By default, the text/html type is compressed. In
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addition, gzip under Nginx does not compress static resource files such as javascript and images by
default. You can specify the MIME type that needs to be compressed through gzip_types. If it is not a
set value, no compression is performed. For example, if you need to compress json format data,
you need to add application/json type data in this statement.

The supported types are as follows:

text/html text/plain text/css application/x-javascript text/javascript application/xml

Syntax: gzip_types mime-type [mime-type ...]

Scope: http, server, location.

If you have modified the configuration, save the file and exit, then go to the Nginx bin file directory and

execute the following command to reload Nginx:

./nginx -s reload

Use the curl command to test whether gzip is successfully enabled:

curl -I-H "Accept-Encoding: gzip, deflate" "http://convergecloud.com/example/"
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Getting Started Guide for HTTPS
Forwarding Configuration

CLB Capability Description

The CLB has achieved a significant improvement in HTTPS performance through deep optimization of the
protocol stack and server. At the same time, we have greatly reduced the cost of certificates through
international cooperation on certificates. CLB can bring significant benefits to the business in the following

aspects:

1. Using HTTPS does not slow down client access.

2. The SSL encryption and decryption performance of a single server in the cluster is up to 65,000 cps
for a full handshake. Compared with high-performance CPUs, it has been improved by at least 3.5
times, saving server costs, greatly improving business operations and service capabilities during
sudden traffic increases, and enhancing computing-based anti-attack capabilities.

3. Supports multiple protocol offloading and conversion. Reduce the pressure on the business to adapt
to various client protocols. The business backend only needs to support HTTP1.1 to use various
versions of protocols such as HTTP2, SPDY, SSL3.0 and TLS1.2.

4. One-stop SSL certificate application, monitoring, and replacement. We have started dialogues with
international certificate vendors Comodo and Symantec to explore cooperation and significantly
reduce the certificate application process and costs.

5. Anti-CC and WAF features. It can effectively prevent slow connections, high-frequency targeted

attacks, SQL injections, web page Trojans and other application layer attacks.

HTTP. HTTPS Header Identifier

CLB proxies HTTPS. Whether it is an HTTP or HTTPS request, when CLB forwards it to the backend CVM, it is
an HTTP request. At this time, developers cannot tell whether the front-end request is HTTP or HTTPS.

When CLB forwards the request to the backend CVM, the header will be embedded with X-Client-Proto:

X-Client-Proto: http (front-end is HTTP request)
X-Client-Proto: https (front-end is HTTPS request)

Getting Started

Assume that the user needs to configure the website https://example.com . Developers want users to type
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www.example.com directly when they enter a URL in a browser. It can be accessed securely via HTTPS
protocol.

At this time, the www.example.com request forwarding process entered by the user is as follows:

1. The request is transmitted via HTTP protocol, accesses port 80 of the CLB listener through VIP, and is
forwarded to port 8080 of the backend CVM.

2. By configuring the rewrite operation on the backend server's Nginx, the request goes through port
8080 and is rewritten to https://example.com page.

3. At this time, the browser sends https://example.com again to the corresponding HTTPS zone. The
request accesses port 443 of the CLB listener through VIP and is forwarded to port 80 of the backend
CVM.

At this point, the request forwarding is completed.

This operation rewrites the user's HTTP request into a more secure HTTPS request without the browser
user's awareness. To implement the above request forwarding operation, users can configure the backend

server as follows:

server {

listen 8080;
server_name www.example.com;

location / {

#! customized_conf_begin;
client_max_body_size 200m;
rewrite 2/.(.*) https://$host/$1 redirect;

}
}

Alternatively, in the new version of Nginx, redirect the Nginx HTTP page to the HTTPS page by using the

recommended 301 redirection method:

server {
listen  80;
server_name www.example.com;
return 301 https://$server_name$request_uri;

server {
listen 443 ssl;
server_name www.example.com;
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[....]
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How To Obtain the Client's Real IP?

CLB's layer-4 (TCP/UDP) and layer-7 (HTTP/HTTPS) services both support obtaining the client's real IP

address directly on the backend CVM without requiring additional configuration.

« For layer-4 CLB, the source IP obtained on the backend CVM is the client IP.

« For layer-7 CLB, you can use X-Forwarded-For or remote_addr field to directly obtain the client IP.
Note:
For CLB, no additional configuration is required on the backend CVM to obtain the client IP.
For other layer-7CLB services that have SNAT, you need to configure it on the backend CVM and

then use X-Forwarded-For to obtain the client's real IP address.

The following section introduces common application server configuration solutions.

IIS 6 Configuration Scheme

1. Download and install the plugin F5XForwardedFor module, copy F5XForwardedFor. dll from x86\
Release or x64\ Release directory to a directory, assuming C:\ISAPIFilters , depending on your
server operating system version, and ensure that the IIS process has read access to that directory.

2. Open IIS Manager, find the currently open website, right-click on the website, and select Attribute to
open the attribute page.

3. On the property page, switch to ISAPI Filter, click Add, and the Add window pops up.

4. In the Add window, fill in F5XForwardedFor in Filter Name and fill in the full path of

F5XForwardedFor.dll in Executable File and click OK.

5. Restart the IIS server and wait for the configuration to take effect.

IIS 7 Configuration Scheme

1. Download and install the plugin F5XForwardedFor module, copy F5XFFHttpModule. dIl and
F5XFFHttpModule. ini in the x86\ Release or x64\ Release directory to a directory, assuming C:
\F5XForwardedFor , according to your server operating system version, and ensure that the IIS
process has read access to the directory.

2. Select IIS Server and double-click the Module feature.
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4. Click on Register in the pop-up window.
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Configure Native Modules

Select one or more registered modules to enable:

[] UriCacheModule

[] FileCacheModule

[] TokenCacheModule

[] TracingModule

[] RequestMonitorModule
[] ManagedEnginet4

5. Add the downloaded DLL file as shown below:

Register...

Edit...

Remove

Edit Native Module Registration

Name:

x_forwarded_for_x86

Path:

C:\F5XForwardedFor\x86\F5XFFHttpModule.dll

oK

Cancel

Edit Native Module Registration

Name:

x_forwarded_for_x64

Path:

C:\F5XForwardedFor\x64\F5XFFHttpModule.dl|

6. After addition, check and click OK.
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Select one or more registered modules to enable:

7. Add the two DLLs above in ISAPI and CGI Restrictions and set the restrictions to allow.

@gg ISAPI and CGI Restrictions

[] UriCacheModule

[] FileCacheModule

[] TokenCacheModule

[] TracingModule

[] RequestMonitorModule
[] ManagedEnginet4

[] ManagedEngine

[] ManagedEngineV4.0_32bit
ManagedEngineV4.0_64bit
x_forwarded_for_x86
x_forwarded_for_x64

Register...
Edit...

Remove

OK

Cancel

Use this feature to specify the ISAPI and CGI extensions that can run on the Web server.

Group by: No Grouping S

Description - Restriction
x86 Allowed
x64 Allowed

" e

Path

C:\F5XForwardedFor\x86\F3XFFHttpModule.dll
C:\F3XForwardedFor\x64\F5XFFHttpModule.dll

et ar oA . -

8. Restart the IIS server and wait for the configuration to take effect.

Apache Configuration Solution

1. Install the Apache third-party module mod_rpaf.

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz

tar zxvf mod_rpaf-0.6.tar.gz
cd mod_rpaf-0.6

/usr/bin/apxs -i -c -n mod_rpaf-2.0.so mod_rpaf-2.0.c
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2. Modify Apache configuration /etc/httpd/conf/httpd.conf, add at the end:

LoadModule rpaf_module modules/mod_rpaf-2.0.s0

RPAFenable On

RPAFsethostname On

RPAFproxy_ips IP address (This IP address is not the public IP provided by the CLB. You can check
the Apache log for the specific IP address. Usually there are two IP addresses that need to be wri

tten down.)
RPAFheader X-Forwarded-For

3. After addition, restart Apache.

/usr/sbin/apachectl restart

Nginx configuration solution

1. When Nginx is used as a server, http_realip_module is used to obtain the real IP address of the client.
The default installed Nginx does not have this module installed. You need to recompile Nginx and

add --with-http_realip_module.

wget http://nginx.org/download/nginx-1.14.0.tar.gz

tar zxvf nginx-1.14.0.tar.gz

cd nginx-1.14.0

.Jconfigure --user=www --group=www --with-http_stub_status_module --without-http-cache --
with-http_ssl_module --with-http_realip_module

make

make install

2. Modify nginx.conf.

vi /etc/nginx/nginx.conf

Modify the red part as follows:

fastcgi connect _timeout 300;
fastcgi send_timeout 300;
fastcgi read_timeout 300;
fastcgi buffer_size 64k;

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 174 Pages Total 313 Pages



N\

Cloud Load Balancer

fastcgi buffers 4 64k;

fastcgi busy_buffers_size 128k;

fastcgi temp_file_write_size 128k;

set real_ip_from IP address; (This IP address is not the public IP provided by the CLB. You can check i
real_ip_header X-Forwarded-For;

3. Restart Nginx.

service nginx restart
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Instructions on Multi Availability Zone
High Availability Config

CLB Multi Availability Zone High Availability

CLB supports multi-availability zone disaster recovery capabilities for IPv4 private and public networks and
EIPs. For example, in SZ Zone 1 and Financial District Two availability zones (within the same region),
multiple clusters will be deployed separately to achieve cross-availability zone disaster recovery within the
same region. This feature ensures that when an entire availability zone fails, the CLB can switch frontend
access traffic to another availability zone within the same region within 10 seconds to restore service

capability.

Specific Cases and Questions

Question 1: There are CLB testl in SZ Financial District A and B. What is the policy for client public
network inbound traffic?

In the IDCs of SZ District 1 and District 2, there is a pair of IP resource pools, which can be understood as
equal IP resources. Developers do not need to understand which of zone 1 and zone 2 is the primary
cluster and which is the replica cluster. The two clusters have the same load capacity. When developers
purchase a CLB and bind it to a CVM, two sets of rules are generated and written into two clusters, and

high availability is now achieved.

Question 2: There are CLBs testl in SZ Financial District A and B, and the backend is bound to 100
servers in each availability zone A and B. During business operations, 1 million HTTP persistent
connections are established (TCP connections are not closed). At this time, when the CLB cluster of
Financial District A is completely paralyzed and unavailable, how do the businesses look like?

When the CLB in Financial District A loses its service capability, all current persistent connections are
disconnected, but non-persistent connections are not affected. The disaster recovery architecture will
automatically bind all 100 servers in zones A/B to the ICLB in financial zone B within 10 seconds, and

business capabilities will be restored immediately without manual intervention.

Question 3: What types of CLBs are supported by the multi-availability zone disaster recovery
capability?

IPv4 private and public network CLB and EIP support Cross-AZ Disaster Recovery.
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SSL certificate format requirements and
format conversion instructions

Certificate Format Description

Certificate Format Requirements

 The certificate that the user needs to apply for is: a certificate in PEM format under Linux
environment. CLB does not support certificates in other formats. For certificates in other formats, see
the Instructions on Converting Certificate Format to PEM below.

« If the certificate is issued by a root CA agency, the certificate you get is the only one and no
additional certificates are required. The configured site can be considered trustworthy by browsers
and other access devices.

« If the certificate is issued by an intermediate CA agency, the certificate file you get contains multiple
certificates, and you need to manually merge the server certificate and the intermediate certificate
and upload them together.

« If your certificate has a certificate chain, convert the certificate chain content into PEM format and
upload it together with the certificate content.

 The splicing rule is: put the server certificate in the first copy, and the intermediate certificate in the
second copy, with no blank lines in between. > Note: Generally, the institution has corresponding

instructions when they issue the certificate. Pay attention to checking them.

Certificate Format and Certificate Chain Format Examples

The following are examples of the certificate format and certificate chain format. Confirm that the format is
correct before uploading:

1. Certificate issued by the root CA agency: The certificate format is PEM format in the Linux

environment. For example:
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BEGIN CERTIFICATE
MIIE+TCCA+GgAwWIBAgIQU306HIX4Ks1i0TW1s2A2krTANBgkqhkiGOw@BAQUFADCB
tTELMAKGA1UEBhMCVVMxFzAVBgNVBAoTD1Z1cml TaWdul CBJbmMuMR8wWHQYDVQQL
ExZWZXJpU21nbiBUcnVzd(CBOZXR3b3 I rMTswOQYDVQQLEZzJUZX]tcyBvZiBlc2Ug
YXQgaHR@cHM6LYy93d3cudmVyaXNpZ24uY29+L3 IwYSoAYykwOTEVMCOGALUEAXMm
VmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzIwHhcNMTAXMDA4
MDAWMDAwWWhcNMTMxMDA 3M;M10TUSW; BgMQswCQYDVQQGEwIVUzETMBEGALUECBMK
V2FzaGluZ3RvbjEQMA4GALUEBxQHU2VhdHRSZTEYMBY GALUE ChQPQW1hemSuLmNv
bSBJbmMuMRowGAYDVQQDFBFpYWOuYW1hemOuYXdzLmNvbTCBnzANBgkghkiGOw@B
AQEFAAOB jQAwgYkCgYEA3XbOEGea2dB8QGEUWL cEpwvGawEkUdLZmGL1rQ)ZdeeN
3vaF+ZTm8QwSAdk2Gr/RwYXtpx@4xvQXmNm+9Ymk sHmCZdruCriW1eN/POwB f gMMZ
X964CjVov3NrF5AuxU8jgtwdyu//C3hWn0uIVGdg76626gg00]Sa;j48R2nBMnVcC
AwEAAaOCAdEwggHNMAKGA1UdEwQCMAAwWCwWYDVROPBAQDAgWgMEUGALUdHWQ+MDww
0gA40DaCGNChOdHAGLYITVLITZWN1cmUtRzItY3)sLnZ1cmlzaWdulmNvbSOTVLIT
ZWN1cmVHMLS j comwRAYDVR@OgBDOW0zASBgt ghkgBhvhFAQcXAzAgMCgGCCsGAQUF
BwIBFhxodHRwczovl 3d3dy52ZXIpc21nbi5jb20@vcnBhMBAGAIUdIQQWMBQGCCSG
AQUFBwMBBggrBgEFBQcDAjAfBgNVHSME GDAWGBS1 7wsRzsBBAGNKZZBIshzgVy19
RzB2BggrBgEFBQcBAQRgMGgwIAY IKwYBBQUHMAGGGGhB@dHAGLYSVY3NwLnZ1anlz
aWduLmNvbTBABggrBgE FBQcwAoY@aHRAcDovL INWULN1Y3VyZS1HMi 1haWEudmVy
aXNpZ24uY29tLINWULNLY3VyZUcylLmN1 cjBuBggrBgE FBQcBDARIMGChXqBcMFow
WDBWFg1pbWFnZSOnaWYwITAfMACGBS sOAwWIaBBRLa7kolgYMu9BS0)sprEsHiyEF
GDAmFiRodHRwWO1 8vb(G9nby52ZXIpc21nbi5jb2@vdnNsb2dvMSSnaWYwDQY JKoZI
hvcNAQEFBQADggEBALpFBXeG782QsT+GwEE9zBcVCuKjrs13dWK1dFiq30P4y/Bi
ZBYEywBt8zNuYFUE25Ub/zmvmpe7p@G76tmQ8bRp/4qkJoiSesHIvFglimksr3IQ
3gaE1aN2BSUTHxGLnON4F@%hYwwbeEZaCxfgBildEIodNwzcvGl+2L1DWGIOGrNI
NM856x3jqhJCPxYzk9buuCl1B4KzuBCTbexz/1EgYV+DiuTxcfA4uhwMDSe®nynbn
1gqiwRk450mCOngH41y4P41X002t4A/DI1I82ZNct/Qf 16%9a2L fovcOrF7BELTBeSY
R7CKx7fcS5xRaeQdyGj/d)evmOBF /mSdnclS5vas=

END CERTIFICATE

The certificate rules are:
o[ -BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] Beginning and ending; upload

these contents together.

o Each line has 64 characters, and the last line has no more than 64 characters.
2. Certificate chain issued by the intermediate agency:
——-BEGIN CERTIFICATE——-
——END CERTIFICATE——-
——-BEGIN CERTIFICATE—-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE—-
——-END CERTIFICATE——-
The certificate chain rules are:
o There cannot be blank lines between certificates.

o Each certificate complies with the above 1.1 Certificate format requirements.

2. RSA Private Key Format Requirements

For example:
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MITEpAIBAAKCAQEAVZ1iSSSChH67bmT8mFykAxQ1tKCYukwBiWZwk0StFEbTWHyS8K
tTHSfD1u9TL6qycrHEG7cj YD4DK+kVIHU/Of /pUNjOLLnrE3W34DaVzQdKABGAI3A
Xw95grqF JMJ cLvaZkhNKA1+tNPSCPJoo9DDrP7wx7cQx7LbMb@d fZ8858KIoluz)
/fD@XXyuWoqalePZtK9Qnjn957ZEPhjtUpVZuhS3409DDM/t13T18aaNYWhrPBcO
FNcz0Z6XQGF1rZG/Ve520GX6rbS5dUYpdcfXzNSWMEXY g8al L 7ZUHDHHPI4AY satdG
z5TMPnmE f8yZPUYudT1xgMVAov] r@9Dq+5Dm3QIDAQABACIBAGL68Z/nnFyRHrFi
laF6+Wen8ZvNqkm@hAMQWIJh1Vpl£174//8Qyea/EvltulHyB6T/2PZQoNVhxe35
cgQ93Tx424WGpCwlshS fxewfbAYGf3ur8N0xqBul@7BAxaKHNcmNG7dGyol UowRu
S+yXLrpVzH1YkuH8TTS3udd6TeTWi77r8dkGi9KSAZOpRa19B7t+CHKIzmbybs /2
Q6N/zHZ4YAxwkTY1KGHjoieYs111ah1AJvICVgTc3+LzG2pIpM7 I+KOnHCSeswwvM
15x9h/0T/ujZsyX9P0PaAyE2bqy@t080tGexMa76SsvAKVhKFWWjLUnhfEWcqFCD
xghhxkECgYEA+P ftNbGeyX1+/Y/USNM2 fg3+rSCms@j9Bg+9+yZzF5ChqgHuledU
ZXIHrJ9u6B1XElarpijVs/WHmFhYSTm6DbdD7S1tLy@BY4cPTRhzi FTKt8AKIXMK
605uBUiNsq@Z8hn1X1410x2cW9ZQa/H(SudeyQotP4ANsMINgpBV7tCOCgYEAWVNE
@f+/7jUjt@HoyxCh4 STAqk4UBod4+hBCQbNcXvS5qCz4mRy TaWz FEGS8/AR3Md2 rhmZ i
GnJ)5fdfe?uY+JsQfX2Q5])jwTadl BN41ed0Sa/uKRal4UzVgnYp2alKxtuWf fvWblU
+kf728ZIRA6azSLvGmA8hu/GLEbgfU3fkSkwO3ECGYBpYK7TT7IvvnAErMtIf2yS
ICRKbQaB3gPSe/1CgzylnhtaFOUbNxGeuowlLAZROwrz7X3TZqHEDcY 0l 7mK3460f
QhGLITyoehkbYkAUtq038YO4EKh6S/IzMzBOf rXiPKg9s8UKQzkU+GSE7o0t1i+a
R8Xzu835EwxI6BwNN1abpQKBgQC8TialClqlFteXQyGcNdcRelMncUhKIKcP/4+xn
R3kV106MZCfAdqirAjiQNaPkh9Bxbp2eHCrb81MFANLRQS1ok79b/5VmTZMC3upd
EJ/1iSW3jZKPbw7hCFAeRtPhxyNTJ51dEIuSU8EQid8111giPgn@p3sE@HpDI8qZX
aaiMEQKBgQDK2bsnZE9y@ZWh(GTeu94vziKmFrSkIMGH8pLaTiliwliRhRYW]ysZ9
BOIDxnrmwiPaSbCtEpK80zq28dq7qxpCs9CavQRcvOBhSHXx@yy23mOhFRzfDeQ7z
NTKh193HHF1joNM81LHFyGRfEWNrroWSgfBudRGUSRNR/61Q11xZ X e
END RSA PRIVATE KEY

RSA private keys can include all private keys (RSA and DSA), public keys (RSA and DSA), and (x509)
certificates. It stores DER format data encoded in Base64, surrounded by an ASCII header, thus suitable for

text-mode transmission between systems.

RSA private key rules:

o [ -BEGIN RSA PRIVATE KEY——-, ——-END RSA PRIVATE KEY——-] Beginning and ending; upload
these contents together.

 Each line has 64 characters. The last line can be less than 64 characters.
If you do not generate a usable private key in the format of [——-BEGIN PRIVATE KEY——-, ——-
END PRIVATE KEY——-] according to the above scheme, you can convert it into a usable private key

as follows:

openssl rsa -in old_server_key.pem -out new_server_key.pem

Then upload the contents of new_server_key.pem along with the certificate.

Certificate Conversion to PEM Format Instructions

Currently, the CLB only supports certificates in PEM format. Certificates in other formats need to be
converted to PEM format before they can be uploaded to the CLB. It is recommended to use the openssl

tool for conversion. Below are several popular methods for converting popular certificate formats to PEM
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format.

Convert DER Format Certificates to PEM Format

The DER format is commonly found in the Java platform.
Certificate conversion: openssl x509 -inform der -in certificate.cer -out certificate.pem

Private key conversion: openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

Convert P7B Format Certificates to PEM Format

The P7B format is commonly found in Windows Server and tomcat.
Certificate conversion: openssl pkcs7 -print_certs -in incertificat.p7b -out outcertificate.cer

Get the content [—-BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] in outcertificat.cer and
upload it as the certificate.

Private key conversion: Private keys can usually be exported in the IIS server.

Convert PFX Format Certificates to PEM Format

The PFX format is commonly found in Windows Server.
Certificate conversion: openssl pkcs12 -in certname.pfx -nokeys -out cert.pem

Private key conversion: openssl pkcs12 -in certname.pfx -nocerts -out key.pem -nodes

Convert CER/CRT Format Certificates to PEM Format

For certificates in CER/CRT format, you can convert them by directly changing the certificate file extension.

For example, you can simply rename the "servertest.crt" certificate file to "servertest.pem”.
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Balancing Algorithm Selection and Weight
Configuration Instance

Comparative Analysis of CLB Algorithms

Weighted Round-Robin Scheduling
e How It Works

The round-robin scheduling algorithm dispatches requests to different servers in a round-robin
manner, that is, each time the scheduling is executed i = (i + 1) mod n, the i-th server is selected. The
weighted round-robin scheduling algorithm can solve the problem of different performance among
servers. It uses corresponding weights to represent the processing performance of the servers and
allocates requests to each server according to the weights and in a round-robin manner. Servers with
higher weights receive connections first. Servers with higher weights handle more connections than
servers with lower weights. Servers with the same weights handle the same number of connections.
Strength

The strengths of the algorithm are its simplicity and practicality. It does not need to record the status
of all current connections, so it is a stateless scheduling.

Disadvantages

The weighted round-robin scheduling algorithm is relatively simple, but it is not suitable for
situations where the request service time varies greatly or the time consumed by each request is
inconsistent. In this case, the round-robin scheduling algorithm is likely to cause a load imbalance
between servers.

Applicable Cases

The best load situation is when each request takes roughly the same amount of time to reach the
backend. Commonly used for non-persistent connection services, such as HTTP.

User Recommendation

If the user knows that the backend time occupied by each request is basically the same, such as when
it is known that RS processes requests of the same or similar types, it is recommended to choose the
weighted round-robin scheduling method. When the request time difference is small, it is also
recommended to use the weighted round-robin scheduling method because this implementation

method consumes little energy, does not require traversal, and is more efficient.

Weighted Least-Connection Scheduling

e How It Works

In actual situations, the time that each client request stays on the server may vary greatly. As working

hours extend, if a simple round-robin scheduling or random balancing algorithm is used, the number
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of connection processes on each server may vary greatly, and true load balancing is not actually
achieved. The least connection scheduling is a dynamic scheduling algorithm that estimates the
server load based by the number of active connections currently on the server. In contrast to the
round-robin scheduling algorithm, the least connection scheduling is a dynamic scheduling algorithm
that estimates the server load by the number of active connections currently on the server. The
scheduler needs to record the number of connections established by each server. When a request is
scheduled to a server, its connection number increases by 1; when the connection is terminated or
times out, its connection number decreases by 1. The weighted least connection scheduling
algorithm is based on the minimum connection scheduling algorithm. According to the different
processing capabilities of the servers, different weights are assigned to each server so that it can
accept service requests with corresponding weights. It is an improvement on the least connection

scheduling algorithm.

. Assume that the weight of each RS is WI, the current number of connections is CI and calculate CI/WI

in turn. The RS with the smallest value is the next RS to be allocated.

. If there are RS with the same CI/WI, these RS are scheduled using weighted round-robin scheduling.

Strength

This algorithm is suitable for long-time processing request services, such as FTP and other
applications.

Disadvantages

Due to API limitations, the minimum number of connections and session persistence features cannot
be enabled at the same time.

Applicable Cases

The case where the backend time taken by each request varies greatly. Commonly used in persistent
connection services.

User Recommendation

If the user needs to process different requests and the time taken by the requests to complete the
backend differs greatly, such as a difference of orders of magnitude between 3ms and 3s, it is

recommended to use the weighted least connection scheduling algorithm to achieve load balancing.

Source Address Hash Scheduling Algorithm ip_hash

e How It Works

According to the source IP address of the request, the corresponding server is found from the
statically allocated hash table as the hash key. If the server is available and not overloaded, the

request is sent to the server, otherwise it returns nothing.

e Strength

ip_hash can achieve the effect of partial session retention, remember the source IP, and make a client

request always mapped to the same RS through the hash table. Therefore, ip_hash can be used for
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scheduling in cases that do not support session persistence.

e User Recommendation

The source address of the request is hashed and dispatched to a matching server based on the
weight of the backend server. This ensures that requests from the same client IP are always
dispatched to a specific server. This method is suitable for TCP protocol without a cookie feature in
CLB.

Balancing Algorithm Selection and Weight Configuration
Instance

Among the new features that will be released soon in CLB, layer-7 forwarding will support the balancing
method with the least connections. In order to enable the RS cluster to stably undertake business in

different cases, we provide several examples of CLB selection and weight configuration for users' reference.

e Casel

Suppose there are 3 RSs with the same configuration (CPU/memory). Since the performance is
consistent, the user can set the RS weight to 10. Assume that each RS has established 100 TCP links
with the client and a new RS is added. In this case, it is recommended that users use the balancing
method with the least connections. This configuration can quickly increase the load on the fourth RS
and reduce the pressure on the other three RSs.

Case 2

If the user is using cloud services for the first time, the website has not been built for a long time, and
the website load is low, it is recommended to purchase RS with the same configuration. Therefore, RS
are all connect layer servers without distinction. In this scenario, users can set the RS weights to 10
and use a weighted round-robin scheduling method to distribute traffic.

Case 3

The user has 5 servers to host simple static website access, and the computing power ratio of the 5
servers is 9:3:3:3:1 (based on CPU and memory conversion). In this case, users can set the RS weight
ratio to 90, 30, 30, 30, and 10 in sequence. Since most static website access requests are non-
persistent connection requests, a weighted round-robin scheduling method can be used to allow CLB
to allocate requests according to the performance ratio of RS.

Case 4

A user has 10 RSs to handle massive Web access requests and does not want to increase expenses by
purchasing more RSs. A certain RS often restarts due to excessive load. In this case, it is
recommended that users set the corresponding weights according to the performance of the RS and
set a smaller weight for the RS with excessive load. In addition, you can use the least connection load
balancing method to distribute requests to RSs with fewer active connections, thereby solving the

problem of excessive load on a certain RS.
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e Case 5
A user has three RSs to process several persistent connection requests, and the computing power
ratio of these three servers is 3:1:1 (based on CPU and memory conversion). At this time, the server
with the best performance handles more requests. Users do not want to overload this server and
hope to allocate new requests to free servers. In this case, you can use the least connection balancing
method and appropriately reduce the weight of busy servers, so that CLB can distribute requests to
RSs with fewer active servers to achieve load balancing.

e Case 6
A user hopes that subsequent client requests can be assigned to the same server. However, using
weighted round-robin scheduling or weighted least connections cannot guarantee that requests from
the same client are assigned to a fixed server. In order to meet the needs of the customer's specific
application server and ensure that the client's session is sticky or persistent, in this case, we can use
the ip_hash balancing method to distribute traffic. This method ensures that requests from the same
client are always directed to the same RS. (Except when the number of servers changes or the server

is unavailable)
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Purchase Guide
Billing Overview

This document gives a full overview of the billing options for Converge Cloud Load Balancer (CLB)
instances. CLB is a cloud service that distributes traffic across multiple servers to improve application
performance and avoid single points of failure. By intelligently balancing the load, CLB ensures that your
application remains fast, stable, and highly available, even during periods of high demand. It uses a

cluster-based setup to achieve up to 99.95% availability.

Key Advantages of Converge Cloud Load Balancer (CLB)

1. High Performance - With the ability to support hundreds of millions of concurrent connections and
handle millions of requests per second, a CLB cluster ensures performance at scale—perfect for
businesses running e-commerce, social networking, or gaming platforms with over 10 million daily

visits.

2. High Availability - CLB is built on a high-availability cluster model, providing up to 99.95% uptime.
Even with just one physical server remaining, it can handle tens of millions of connections. The
system continuously monitors health status, removing faulty components and keeping the rest stable

to ensure consistent service.

3. High Elasticity - CLB enables elastic scaling of your application by adjusting resources in real time
through Auto Scaling, which adds or removes CVMs based on load. With built-in monitoring and
accurate per-second billing, you can run efficiently without manual effort or over-provisioning—

minimizing waste and maximizing value.

4. High Security and Stability - CLB includes built-in protection against common network threats like
DDoS and web attacks, powered by the BGP Anti-DDoS system. It filters malicious traffic within
seconds, helping prevent IP blocking and bandwidth overload.

A built-in synproxy mechanism that protects backend servers from crashes during attacks, ensuring
service stability. All public CLB instances come with Anti-DDoS Basic by default, with options to
upgrade to Pro, Advanced, or add Web Application Firewall (WAF) for stronger protection.

5. Low Costs - CLB helps reduce costs and complexity by removing the need for physical load balancers

and routine manual tasks—cutting hardware and labor expenses by up to 99%. Choose from flexible

billing options based on your usage.
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Billing Items

Converge CLB currently provides a Shared Instance that supports self-service management, automated
fault recovery, and protection against network attacks. It is suitable for use cases such as enterprises,
residential communities, e-commerce platforms, and online games. The service charges for CLB consist of

three components: the instance fee, the network fee, and the cross-region binding fee.

bill-by-IP accounts

Instance Instance Public Network Cross-Region Binding
Network Type
Type Type Fee Fee
Public Network Yes
Shared Private Yes Optional
No
Network

Optimizing Performance with Converge CLB Shared Instance
%% Simple Configuration

Easy to set up and manage, making it ideal for beginners and small to medium-sized deployments.

Cost-Effective
You share the load balancing infrastructure with other users, which helps reduce costs without

compromising performance.

Common Use Cases
Well-suited for standard web applications, e-commerce platforms, company websites, and internal tools.

Secure and Isolated
Although resources are shared, your traffic and data remain secure and logically isolated from others.

Billing Modes

Standard Account Type (bill-by-IP accounts)

In this account type, bandwidth and traffic are assigned to public IP addresses or Cloud Load Balancers
(CLBs), rather than directly to Cloud Virtual Machines (CVMs). As a result, CVMs do not have direct access

to public network bandwidth or traffic resources.

Billing Network Billing

Best F
Mode Mode est For
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Network Billing
Mode

Traffic-based
billing

Bandwidth
packages

Best For

Bill by the outgoing data volume

Cloud Load Balancer

Bill by the higher one between inbound bandwidth peak and

outbound bandwidth peak
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Billing
Instance Pricing

Instance Pricing

Converge Cloud Load Balancer (CLB), an "instance" refers to an individual CLB service unit that you create
and configure to distribute traffic across backend servers (such as CVMs). It's the actual deployed load
balancer that handles incoming requests based on your selected settings (e.g., region, protocol, forwarding

rules).

A Converge CLB instance continues to incur charges for the instance fee even when it is idle—that is, when

there are no incoming access requests and no real servers are associated with it.
Converge CLB offers two types of instances:

e CLB supports TCP, UDP, HTTP, and HTTPS protocols, allowing you to flexibly forward traffic based on
domain names and URL paths.

« Classic CLB offers easy configuration but lacks support for HTTP/HTTPS over private networks.

CLB Classic CLB
Product Type Public Private Public Private
Network Network Network Network
Layer-7 forwarding (HTTP/ , , , y
HTTPS)
Layer-4 forwarding (TCP/UDP) v v v v
Encrypted Layer-4 forwarding , , y y

(TCP SSL)

Billing cycle (Pay-As-You-Go)

 The instance fee is charged daily but calculated based on usage.
« Billing begins when the CLB instance is successfully deployed and stops once the termination process
is triggered.

e The minimum billing unit is one hour.

Key Considerations:

When a pay-as-you-go CLB instance is created, an hourly fee—equivalent to 1/24 of the daily rate—is

automatically deducted from your account balance. Please ensure your account has enough funds to cover
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this cost.
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Network Pricing

Network Pricing

In Converge Cloud Load Balancer (CLB), network use refers to the data transferred between the CLB
instance and the internet or other Converge Cloud resources. This includes both inbound (incoming) and
outbound (outgoing) traffic. Only public network CLBs incur network fees. Private network CLB instances do

not incur network fees.

Outbound Bandwidth

(Purchased) Inbound Bandwidth (Allocated) Description
Minimum inbound bandwidth
< 10 Mbps 10 Mbps allocation
> 10 Mbps Equal tp purchased outbound Inboun.d matches outbound
bandwidth bandwidth

All network billing modes:

o If the user purchases 10 Mbps or less of outbound bandwidth, Converge Cloud provides 10 Mbps of
public network inbound bandwidth by default.
« If the user purchases greater than 10 Mbps, Converge Cloud allocates public network inbound

bandwidth equal to the purchased outbound bandwidth.

Billing cycle (Pay-As-You-Go)
For pay-as-you-go CLB instances, the network billing modes include traffic-based billing and bandwidth-

based billing.
A. Traffic-based billing (Pay-by-Traffic)

In Converge Cloud, data transferred over the public network is calculated in gigabytes (GB) and billed on an
hourly basis. This pricing model is well-suited for businesses with fluctuating or unpredictable traffic and is
most cost-effective when bandwidth utilization is below 10%. You can set a bandwidth cap to control costs

—any traffic beyond the cap is dropped without additional charges.
This model is best suited for:

« Startups and small applications
« Testing or development environments

 Seasonal or campaign-based traffic

It offers flexibility, accurate billing, and helps avoid overpaying for unused bandwidth.
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Key Considerations:

« Traffic charges are based on the outbound traffic sent from the CLB instance to the public network.

« To avoid unexpected costs from traffic spikes, you can set a bandwidth limit—any traffic beyond the
cap is discarded and not billed.

e Traffic is measured using binary units, where 1 TB = 1,024 GB and 1 GB = 1,024 MB.

INCLUDE PRICING
B. Bandwidth-based Billing (Pay-by-Bandwidth)

Bandwidth-based billing charges you based on the fixed outbound bandwidth (in Mbps) that you pre-
select, regardless of how much traffic is actually used. This model is offered by Converge Cloud for CLB

users who need stable and predictable network performance.

It is especially recommended for scenarios where traffic remains steady or high over time, such as live
streaming, gaming platforms, enterprise websites, or real-time communication services. Since the cost does
not fluctuate with usage, this billing model offers budget predictability, which is ideal for organizations
managing fixed monthly operational costs.

While it may not be as cost-effective for low or variable traffic, it ensures reliable bandwidth availability,

helping maintain performance consistency during peak demand.
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Purchase Methods

Purchase Methods

Converge Cloud allows you to purchase a CLB instance on the official purchase page or via APL

1. Log in to the Converge Cloud console and go to the CLB purchase page.

2. Select the following CLB configuration items as needed:

Parameter Description

Billing mode Supports pay-as-you-go billing.
Region Select a region.

Instance type Supports the CLB instance type only.

Cloud Load Balancer (CLB) supports two network types: public and private.

e In a public network, CLB handles traffic coming from the internet.
e In a private network, CLB distributes traffic within the Converge Cloud
internal network.

Private network CLB instances do not support certain settings, such as: Elastic IP
(EIP), IP version, ISP selection, instance specifications, network billing options, and
bandwidth limits—so these options are hidden by default.

Network type

Support for network types depends on the billing method:

e Under the pay-as-you-go model, both public and private networks are
supported.

« If you do not select an Elastic IP (EIP), Converge Cloud will provide a public
network CLB instance with a fixed public IP address that cannot be modified.
« If you choose to use an EIP, Converge Cloud will assign an Elastic IP along
Elastic IP with a private network CLB instance that functions similarly to a public CLB.

Note: Only pay-as-you-go public CLB instances support the option to bind an EIP.

Cloud Load Balancer (CLB) supports three IP versions: IPv4, IPv6, and IPv6 NAT64.
IP version Note that only pay-as-you-go CLB instances currently support IPv6, which is still in
beta testing.
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Parameter

Network

ISP

Primary/
Secondary
availability zone

Instance
specification

Network billing
mode

Bandwidth cap

Project

Tag

Instance name

Copyright: Converge Cloud
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Description

Load Balancer (LB) supports both classic network and Virtual Private Cloud (VPC)
environments

e The classic network is a shared public network where private IP addresses
are automatically assigned by Converge Cloud. Users cannot define IP
ranges or specific addresses.

e AVPCis an isolated, customizable network within Converge Cloud. It allows
users to set custom IP ranges, assign specific IPs, and define routing rules.

For greater flexibility and control, using a VPC is recommended—especially for
applications that require tailored network configurations.

The primary availability zone (AZ) is the main zone that actively handles incoming
traffic. The secondary AZ remains on standby and only takes over if the primary
AZ becomes unavailable, ensuring service continuity and high availability.

Shared Instances provide performance based on their defined specifications. Each
instance can handle up to 50,000 concurrent connections, support 5,000 new
connections per second, and process 5,000 queries per second, ensuring reliable
service for typical workloads.

Cloud Load Balancer supports multiple network billing options, including
bandwidth-based billing (monthly or hourly), traffic-based billing, and bandwidth
packages. For pay-as-you-go instances, the available billing modes are: hourly
bandwidth, traffic-based, and bandwidth package.

For shared CLB instances, the maximum public network bandwidth is capped at 2
Gbps. For the private network, it's recommended to keep the bandwidth limit
within 5 Gbps to ensure stable performance. For CLB instances that support Load
Capacity Units (LCU), the bandwidth cap is determined by the instance
specification selected during setup.

Select a project.

Select a tag key and value.

You can assign a name with up to 60 characters, including letters, numbers,
hyphens (-), underscores (_), and dots (.).
If no name is provided, Converge Cloud will generate one automatically.
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3. Once you've completed the configuration, review the quantity and pricing details, then click "Buy
Now" to proceed.
o If you're using the pay-as-you-go billing option, a confirmation window will appear—simply
click "OK" to finalize the purchase.
4. After completing your purchase, the CLB instance becomes active, and you can start configuring and
using it right away.
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Payment Overdue

Payment Overdue

Payment Overdue Timeline: Important Dates and Notices

1. Starting from the point when the account balance becomes 3.Seven days after being isolated, the CLB
negative, the CLB is still available for the next 2 hours is released and cannot be recovered.
Normal running Payment due day
2. 2 hours later, the CLB is isolated. You can clear the overdue payment to recover it

« To avoid continued charges, make sure to delete any unused pay-as-you-go resources.
« Please note that due to ongoing usage updates, there may be minor differences between your actual

usage and displayed account balance.

Balance Alert

e The system checks your current balance and how much you've used in the past 24 hours to estimate
when your funds might run out. If it looks like your balance will be used up within 5 days, an alert is
sent to the account owner and any collaborators who subscribed to alerts, through email, SMS, or the

Message Center.

Overdue Payment Alert

« Pay-as-you-go resources are charged by the hour. If your account balance goes negative (as shown in
Point 1 in the figure), an alert is sent to the Converge Cloud account owner and any collaborators

who've subscribed to notifications via email, SMS, or the Message Center.

Overdue Policies

» Once your account balance goes negative, your pay-as-you-go load balancers will keep running for 2
more hours, and billing will continue during that time. After 2 hours (see Point 2 in the figure), the
load balancers will be suspended, and billing will stop.

o If a CLB is isolated and suspended, it will be permanently deleted after seven days and can’t be

recovered.

Key Considerations:
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e A CLB instance remains bound to its associated CVM unless manually unbound. Isolation of the CVM

does not affect this binding.
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Troubleshooting
UDP Health Check Exception

This section covers troubleshooting issues related to Cloud Load Balancer. This aims to ensure that you, our
valued customers, can easily resolve any problems with load balancing to ensure greater availability and

distribution of workloads in your environment.

UDP Health Check Exception:

In the CLB UDP health check, the results are different from the actual status of the server port.

If the PING command is successful and an error message port XX unreachable is not returned within the
response timeout period, the real server is considered healthy. Otherwise, the real server is considered

unhealthy.

There are two possible causes for this error:

The response timeout period is too short for the real server to return an ICMP message reply or a port
unreachable to the health check nodes, leading to an inaccurate health check result.

The real server restricts the rate at which ICMP messages are generated. In this case, when a service
exception occurs, port XX unreachable cannot be returned, and the CLB instance considers that the health
check is successful, as no ICMP response is received. Therefore, the health check result is inconsistent with

the actual server health.

Troubleshooting steps:

1. Check if the response timeout is too short. Log into the CLB Console, and increase the timeout

duration of the UDP listener.
Note:

UDP health checks are different from other health checks. If the health check timeout period is too
short, the health check result will switch back and forth between healthy and unhealthy.

2. If the error persists, check whether the real server restricts the frequency of ICMP messages. Log in to

the real server, and run the following commands to check the rate limit.

sysctl -q net.ipv4.icmp_ratelimit
sysctl -q net.ipv4.icmp_ratemask

3. Check whether the return value of the first command is 0 or 1000 (default). We recommend using the

default value.
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4. If the error persists, run the following command to disable the rate limit of the ICMP.

Note:
Note that if the rate limit of ICMP port unreachable messages is lifted, when the real server is connected to
the public network and encounters UDP port scanning attack, it will keep returning port unreachable

messages

# Run the command "net.ipv4.icmp_ratemask’ in step 2 to query the rate mask

# Keep the first three digits of the returned rate mask unchanged, and subtract 8 from the last digit. Fo
r example, if the mask returned is "6168", replace "xxxx" with 6160; if it is 1819, replace "xxxx" with 181
1

sysctl -w net.ipv4.icmp_ratemask=xxxx

Step 1. Configure a listener
Log in to the CLB Console and click Instance management in the left sidebar.

Select your region in the top-left corner of the CLB instance list and click Configure listener in the

Operation column of the target instance.

Under TCP/UDP/TCP SSL/QUIC listener, click Create, and configure the UDP listener in the pop-up

window.

3.1 Configure basic parameters
Parameter Description Example
Name Listener name. test-udp-8000

Listening protocol: In this case, select UDP.

Listening port: The port used to receive requests and forward

Listening them to real servers. The port number ranges from 1 to
protocol and 65535. Port 4789 is reserved for the system and is not yet UDP:8000
port unavailable.

A listening port must be unique in the same CLB instance.

Balancing CLB supports two scheduling algorithms for UDP listeners: WRR
method weighted round robin (WRR) and weighted least connections
(WLCQ)

WRR: Requests are distributed to real servers in sequence
based on their weights. This algorithm performs scheduling
based on the number of new connections. Servers with higher
weights are more likely to be scheduled and servers with the
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Parameter

Schedule by
QUICID

Configure
ProxyProtocol

Description
same weight process the same number of connections.

WLC: Loads of servers are estimated based on the number of
active connections to the servers. This algorithm performs
scheduling based on server loads and weights. For servers
with the same weight, those have less loads are more likely to
be scheduled.

Note: If WLC is selected, the listener does not support session
persistence.

Once this feature is enabled, CLB will schedule client requests
by QUIC ID, so requests with the same QUIC Connection ID
will be scheduled to the same real server. If a request doesn't
have a QUIC Connection ID, it will be downgraded to normal
WRR scheduling, i.e., scheduling according to the quadruple
(source IP address + destination IP address + source port +
destination port).

After checking, you can enable the ProxyProtocol
configuration. It supports carrying the client's source address
to the real server through the ProxyProtocol protocol.

3.2 Configure health check

3.3 Configure session persistence

Parameter

Session
persistence

Hold Time

Copyright: Converge Cloud

Description

After session persistence is enabled, a CLB listener will
distribute access requests from the same client to the same real
server.

UDP session persistence is implemented based on the client IP
address. The access requests from the same IP address are
forwarded to the same real server.

Session persistence can be enabled for WRR scheduling but not
WLC scheduling.

Session persistence duration.

Session persistence is terminated if there are no new requests
in the connection within the specified duration.

Value range: 30-3600 seconds

8/1/2026, 9:16:28 AM
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Example

Enabled

Check and use

Example

Enabled

30 seconds
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Step 2. Bind a real server

On the Listener management page, click the created listener UDP:8000 to view the bound real servers on
the right of the listener.
Click Bind, select the target real server, and configure the server port and weight in the pop-up window.

Note:
If you set the default port first and then select real servers, the port of every real server is the default

port.

Step 3. Configure a security group (optional)
You can configure a CLB security group to isolate public network traffic.
Step 4. Modify or delete a listener (optional)

If you need to modify or delete a created listener, click the listener on the Listener management page and

click »* for modification or i for deletion.
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API Documentation
Load balancer(clb)

version(2018-03-17)
API overview

API version

V3

CLB APIs

Interface name Interface function
AutoRewrite AutoRewrite
BatchDeregisterTargets BatchDeregisterTargets
BatchModifyTargetWeight BatchModifyTargetWeight
BatchRegisterTargets BatchRegisterTargets
CreateListener CreateListener
CreateLoadBalancer CreateLoadBalancer
CreateRule CreateRule

DeleteCert DeleteCert
DeleteListener DeleteListener
DeleteLoadBalancer DeleteLoadBalancer
DeleteRewrite DeleteRewrite
DeleteRule DeleteRule
DeregisterTargets DeregisterTargets

DescribeAppldLabel DescribeAppldLabel
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DescribeCerts
DescribeCustomizedConfigAssociatelList
DescribeCustomizedConfigList
Describelsplnfo
DescribelListenerListByCertld
DescribelListeners
DescribeLoadBalancers
DescribeRewrite
DescribeSubUinQuotas
DescribeTargetHealth
DescribeTargets
DescribeTaskStatus
InquiryPriceModifyLoadBalancer
ManualRewrite

ModifyCertAlias
ModifyDomainAttributes
ModifyListener
ModifyLoadBalancerAttributes
ModifyRule

ModifyTargetPort
ModifyTargetWeight
RegisterTargets

ReplaceCert
SetCustomizedConfigForLoadBalancer

SetSubUinQuotas

Copyright: Converge Cloud

Interface function

DescribeCerts
DescribeCustomizedConfigAssociateList
DescribeCustomizedConfigList
Describelsplnfo
DescribelistenerListByCertld
Describelisteners
DescribelLoadBalancers
DescribeRewrite
DescribeSubUinQuotas
DescribeTargetHealth
DescribeTargets
DescribeTaskStatus
InquiryPriceModifyLoadBalancer
ManualRewrite

ModifyCertAlias
ModifyDomainAttributes
ModifyListener
ModifyLoadBalancerAttributes
ModifyRule

ModifyTargetPort
ModifyTargetWeight
RegisterTargets

ReplaceCert
SetCustomizedConfigForLoadBalancer

SetSubUinQuotas
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Interface name

UpLoadCert

Other APIs

Interface name
DescribeLoadBalancerListByCertld
SetLoadBalancerSecurityGroups

SetSecurityGroupForLoadbalancers

Copyright: Converge Cloud

Interface function

UpLoadCert

Interface function
DescribeLoadBalancerListByCertld
SetLoadBalancerSecurityGroups

SetSecurityGroupForLoadbalancers
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CallingMethod
sighaturevl

Converge Cloud authenticates each access request, i.e. each request needs to include authentication
information (Signature) in the common parameters to verify the identity of the requester.

The Signature is generated by the security credentials which include Secretld and SecretKey. If you don't
have the security credentials yet, go to the API Key page to apply for them; otherwise, you cannot invoke
the APL

1. Applying for Security Credentials

Before using the API for the first time, go to the API Key page to apply for security credentials.

Security credentials consist of Secretld and SecretKey:

« Secretld is used to identify the API requester.
« SecretKey is used to encrypt the signature string and verify it on the server.

e You must keep your security credentials private and avoid disclosure.

You can apply for the security credentials through the following steps:

1. Log in to the Converge Cloud Console.
2. Go to the Cloud API Key page.
3. On the API Key Management page, click Create Key to create a Secretld/SecretKey pair.

Note: Each account can have up to two pairs of Secretld/SecretKey.

2. Generating a Signature

With the Secretld and SecretKey, a signature can be generated. The following describes how to generate a

signature:
Assume that the Secretld and SecretKey are:

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

Note: This is just an example. For actual operations, please use your own Secretld and SecretKey.

Take the Cloud Virtual Machine's request to view the instance list (Describelnstances) as an example. When

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 204 Pages Total 313 Pages



Cloud Load Balancer

N\

you invoke this AP, the request parameters may be as follows:

Parameter _—
Description Parameter value

name
Action Method name Describelnstances
Secretld Key ID AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp Current timestamp 1465185768
Nonce Random positive integer 11886

. Region where the instance is
Region luzon

Instancelds.O

located

ID of the instance to query

ins-09dx96dg

Offset Offset 0
Limit Allowed maximum output 20
Version API version number 2017-03-12

2.1. Sorting Parameters

First, sort all the request parameters in an ascending lexicographical order (ASCII code) by their names.
Notes: (1) Parameters are sorted by their names instead of their values; (2) The parameters are sorted based
on ASCII code, not in an alphabetical order or by values. For example, Instancelds.2 should be arranged
after Instancelds.12. You can complete the sorting process using a sorting function in a programming

language, such as the ksort function in PHP. The parameters in the example are sorted as follows:

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : O,
'‘Region' : 'luzon’,
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

When developing in another programming language, you can sort these sample parameters and it will

work as long as you obtain the same results.
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2.2. Concatenating a Request String

This step generates a request string.

Format the request parameters sorted in the previous step into the form of "parameter name"="parameter
value". For example, for the Action parameter, its parameter name is "Action” and its parameter value is
"Describelnstances”, so it will become Action=Describelnstances after formatted.

Note: The "parameter value" is the original value but not the value after URL encoding.

Then, concatenate the formatted parameters with "&". The resulting request string is as follows:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region
=luzon&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=
2017-03-12

2.3. Concatenating the Signature Original String

This step generates a signature original string.

The signature original string consists of the following parameters:

1. HTTP method: POST and GET modes are supported, and GET is used here for the request. Please note
that the method name should be in all capital letters.

2. Request host: the domain name of the request to view the list of instances (Describelnstances) is
cvm.convergecloud.com. The actual request domain name varies by the module to which the API
belongs. For more information, see the instructions of the specific APL

3. Request path: The request path in the current version of Cloud APl is fixed to /.

4. Request string: the request string generated in the previous step.

The concatenation rule of the signature original string is: Request method + request host + request path +

? + request string
The concatenation result of the example is:
GETcvm.convergecloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Non

ce=11886&0ffset=0&Region=Iluzon&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timest
amp=1465185768&Version=2017-03-12

2.4. Generating a Signature String

This step generates a signature string.
First, use the HMAC-SHAL1 algorithm to sign thesignature original stringobtained in the previous step, and

then encode the generated signature using Base64 to obtain the final signature.

The specific code is as follows with the PHP language being used as an example:
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$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.convergecloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit
=20&Nonce=118868&0ffset=0&Region=luzon&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPL
E&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

The final signature is:

EliPOYW3pW28FpsEdkXt/+WcGel=

When developing in another programming language, you can sign and verify the original in the example

above and it works as long as you get the same results.

3. Encoding a Signature String

The generated signature string cannot be directly used as a request parameter and must be URL encoded.

For example, if the signature string generated in the previous step is EIliP9YW3pW28FpsEdkXt/+WcGel=,
the final signature string request parameter (Signature) is EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d,

which will be used to generate the final request URL.

**Note: If your request method is GET, or the request method is POST and the Content-Type is application/
x-www-form-urlencoded, then all the request parameter values need to be URL encoded (except the
parameter key and the symbol of =) when sending the request. Non-ASCII characters need to be encoded
with UTF-8 before URL encoding. **

Note: The network libraries of some programming languages automatically URL encode all parameters,
in which case there is no need to URL encode the signature string; otherwise, two rounds of URL

encoding will cause the signature to fail.

Note: Other parameter values also need to be encoded using RFC 3986. Use %XY in percent-encoding
for special characters such as Chinese characters, where "X" and "Y" are hexadecimal characters (0-9

and uppercase A-F), and using lowercase will cause an error.

4. Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error code Error description

AuthFailure.SignatureExpire The signature is expired
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Error code Error description

AuthFailure.SecretldNotFound The key does not exist
AuthFailure.SignatureFailure Signature error
AuthFailure.TokenFailure Token error
AuthFailure.InvalidSecretld Invalid key (not a Cloud API key type)

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Converge Cloud SDK 3.0, Swhich
encapsulates the signature process, enabling you to focus on only the specific APIs provided by the
product when developing. See SDK Center for more information. Currently, the following programming

languages are supported:

e Python
e Java

e PHP

e Go

e Node

To further explain the signing process, we will use a programming language to implement the process
described above. The request domain name, API and parameter values in the sample are used here. This
goal of this example is only to provide additional clarification for the signature process, please see the SDK
for actual usage.

The final output URL might be: https://cvm.convergecloud.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=luz
on&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2B
WcGel%3D&Timestamp=1465185768&Version=2017-03-12

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this
URL is opened in the browser or called using commands such as curl, an authentication error will be
returned: Signature expired. In order to get a URL that can work properly, you need to replace the Secretld
and SecretKey in the example with your real credentials and use the current time of the system as the
Timestamp.

Note: In the example below, even if you use the same programming language, the order of the parameters
in the URL may be different for each execution. However, the order does not matter, as long as all the

parameters are included in the URL and the signature is calculated correctly.
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Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature
processes. Even with an older API, signature calculation errors may occur due to the differences in details.
Please refer to the corresponding documentation.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.convergecloud.com/?");
// When signing, the parameters need to be sorted in lexicographical order. TreeMap is used here
to guarantee the correct order.
for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}
return s2s.toString().substring(0, s2s.length() - 1);

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.convergecloud.com/?");
// There is no requirement for the order of the parameters in the actual request URL.
for (String k : params.keySet()) {
// The request string needs to be URL encoded. As the Key is all in English letters, only the valu
e is URL encoded here.
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

Cloud Load Balancer
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public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMap enables automati
c sorting

// A random number should be used when actually calling, for example: params.put("Nonce", new
Random().nextInt(java.lang.Integer MAX_VALUE));

params.put("Nonce", 11886); // Common parameter

// The current time of the system should be used when actually calling, for example: params.put
("Timestamp", System.currentTimeMillis() / 1000);

params.put("Timestamp", 1465185768); // Common parameter

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // Common parameter

params.put("Action”, "Describelnstances"); // Common parameter

params.put("Version", "2017-03-12"); // Common parameter

params.put("Region”, "luzon"); // Common parameter

params.put("Limit", 20); // Business parameter

params.put("Offset", 0); // Business parameter

params.put("Instancelds.0", "ins-09dx96dg"); // Business parameter

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHA1")); // Common parameter

System.out.printIn(getUrl(params));

}

Python

Note: If running in a Python 2 environment, the following requests dependency package must be installed

first: pip install requests .

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, paramsl[k]) for k in sorted(params))

return s + query_str

def sign_str(key, s, method):
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hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.convergecloud.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'luzon’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# n actual invocation would occur here, which may incur fees after success
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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sighaturev3

Converge Cloud The API will authenticate each access request, meaning that each request must include
signature information (Signature) in the public request parameters to verify the requester's identity.

The signature information is generated by the security credentials, which include Secretld and SecretKey .
If the user does not have security credentials, please apply for them on the Cloud API Key page, otherwise

they cannot call the Cloud API interfaces.

1. Apply for security credentials.

Before using the Cloud API for the first time, please go to the Cloud API Key page to apply for a security
credential.

Security credentials include Secretld and SecretKey:

« Secretld The security credentials are used to identify the identity of the API caller.
« SecretKey The secret key is used to encrypt and sign the string for server-side verification of the
signature.

o Users must strictly protect their security credentials and avoid disclosure them.

The specific steps to apply for security credentials are as follows:

1. Log in to Converge Cloud Administration Center Console
2. Go to the console page for cloud API keys
3. On the Cloud API Key page, click New to create a pair of Secretld/SecretKey

Note: Developer accounts can have up to two pairs Secretld / SecretKey.

2. TC3-HMAC-SHA256 signature method

Note: For GET method, only Content-Type: application/x-www-form-urlencoded protocol format is
supported. For POST method, Content-Type: application/json and Content-Type: multipart/form-data are
currently supported. By default, all business interfaces are supported in json format. Only specific business
interfaces are supported in multipart format. In this case, the interface cannot be called in json format.

Refer to the specific business interface document description.

The following takes Cloud Virtual Machine querying Region-1 instance list as an example to introduce the
signature calculation process step by step. We only use two parameters for the query instance list: Limit
and Offset, called using the GET method.
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Assume that the Secretld and SecretKey of the user are AKIDz 8krbs) 5yKBZQpn 74WFkmLPx 3EXAMPLE
and Gu 5t9xGARNpq 86cd 98joQYCN3EXAMPLE, respectively.

2.1. splice specification request string

Concatenate CanonicalRequest strings in the following format:

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod: HTTP request methods (GET, POST), GET in this example;

 CanonicalURI: URI parameter, API 3.0 fixed to forward slash (/);

 CanonicalQueryString: Query string in the URL that initiates the HTTP request. For POST requests, it is
fixed as an empty string. For GET requests, it is the question mark (?) in the URL. The following string
content, this example value is: Limit=10&Offset=0. Note: CanonicalQueryString needs to be URL
encoded.

» CanonicalHeaders: The header information of participating signature, at least including host and
content-type, can also be added with customized header to improve the uniqueness and security of
its own request. Splicing rules: 1) head key and value are uniformly converted to lowercase, and the
first and last spaces are removed, and spliced according to the format of key:value\n;2) multiple
heads are spliced according to the dictionary sorting of head key (lowercase). In this example:
content-type: application/x-www-form-urlencoded\nhost: cvm.convergecloud.com\n

« SignedHeaders: The header information involved in the signature indicates which headers participate
in the signature of this request, and the header content contained in CanonicalHeaders is one-to-one
corresponding. content-type and host are required headers. constructed as: 1) The head key is
uniformly converted to lowercase; 2) Multiple header keys (lowercase) are concatenated according to
dictionary sorting and separated by semicolons (;). In this case: content-type;host

o HashedRequestPayload: The hash value of the request body, calculated as
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), SHA256 hash the entire payload of the HTTP
request body, then hexadecimal encoding, and finally converting the encoding string to lowercase
letters. Note: For GET requests, RequestPayload is fixed as an empty string. For POST requests,
RequestPayload is the payload of the HTTP request body.

According to the above rules, the resulting canonical request string in the example is as follows (for clarity,

\nnewlines are replaced by a new line printed separately):

GET
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/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.convergecloud.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. Concatenate the string to be signed

Concatenate the string to be signed in the following format:

StringToSign =
Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm: Signature algorithm, currently fixed as TC3-HMAC-SHA256;

e RequestTimestamp: Request timestamp, i.e. the X-TC-Timestamp value of the request header. The
request in the example above is 1539084154;

 CredentialScope: Credential range in the format Date/service/tc3_request, containing date, requested
service and termination string (tc3_request). **Date is the date of UTC standard time, the value needs
to be consistent with UTC standard time converted by common parameter X-TC-Timestamp **;service
is the product name, which must be consistent with the product domain name called, such as cvm.
The above example request, the value is 2018-10-09/cvm/tc3_request;

e HashedCanonicalRequest: The hash value of the canonical request string obtained by concatenating

the above steps is calculated by Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

note:

1. Date must be calculated from timestamp X-TC-Timestamp and time zone UTC+0. Adding local
time zone information to the system, such as East Zone 8, will cause calls to succeed during the
day and night, but calls to fail in the early hours of the morning. Assuming the timestamp is
1551113065, the time in the East Eight District is 2019-02-26 00:44:25, but the calculated Date
with UTC+0 should be 2019-02-25 instead of 2019-02-26.

2. Timestamp must be the current system time and ensure that the system time and standard time
are synchronized. If the difference exceeds five minutes, it will fail. If it is not synchronized with
the standard time for a long time, it may cause the request to fail after running for a period of

time (return signature expiration error).

According to the above rules, the string to be signed in the example is as follows (for clarity,\nnewlines are
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replaced by new lines printed):

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

2.3. calculate the signature

1. Compute the derived signature key, pseudocode as follows

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

 SecretKey: Original SecretKey;

Cloud Load Balancer

 Date: That is, the Date field information in Credential, as shown in the example above, is 2018-10-09,;

« Service: That is, the Service field information in Credential, as shown in the example above, is cvm;

2. Calculate the signature, pseudocode as follows

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

« SecretSigning: That is, the derivative signature key calculated above;

« StringToSign: That is, the character string to be signed calculated in step 2;

2.4. Splicing Authorization

Splice as follows Authorization:

Authorization =
Algorithm + "' +
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '
‘Signature=" + Signature

« Algorithm: Signature method, fixed as TC3-HMAC-SHA256;

« Secretld: Secretld in key pair;

 CredentialScope: See above, Scope of Voucher;

 SignedHeaders: See above, header information for participating signatures;

« Signature: signature value
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According to the above rules, the values obtained in the example are:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

The final complete invocation information is as follows:

https://cvm.convergecloud.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458
2db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.convergecloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: luzon

3. signing failed

According to the actual situation, there are the following signature failure error codes, please handle

according to the actual situation

error code error description
AuthFailure.SignatureExpire signature expiration
AuthFailure.SecretldNotFound key is not present
AuthFailure.SignatureFailure signature error
AuthFailure.TokenFailure token error
AuthFailure.InvalidSecretld Illegal key (not cloud API key type)

4. Signature Demo
Java

import java.io.BufferedReader;
import java.io.InputStream;
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import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
private final static String ENDPOINT = "cvm.convergecloud.com”;
private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

Cloud Load Balancer

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode

d";

private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.convergecloud.com”;

String region = "luzon”;

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

// Pay attention to the time zone, otherwise it is easy to make mistakes.
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

[ FrFFREERERREk Gtap 1 Assemble the specification request string ****xxkkiax
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String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

[ FrFEFFEFERRRER Stap 2: Stitching the string to be signed ***x*xkxkixkx

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printIn(stringToSign);

// *kkkkkkkkkkkk Step 3: Calculate the Signature *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request”);

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();

System.out.printIn(signature);

// *kkkkkkkkkkkk Step 4: Splicing Authorization *kkkkkkkkkkhkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp”, timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

-*- coding: utf-8 -*-

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 218 Pages Total 313 Pages



N\

Cloud Load Balancer

import hashlib, hmac, json, os, sys, time
from datetime import datetime

# key parameters
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.convergecloud.com”

endpoint = "https://" + host

region = "luzon"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# rerrkiekikkxk Step 1: Assemble the specification request string *****x*kxkixk
http_request_method = "GET"
canonical_uri = "/"
canonical_querystring = "Limit=10&Offset=0"
ct = "x-www-form-urlencoded"
payload = ""
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# eRxkrkkkkkkxk Step 2: Stitching the string to be signed ****x*xkikikx
credential_scope = date + "/" + service + "/" + "tc3_request”
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)
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# *kkkkkkkkikkkk Step 3: Calculate the Signature *kkkkkkkkikkkk
# Compute signature digest function
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkhkkkkkkkkk Step 4: SpliCIng Authorlzatlon kkkkhkkkkkkkhkk

noun

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# Common parameters added to request header
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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request

1. Service Address

Region refers to the geographical area of a physical data center. Converge Cloud ensures complete
isolation between different regions, providing maximum stability and fault tolerance. To reduce access

latency and improve download speed, it is recommended to choose the region closest to your customers.

You can view the complete region list by using the API interface "DescribeRegions”.

2. Communications Protocol

All the Converge Cloud APIs communicate via HTTPS, providing highly secure communication tunnels.

3. Request Methods

Supported HTTP request methods:

e POST (recommended)
o GET

PThe Content-Type types supported by POST requests:

« application/json (recommended). The TC3-HMAC-SHA256 signature algorithm must be used.

e application/x-www-form-urlencoded. The HmacSHA1 or HmacSHA256 signature algorithm must be
used.

o multipart/form-data (only supported by certain APIs). You must use TC3-HMAC-SHA256 to calculate

the signature.

The size of a GET request packet is up to 32 KB. The size of a POST request is up to 1 MB when the
HmacSHAL or HmacSHA256 signature algorithm is used, and up to 10 MB when TC3-HMAC-SHA256 is

used.

4. Character Encoding

Only UTF-8 encoding is used.
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result

Response for Successful Requests

For example, when calling CAM API (version: 2017-03-12) to view the status of instances

(DescribelnstancesStatus), if the request has succeeded, you may see the response as shown below:

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}
}

o The API will return Response, which contains Requestld, as long as it processes the request. It does
not matter if the request is successful or not.

» Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

« Except for the fixed fields, all fields are action-specified. For the definitions of action-specified fields,
see the corresponding API documentation. In this example, TotalCount and InstanceStatusSet are the
fields specified by the API DescribelnstancesStatus. O TotalCount means that the requester owns 0

CVM instance so the InstanceStatusSet is empty.

Response for Failed Requests

If the request has failed, you may see the response as shown below:

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

» The presence of the Error field indicates that the request has failed. A response for a failed request

will include Error, Code and Message fields.
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e Code is the code of the error that helps you identify the cause and solution. There are two types of

error codes so you may find the code in either common error codes or API-specified error codes.

» Message explains the cause of the error. Note that the returned messages are subject to service

updates. The information the messages provide may not be up-to-date and should not be the only

source of reference.

e Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

Common Error Codes

Error Code

AuthFailure InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter

NoSuchVersion

Copyright: Converge Cloud

the error code. The following table lists the common error codes that all actions can return.

Description

Invalid key (not a API key type).

MFA failed.

The key does not exist.

Signature expired.

Signature error.

Token error.

The request does not have CAM authorization.

DryRun Operation. It means that the request would have
succeeded, but the DryRun parameter was used.

Operation failed.
Internal error.

The API does not exist.
Incorrect parameter.
Invalid parameter value.
Quota limit exceeded.
A parameter is missing.

The API version does not exist.

8/1/2026, 9:16:28 AM

If there is an Error field in the response, it means that the API call failed. The Code field in Error indicates
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Error Code
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

UnsupportedProtocol

UnsupportedRegion

Copyright: Converge Cloud

Description

The number of requests exceeds the frequency limit.

Resource is in use.

Insufficient resource.

The resource does not exist.

Resource is unavailable.
Unauthorized operation.
Unknown parameter.

Unsupported operation.

Cloud Load Balancer

hHTTPS request method error. Only GET and POST requests are

supported.

API does not support the requested region.
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Common parameters are parameters used to identify users and interface authentication purposes. If not necessary, these

parameters are not described in the separate interface document of each interface, but these parameters need to be carried in

each request before the request can be normally initiated.

signature method v3

When using TC3-HMAC-SHA256 signature method, the common parameters need to be uniformly placed in the HTTP Header

request header, as follows:

parameter
name

X-TC-Action

X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

type

String

String

Integer

String

String

String

required

Yes

Yes

Yes

Yes

Yes

No

signature method v1

Copyright: Converge Cloud

described

The name of the operation interface. Refer to the description of the public parameter
Action in the input parameters of the interface documentation for the value. For
example, the value for the query instance list interface of the cloud server is
Describelnstances.

region parameters, Data used to identify which region you wish to operate on. The
region value accepted by the interface refers to the description of the input parameter
common parameter Region in the interface document. Note: Some interfaces do not
need to pass this parameter, which is specifically stated in the interface
documentation. In this case, even passing this parameter will not take effect.

The current UNIX timestamp, which records the time when the API request was
initiated. for example 1529223702. Note: If the time difference from the server
exceeds 5 minutes, it will cause a signature expiration error.

Version of API for operation. Refer to the description of the public parameter Version
in the interface document for the value. For example, the version of the cloud server.
2017-03-12.

HTTP The standard authentication header field is "Authorization". For example:
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Here,

- TC3-HMAC-SHA256: Signature method, currently fixed as this value,

- Credential: Credential: Signature credential; AKIDEXAMPLE is the Secretld; Date is a
date in UTC time, and this value must match the value of X-TC-Timestamp (a common
parameter) in UTC time format; service is the name of the product/service, and is
generally a domain name prefix. For example,cvm;

- SignedHeaders: The headers that contains the authentication information; content-
type and host are the required headers;

- Signature: Signature digest.

The token used for temporary certificates needs to be used in conjunction with a
temporary key. Temporary keys and tokens need to be obtained by calling the access
management service interface. Long-term keys do not require tokens.
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When using HmacSHA1 and HmacSHA256 signature methods, common parameters need to be placed uniformly in the request

string, as follows

parameter name type required  described

The name of the interface to be operated. The value refers to the explanation of
Action String Yes the public parameter Action in the interface documentation. For example, for the
cloud server's query instance list interface, the value is Describelnstances .

The region parameter is used to identify which region's data you want to operate
on. The region value accepted by the interface is specified in the input parameter
of the public parameter Region in the interface documentation. Note: Some
interfaces do not require this parameter to be passed, which will be specifically
mentioned in the interface documentation. Even if this parameter is passed, it will
not take effect in this case.

Region String Yes

The current UNIX timestamp, which can record the time when the API request is
Timestamp Integer  Yes initiated. For example, 1529223702. If the difference between the current time is
too large, it will cause a signature expiration error.

A random positive integer combined with Timestamp is used to prevent replay

Nonce Integer  Yes
attacks.

The Secretld is an identifier applied for the cloud API key to identify the user's
Secretld String Yes identity. A Secretld corresponds to a unique SecretKey, and the SecretKey is
used to generate the request signature Signature .

Request signature is used to verify the legitimacy of this request. Users need to
Signature String Yes calculate it based on the actual input parameters. The specific calculation method
can be found in the interface authentication documentation.

The version of the API being operated on. The value refers to the description of
Version String Yes the public parameter Version in the interface documentation. For example, the
version of the cloud server. 2017-03-12.

Signature method, currently supports HmacSHA256 and HmacSHAL.
SignatureMethod  String No HmacSHA256 algorithm is used to verify signatures only if this parameter is
specified as HmacSHA 256, otherwise HmacSHAL is used to verify signatures.

Token used for temporary certificate needs to be used together with temporary
Token String No key. The temporary key and Token need to be obtained from the Access
Management service invocation interface. Long-term keys do not require tokens.

zone list

A region (Region) refers to the geographical area of a physical data center. Converge Cloud Translation: To deliver verification that
completely isolates different regions, ensuring maximum stability and fault tolerance between regions. In order to reduce access

latency and improve download speed, it is recommended that you choose the region closest to your customers.

You can view the complete region list by using the API interface Query Region List.
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CLB APIs
AutoRewrite

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

An HTTPS:443 listener needs to be created first, along with a forwarding rule. When this API is called, an HTTP:80 listener
will be created automatically if it did not exist and a forwarding rule corresponding to Domains (specified in the input
parameter) under the HTTPS:443 listener will also be created. After successful creation, access requests to an HTTP:80
address will be redirected to an HTTPS:443 address automatically.

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned

RequestID as an input parameter to check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2024-02-18 17:59:55.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

Parameter Allow

name Required NULL Type Description
Action Yes No String  Public parameter, The value of this interface: AutoRewrite
Version Yes No String  Public parameter, The value of this interface: 2018-03-17
. . Public parameter,Regional information A list of supported
R N N . . .
egion © © String geographies is available through the DescribeRegions interface
. CLB inst ID
LoadBalancerld  Yes No String Exan:r;)sle?Tl():—er6nx1iby
. . HTTPS:443 listener ID
Listenerld Yes No String Example: Ibl-Imeeyb1q
A . .
Domains No No Ofrray The domain name to be redirected under the HTTPS:443 listener
. Example: ["www.domainl.com"]
String
A . S S
TakeUrls No No Ofrray Whether the matched URL is carried in redirection

Bool Example: [true]
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Col

Parameter Required Allow
name 9 NULL
RewriteCodes No No

3. Output Parameters

Parameter Type Description
name yp P
Requestld String

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue

InternalError
UnauthorizedOperation
Resourcelnsufficient

LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound
InvalidParameter.LocationNotFound
InvalidParameter.PortCheckFailed
InvalidParameter.FormatError

InvalidParameterValue.Length

pyright: Converge Cloud

Type

Array
of
Int64

Description

Redirection status code. Valid values: 301, 302, and 307.

Example: [301]

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Insufficient resources
Quota limit reached
Failed to operate.

CLB instance ID error.
Listener ID error.

Unable to find eligible forwarding rules.

Listener port check due to port conflicts or other reasons.

Incorrect parameter format

Invalid parameter length.

8/1/2026, 9:16:28 AM
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Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.
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BatchDeregisterTargets

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API is used to batch unbind real servers of the layer-4 and layer-7 VPC-based CLB instances. Up to 500

resources can be unbound in a batch.
Default interface request rate limit: 20 times per second.
Interface update time: 2022-07-28 10:26:30.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow o

name Required NULL Type Description

Action Ves No String F’ublic parameter, The.value of this
interface: BatchDeregisterTargets

Version Ves No String Public parameter, The value of this

interface: 2018-03-17

Public parameter,Regional information A
Region No No String list of supported geographies is available
through the DescribeRegions interface

CLB ID.
LoadBal Id Y N Stri .
cadbalancer es © fng Example: |b-j3ix99s2
Targets Ves No Array of Unbound ’Fargets.
BatchTarget Example:View

3. Output Parameters

Parameter Type Description
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name

FailListenerldSet Arr.ay of
String
Requestld String

4. Error Code

ID of the listener failed to unbind.
Example: ["Ibl-4ibsji93"]

Cloud Load Balancer

Unique request id, Each request will return. The Requestld of the

request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code

InvalidParameter

InternalError

UnauthorizedOperation
Resourcelnsufficient

LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound
InvalidParameter.LocationNotFound

InvalidParameter.PortCheckFailed

InvalidParameter.ProtocolCheckFailed

InvalidParameter.FormatError
InvalidParameterValue.Length
InvalidParameterValue.Duplicate
InvalidParameter.RegionNotFound

MissingParameter

Copyright: Converge Cloud

Description

Wrong parameter.

Internal Error

Unauthorized operation

Insufficient resources

Quota limit reached

Failed to operate.

CLB instance ID error.

Listener ID error.

Unable to find eligible forwarding rules.
Listener port check due to port conflicts or other reasons.

Listener protocol check failed because, for example, the
protocol used is incompatible with the corresponding
operation.

Incorrect parameter format
Invalid parameter length.
Duplicate parameter values.
Invalid region.

Missing parameter error.

8/1/2026, 9:16:28 AM
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Error Code
InvalidParameterValue.Range

InvalidParameterValue

Copyright: Converge Cloud

Description
Invalid parameter value range.

Incorrect parameter value

8/1/2026, 9:16:28 AM

Cloud Load Balancer

231 Pages Total 313 Pages



N\

Cloud Load Balancer

BatchModifyTargetWeight

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (BatchModifyTargetWeight) is used to batch modify the forwarding weights of real servers bound to CLB listeners. It is supported by layer-4 and
layer-7 CLB listeners, but not by Classic CLB.
This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to

check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2021-04-27 20:46:14.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see

public request parameters.

Parameter . Allow s

name Required NULL Type Description

Action Yes No String Public parameter, The value of this interface: BatchModifyTargetWeight

Version Yes No String Public parameter, The value of this interface: 2018-03-17

Region No No String Public par.ameterzRegifJnal information A list of supported geographies is available through
the DescribeRegions interface
CLB instance ID

L Bal it Y N tri

oadBalancerld es o String Example: Ib-dx98Iwo0

List of weights to be modified in batches. For example, "ModifyList": [{"Listenerld": "Ibl-

ModifyList Yes No Array of di3kx902", "LocationId":"", "Domain": "", "Url": "", "Targets": [{"Type":"CVM", "Instanceld": "ins-

RsWeightRule Xxxxxxx", "Port": "443", "Weight": 10, "Enilp":""}], "Weight": 10}].
Example:View

3. Output Parameters

Parameter name  Type Description

Requestld String  Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameter Wrong parameter.
InvalidParameterValue Incorrect parameter value
InternalError Internal Error
UnauthorizedOperation Unauthorized operation
FailedOperation Failed to operate.
InvalidParameter.FormatError Incorrect parameter format
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Error Code Description

InvalidParameterValue.Length Invalid parameter length.
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BatchRegisterTargets

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API is used to batch bind CVM instances or ENIs. Up to 500 resources can be bound in a batch. It supports cross-
region binding and binding based on layer-4 and layer-7 (TCP/UDP/HTTP/HTTPS) protocols. It supports VPC-based

CLB instances only.
Default interface request rate limit: 20 times per second.
Interface update time: 2022-07-28 10:21:19.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

Parameter . Allow .

name Required NULL Type Description

Action Yes No String Public parameter, The value of this interface:
BatchRegisterTargets

Version Ves No String Public parameter, The value of this interface:

2018-03-17

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

CLB ID.
LoadBal Id Yi N Stri .
cadbalancer es © fng Example: Ib-j3ix99s2
Array of Bound targets.
Target Y N .
argets es © BatchTarget Example:View

3. Output Parameters

Parameter

T D ipti
Name ype escription

FailListenerldSet ~ Array ID of the listener failed to bind. Empty indicates all listeners are bound successfully.
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Parameter

Type Description

name
of
String

Requestld String

4. Error Code

ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue

InternalError

UnauthorizedOperation
LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound
InvalidParameter.LocationNotFound

InvalidParameter.PortCheckFailed

InvalidParameter.ProtocolCheckFailed

InvalidParameter.FormatError
InvalidParameterValue.Length
InvalidParameter.RegionNotFound

MissingParameter

Copyright: Converge Cloud

Example: ["lbl-4ibsji93"]

Description

Wrong parameter.

Incorrect parameter value

Internal Error

Unauthorized operation

Quota limit reached

Failed to operate.

CLB instance ID error.

Listener ID error.

Unable to find eligible forwarding rules.

Listener port check due to port conflicts or other reasons.

Cloud Load Balancer

Unique request id, Each request will return. The Requestld of the request needs to
be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public

Listener protocol check failed because, for example, the protocol used is

incompatible with the corresponding operation.
Incorrect parameter format

Invalid parameter length.

Invalid region.

Missing parameter error.

8/1/2026, 9:16:28 AM
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CreatelListener

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This APl is used to create a listener under a CLB instance.

Cloud Load Balancer

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether this task is successful.

Default interface request rate limit: 20 times per second.

Interface update time: 2021-08-22 15:35:31.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action
Version

Region

LoadBalancerld

Ports

Protocol

ListenerNames

HealthCheck

Certificate

SessionExpireTime

Scheduler

SniSwitch

TargetType

DefaultSerSwitch

3. Output Parameters

Parameter name

Listenerlds

Requestld

4. Error Code

Required

No

No

No

No

Type

Allow
NULL

No

No

No

No

No

No

No

No

No

Array of String

String

Type

String
String

String

String

Array of Int64

String

Array of String

HealthCheck

Certificatelnput

Int64

String

Int64

String

Bool

Description

Description

Public parameter, The value of this interface: CreateListener
Public parameter, The value of this interface: 2018-03-17
Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

CLB instance ID
Example: Ib-cuxw;ji93

Ports for which listeners are to be created. Each port corresponds to a new listener.
Example: ['7569","7570"]

Listener protocol: TCP

List of names for listeners to be created. The names correspond sequentially to the array of ports on a one-to-
one basis. If naming is not immediately necessary, this parameter need not be provided.
Example: ["lis0","lis1"]

A health check parameter, applicable only to TCP/UDP/TCP_SSL listeners
Example:View

Certificate information, applicable only to TCP_SSL listeners and HTTPS listeners without the SNI feature enabled
Example:View

Session persistence time. Unit: sec. Value range: 30-3,600. Default: 0, indicating disabled. This parameter is applicable only to TCP/
UDP listeners.
Example: 60

Listener forwarding mode. Valid values: WRR (weighted round robin) and LEAST_CONN (least connections)
Default: WRR. This parameter is applicable only to TCP/UDP/TCP_SSL listeners.
Example: WRR

Whether to enable the SNI feature. This parameter applies only to HTTPS listeners. 0: disable; 1: enable.
Example: 1

Target real server type. NODE: Binding a general node; TARGETGROUP: Binding a target group.
Example: NODE

Whether the listener supports setting a default domain name. Default value: true.
Example: true

Unique identification array of created listeners
Example: ["Ibl-d1ubsydq","Ibl-4udz130k"]

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter

InvalidParameterValue

InternalError

Copyright: Converge Cloud

Description
Wrong parameter.
Incorrect parameter value

Internal Error
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Error Code Description

UnauthorizedOperation Unauthorized operation

Resourcelnsufficient Insufficient resources

LimitExceeded Quota limit reached

FailedOperation Failed to operate.

InvalidParameter.FormatError Incorrect parameter format

InvalidParameterValue.Length Invalid parameter length.

MissingParameter Missing parameter error.
InvalidParameter.PortCheckFailed Listener port check due to port conflicts or other reasons.
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CreatelLoadBalancer

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com

Cloud Load Balancer

This API s used to create a CLB instance. (This API only supports purchasing pay-as-you-go CLB instances. For monthly subscription CLB instances, purchase through the console) To use the CLB service, you should purchase one or more CLB instances. After this APl is successfully called, the unique ID of the CLB instance will be returned. The type of CLB instances

is divided into public network and private network. For details, see the product type in the product description.

Note: (1) Apply for CLB instances in the specified AZ and adopt cross-zone disaster recovery. (2) The default purchase quota for an account in each region is: 100 for public network and 100 for private network.

‘This APLis an asynchronous APL After the API returns a call success message, the DescribeLoadBalancers API can be used to query the status of the CLB instance (such as creating or normal) to determine whether the creation is successful.

Default interface request rate limit: 20 times per second

Interface update time: 2024-02-22 11:26:37.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lsts interface request parameters and some public parameters, For a complete list of public parameters see public request parameters,

Parameter name Required  Allow NULL ~ Type
Action Yes No String

Version Yes No String

Region No No String
LoadBalancerType  Yes No String

Forward No No Int64
LoadBalancerName ~ No No String

Vpdd No No String

Subnetid No No String

Projectld No No Intéd
AddressIPVersion No No String

Number No No Uint64
MasterZoneld No No String

Zoneld No No String
AnycastZone No No String
InternetAccessible  No No InternetAccessible
Viplsp No No String

Tags No No Array of Taglnfo

No No
Vip No No
TgwGroupName No No
IsDDos No No
BandwidthPackageld ~ No No
ExclusiveCluster No No
SlaveZoneld No No
TgwSetLabels No No
StgwetLabels No No
EipAddressid No No
Clusterlds No No
IPvDecoupleVpe No No

3. Output Parameters
Parameter name
LoadBalancerlds

Requestid

4. Error Code

Bool

String

String

Bool

String

ExclusiveCluster

String

Array of String

Array of String

String

Array of String

Int64

Type
Array of String

String

Description

Public parameter, The value of this interface: CreateL oadBalancer

Public parameter, The value of this interface: 2018-03-17

Public parameterRegional information A list of supported geographies is available through the DescribeRegions interface
CLB instance network type:

'OPEN: Public network; INTERNAL: Private network.

Example: OPEN

The type of CLB instance. 1: General CLB instance. Currently, only 1 is supported.
Example: 1

CLB instance name, which takes effect only when one instance is to be created. Rule: 1-50 English letters, digits, dashes (-), or underscores () Note: If this name is the same as that of an existing CLB instance, the system will automatically generate a name for this newly created instance.

Example: Ib-1

ID of the network specified for the target backend load balancing device. For example, vpc-j9x73kol. This ID can be obtained through the DescribeVpcEx APL If this parameter is not specified, the classic network (*0°) is used by default
Example: vpc-30xji93

A subnet ID must be specified when you purchase a private network CLB instance in a VPC, and the VIP of this instance will be generated in this subnet.

Example: subnet-dvagjio3

The ID of the project to which the CLB instance belongs. This parameter can be obtained through the DescribeProject APL If this parameter is not specified, the default project will be used.
Example: 0

1P version, applicable only to public network CLB. Valid values: IPV4, IPV6, and IPv6FullChain. Default: 1PV,
Example: IPV4

Number of CLB instances to create. Default: 1.
Example: 1

Primary AZ ID for cross-AZ disaster recovery settings. For example, 100001 or ap-region-1.
Note: The primary AZ loads traffic while the secondary AZ does not load traffic by default. The primary AZ is used only if the latter is unavailable. The list of primary AZs in a region can be queried through the DescribeMasterZones APL
Example: ap-regionl-1

AZID. For example, ap-region1-1. Applicable only to public network CLB. It specifies an AZ for creating CLB instances. This parameter is not used on Private Cloud.
Example: ap-regionl-1

Anycast release domain, applicable only to public network CLB. Valid values: ZONE_A and ZONE_B. This parameter is supported only by non-migration bandwidth users. (Deprecated)
Example: ZONE A

CLB network billing mode, applicable only to public network CLB instances.
Example:View

Applicable only to public network CLB. CMCC

Tags the CLB instance when you purchase it
Example:View

Whether passthrough is supported. This parameter is not supported on Private Cloud.
Example: true

Apply for CLB instances for a specified VIP. The TgwGroupName parameter must also be specified.
Example: 139.XX.X

Name of the Tgw exclusive cluster
Example: tg-1
Whether anti-DDoS package binding is supported. This parameter is not supported on Private Cloud.

Example: true

Bandwidth package ID, which is required when the network billing mod is Bandwidth Package
Example: bwp-pnbeji93

Exclusive cluster information
Example:View

Secondary AZ ID for cross-AZ disaster recovery settings. For example, 100001 or ap-region1-1.
Note: The primary AZ loads traffic, while the secondary AZ does not load traffic by default. The latter is used only if the primary AZ is unavailable, and the switch is automatic. The
Example: ap-regionl-1

Parameter specific to Private Cloud. A layer-4 cluster tag can be entered for private network CLB application to specify a layer-4 exclusive cluster.
Example: ['l4-labell’]

Parameter specific to Private Cloud. A layer-7 cluster tag can be entered for private network CLB application to specify a layer-7 exclusive cluster.
Example: ["7-label1"]

Unique ID of an EIP in the format of eip-11112222, which is applicable only for binding EIP to private network CLB.
Example: eip-1111ji93

ID of a local dedicated cluster
Example: [*cluster-gbo2ji93°]

Whether to apply for an 1PV address from the VPC side. 1 indicates decoupling from the VPC and not applying for an address from the VPC side. 0 indicates not decoupling from the VPC and applying for an address from the VPC side.
Example: 0

Description

Array of unique CLB instance IDs.
Example: ['lb-6efswuxa’]

Unique request id, Each request wil return. The Requestld of the request needs to be provided when locating the problem.

The following lsts only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
Resourcelnsufficient
Limitexceeded
FailedOperation
InvalidParameter FormatError
InvalidParameterValue Length
MissingParameter

InvalidParameterValue Range

Copyright: Converge Cloud

Description
Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Insufficient resources
Quota limit reached

Failed to operate

Incorrect parameter format
Invalid parameter length.
Missing parameter error.

Invalid parameter value range.
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CreateRule

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (CreateRule) is used to create a forwarding rule under an existing layer-7 CLB listener, where real
servers must be bound to the rule instead of the listener.
This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:35:19.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow o
name Required NULL Type Description
. . Public parameter, The value of this interface:
Action Yes No String P
CreateRule
Public parameter, The value of this interface:
Version Yes No String UBNC par e vaiue 15 Intertace

2018-03-17

Public parameter,Regional information A list of
Region No No String supported geographies is available through
the DescribeRegions interface

CLB instance ID

LoadBal Id Y N Stri )
oreTEE = ° fing Example: Ib-cuxwji93
Listener ID
o > ° "o Example: Ibl-4fbxji93*
Rules Yes No Array of Information of the new forwarding rule

Rulelnput Example:View
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3. Output Parameters

Parameter
name

Type Description

Locationlds

Requestld String

4. Error Code

Cloud Load Balancer

Array of Unique identification array of created forwarding rules
String Example: ["loc-ho6lvh8m"]

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
Resourcelnsufficient
LimitExceeded
FailedOperation
InvalidParameter.FormatError
InvalidParameterValue.Length

MissingParameter

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Insufficient resources
Quota limit reached

Failed to operate.

Incorrect parameter format
Invalid parameter length.

Missing parameter error.
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DeleteCert

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.
Delete a certificate on the tenant-side CLB

Default interface request rate limit: 20 times per second.
Interface update time: 2021-08-05 17:43:25.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow "

name Required NULL Type Description

Action Ves No String Public parameter, The value of this interface:
DeleteCert

Version Ves No String Public parameter, The value of this interface:

2018-03-17

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

Array of Certificate ID List

I Y N
Certlds es o String Example: ["GpW7fKkH"]

3. Output Parameters

Parameter Type Description
name yP P
Requestld String Unique request id, Each request will return. The Requestld of the request

needs to be provided when locating the problem.
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4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code Description
UnauthorizedOperation Unauthorized operation
FailedOperation Failed to operate.
InternalError Internal Error
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DeletelListener

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API is used to delete listeners (layer-4 and layer-7) under a CLB instance.
This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:37:25.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Paramete . Allo .
na:ne ' Required NULVI\_I Type Description
. ) Public parameter, The value of this interface:
Action Yes No String p
DeleteListener
. Public parameter, The value of this interface:
Version Yes No String P

2018-03-17

Public parameter,Regional information A list of
Region No No String  supported geographies is available through the
DescribeRegions interface

CLB instance ID

L Bal | Ye N i
oadBalancerld es o String Example: lb-cuxwji93

The listener ID to delete

Listenerld Yes No String Example: Ibl-4udzjio3

3. Output Parameters
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Parameter

T D ipti
Name ype escription

Unique request id, Each request will return. The Requestld of the request

Requestld String needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code Description
InvalidParameter Wrong parameter.
InvalidParameterValue Incorrect parameter value
InternalError Internal Error
UnauthorizedOperation Unauthorized operation
FailedOperation Failed to operate.
InvalidParameter.FormatError Incorrect parameter format

InvalidParameterValue.Length Invalid parameter length.
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DeleteLoadBalancer

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (DeleteLoadBalancer) is used to delete one or more specified CLB instances.
This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned

RequestID as an input parameter to check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:37:48.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete

list of public parameters see public request parameters.

Parameter . Allow o
name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DeleteLoadBalancer
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public par?mfeter,Rfegional information A Iis.t of support.ed
geographies is available through the DescribeRegions interface
Array . _
Array of IDs of the CLB instances to be deleted. Array length limit: 20
LoadBalancerlds  Yes No of . .
. Example: ["lb-hsb93u50"]
String

3. Output Parameters

Parameter Type Description
name yp P
Requestid String Unique request id, Each request will return. The Requestld of the request needs to be

provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.
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Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
Resourcelnsufficient
LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud

8/1/2026, 9:16:28 AM

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Insufficient resources
Quota limit reached

Failed to operate.

CLB instance ID error.
Incorrect parameter format

Invalid parameter length.

Cloud Load Balancer
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DeleteRewrite

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (DeleteRewrite) is used to delete the redirection relationship between specified forwarding rules.
This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned

RequestID as an input parameter to check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:29:51.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

. Allo o
Parameter name Required W Type Description
NULL
Action Ves No String Public parameter, The value of this interface:
DeleteRewrite
Version Ves No String Public parameter, The value of this interface:

2018-03-17

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

CLB instance ID

LoadBalancerld Yes No String Example: Ib-51jjji93
Sourcelistenerld  Yes No Strin Source listener ID
g Example: Ibl-r4iaji93
) . Target listener ID
T L I Y N
argetListenerld es o String Example: Ibl-Ononjio3
Rewritelnfos Yes No Array of Redirection relationship between forwarding rules

RewriteLocationMap ~ Example:View

3. Output Parameters
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Parameter

T D ipti
name ype escription

Requestld String

4. Error Code

Cloud Load Balancer

Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
Resourcelnsufficient
LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.SomeRewriteNotFound
InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud
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Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Insufficient resources
Quota limit reached

Failed to operate.

CLB instance ID error.
Some redirection rules do not exist.
Incorrect parameter format

Invalid parameter length.
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DeleteRule

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (DeleteRule) is used to delete a forwarding rule under a layer-7 CLB instance listener.

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2021-04-06 21:37:30.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

. Allow -

Parameter name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DeleteRule
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface
LoadBalancerld Yes No String CLB instance ID

Example: Ib-cuxw2rm0

. . CLB listener ID
Listenerld Yes No String Example: Ibl-4fbxqask
Array Array of IDs of the forwarding rules to be deleted
Locationlds No No of v N . 9
. Example: ["loc-51c6ji93"]
String
. . Domain name of the forwarding rule to be deleted. This parameter will not take effect when the Locationlds parameter is provided.

Domain No No String

Example: foo.net
url No No String Forwarding path of the forwarding rule to be deleted. This parameter will not take effect when the Locationlds parameter is provided.

Example: /bar2
NewDefaultServerDomain ~ No No String A default domain name must be configured for the listener. When you need to delete the default domain name, you can use this parameter to specify a new default domain name.

Example: www.default.example.com

3. Output Parameters

Parameter name Type Description
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
UnauthorizedOperation
InvalidParameterValue.Length
FailedOperation

InternalError

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter format
Incorrect parameter value
Unauthorized operation
Invalid parameter length.
Failed to operate.

Internal Error

8/1/2026, 9:16:28 AM
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DeregisterTargets

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (DeregisterTargets) is used to unbind one or more real servers from a CLB listener or forwarding rule. For layer-4 listeners, only the listener ID needs to be
specified. For layer-7 listeners, the forwarding rule also needs to be specified through Locationld or Domain+Url.
This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether

this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:36:52.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request

parameters.
Parameter . Allow .
name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DeregisterTargets
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public‘ paramgter,Begional information A list of supported geographies is available through the
DescribeRegions interface
LoadBalancerld  Yes No String CLB instance ID. Ff)r example, b-j9x73kol.
Example: [b-cuxw;ji93
List ID. F le, Ibl-j9x73ko1l.
Listenerld Yes No String stener or example, [olJ=x/3ko

Example: Ibl-d1ubji93

Forwarding rule ID. For example, loc-
Locationld No No String  j9x73kol. Either this parameter or Domain+Url is required to unbind a layer-7 forwarding rule from servers.
Example: loc-j9x7ji93

Domain name of the target rule. This parameter will not take effect when the Locationld parameter is provided.

Domain No No String
Example: www.aaa.com
. The URL of the target rule. This parameter will not take effect when the Locationld parameter is provided.
Url No No String
Example: /home
Array . .
List of real servers to be unbound. Array length limit: 20
Targets Yes No of )
Example:View
Target

3. Output Parameters

Parameter name Type Description

Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameter Wrong parameter.
InvalidParameterValue Incorrect parameter value
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Error Code Description

InternalError Internal Error
UnauthorizedOperation Unauthorized operation
FailedOperation Failed to operate.
InvalidParameter.FormatError Incorrect parameter format
InvalidParameterValue.Length Invalid parameter length.
MissingParameter Missing parameter error.
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DescribeAppldLabel

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.
This API is used to query users and cluster tags bound to them.
Default interface request rate limit: 20 times per second.
Interface update time: 2021-03-31 15:26:57.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow .
name Required NULL Type Description
Publi ter, The val f this interface:
Action Ves No String ub |c. parameter, The value of this interface
DescribeAppldLabel
Version Ves No String Public parameter, The value of this interface:

2018-03-17

Public parameter,Regional information A list of
Region No No String  supported geographies is available through the
DescribeRegions interface

3. Output Parameters

Parameter Type Description

name yp P
A f

OwnerlLabelSet rray o User and tgg correspondence
OwnerlLabel Example:View

Unique request id, Each request will return. The Requestld of the

R I i
equestld String request needs to be provided when locating the problem.
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4. Error Code

Cloud Load Balancer

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code
FailedOperation
MissingParameter
UnauthorizedOperation
InternalError
InvalidParameter

InvalidParameterValue

Copyright: Converge Cloud

Description

Failed to operate.
Missing parameter error.
Unauthorized operation
Internal Error

Wrong parameter.

Incorrect parameter value

8/1/2026, 9:16:28 AM
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DescribeCerts

1. Interface Description

Cloud Load Balancer

Interface request domain name: clb.api3.convergecloud.com.

Query the list of available certificates

Default interface request rate limit: 20 times per second.

Interface update time: 2021-12-17 15:08:53.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For

a complete list of public parameters see public request parameters.

Parameter
name

Action

Version

Region

Offset

Limit

SearchKey

CertType

CertldList

Copyright: Converge Cloud

Required

Yes

Yes

No

No

No

No

No

No

Allow
NULL

No

No

No

No

No

No

No

No

Type

String

String

String

Uint64

Uint64

String

String

Array
of
String

Description

Public parameter, The value of this interface: DescribeCerts
Public parameter, The value of this interface: 2018-03-17

Public parameter,Regional information A list of supported
geographies is available through the DescribeRegions
interface

Data offset. Default: 0.
Example: 0

Number of certificates returned. Default: 20
Example: 20

Search keyword
Example: Ibname

Certificate type (CA: Client certificate; SVR: Server certificate)
Example: SVR

Certificate ID list
Example: ["GpW7fKkH"]
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Parameter Required Allow
name 9 NULL

WithCert No No

Type Description

Cloud Load Balancer

Whether to obtain certificate content at the same time
Example: true

Bool

3. Output Parameters

Parameter Tvpe
name yp
A f
CertlList rray.o
CertList
TotalCount Uint64
Requestld String

4. Error Code

Description

Certificate list
Example:View

Total certificates
Example: 200

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.

Error Code
UnauthorizedOperation
FailedOperation

InternalError
InvalidParameterValue
InvalidParameterValue.Duplicate
InvalidParameter
MissingParameter

InvalidParameterValue.Length

Copyright: Converge Cloud

Description

Unauthorized operation
Failed to operate.

Internal Error

Incorrect parameter value
Duplicate parameter values.
Wrong parameter.

Missing parameter error.

Invalid parameter length.
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DescribeCustomizedConfigAssociateList

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API is used to query the locations, servers, or CLB instances bound to a configuration. If there are domains, the result will

be filtered by domain.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-03-16 09:51:04.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list

of public parameters see public request parameters.

Parameter . Allow _
name Required NULL Type Description
. . Public parameter, The value of this interface:
A Ye N
ction es © String DescribeCustomizedConfigAssociateList
Version Yes No String  Public parameter, The value of this interface: 2018-03-17
Region No No String Pub.Iic parameter,Regional ir.n‘ormat.ion A list of supported geographies is
available through the DescribeRegions interface
. . Configuration ID
Uconfigld No No String Example: pz-fi018waq
Offset No No Int64 Start position of the binding list. Default: 0.
Example: 0
Limit No No Int64 Number of binding lists to pull. Default: 20.
Example: 3
Domain No No String Search for Domains
Example: a.cc
Array Configuration ID list in CLB dimension. Filtering by domain is not supported
Uconfiglds  No No of 9 ' gy PP ’
. Example: [pz-n651fsue]
String
3. Output Parameters
Parameter _—
Type Description

name
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Parameter

name Tvpe

BindList Qirr:?ijZ:aiIItem
TotalCount Int64
Requestld String

4. Error Code

Cloud Load Balancer

Description

Binding relationship list
Example:View

Total number of binding relationships
Example: 1

Unique request id, Each request will return. The Requestld of the request needs to
be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
FailedOperation
InvalidParameter.FormatError
InvalidParameterValue.Length

MissingParameter

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.

Incorrect parameter format
Invalid parameter length.

Missing parameter error.
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DescribeCustomizedConfigList

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

Pull the list of custom configurations. The configurations of the specified type under the user's Appld will be returned.
Default interface request rate limit: 20 times per second.

Interface update time: 2021-04-27 20:50:03.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see

public request parameters.

Parameter Allow

name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DescribeCustomizedConfigList
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public. param.eter,lllegional information A list of supported geographies is available through the
DescribeRegions interface
. . Configuration type. CLB: CLB dimension; SERVER: Domain name dimension; LOCATION: Rule dimension.
ConfigType Yes No String
Example: CLB
Paginati ffset. Default: 0
Offset No No Int64 agination otiset. Letau
Example: 0
Limit No No Int64 Number of results. Default: 20
Example: 20
ConfigName  No No String Specify the name of configurations to query. Fuzzy match is supported.
Example: custom
Array . .
Uconfiglds No No of E)(()anr:gluer.a[t“lo: 'II;X73kol"]
String ple: bz
3. Output Parameters
Parameter
T D ipti
name ype escription
- Array of Configuration list
ConfigList ConfigListltem Example:View
TotalCount Int64 Number of configurations
Example: 1
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when

locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.
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Error Code

InvalidParameter
InvalidParameterValue

InternalError

UnauthorizedOperation
Resourcelnsufficient

LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.SomeRewriteNotFound
InvalidParameter.ListenerldNotFound
InvalidParameter.LocationNotFound
InvalidParameter.PortCheckFailed

InvalidParameter.RewriteAlreadyExist

InvalidParameter.ProtocolCheckFailed

InvalidParameter.FormatError
InvalidParameterValue.Length
InvalidParameterValue.Duplicate
InvalidParameter.RegionNotFound

MissingParameter

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Insufficient resources
Quota limit reached
Failed to operate.

CLB instance ID error.
Some redirection rules do not exist.
Listener ID error.

Unable to find eligible forwarding rules.

Listener port check due to port conflicts or other reasons.
The forwarding rule has been bound to a redirection relationship.

Listener protocol check failed because, for example, the protocol used is incompatible with the

corresponding operation.
Incorrect parameter format
Invalid parameter length.
Duplicate parameter values.
Invalid region.

Missing parameter error.
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Describelsplnfo

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

Query the ISPs supported in the current region

Default interface request rate limit: 20 times per second.

Interface update time: 2021-04-16 11:23:56.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter
name

Action

Version

Region

Required

Yes

Yes

No

3. Output Parameters

Parameter
name

IspSet

Requestld

Copyright: Converge Cloud

Type

Array of
IspSet

String

Allow Tvoe
NULL yp
No String
No String
No String
Description

Description

Public parameter, The value of this interface:
Describelsplnfo

Public parameter, The value of this interface:
2018-03-17

Public parameter,Regional information A list of
supported geographies is available through the
DescribeRegions interface

ISP information list

Example:View

Unique request id, Each request will return. The Requestld of the
request needs to be provided when locating the problem.
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4. Error Code

Cloud Load Balancer

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code
UnauthorizedOperation
InvalidParameter.RegionNotFound

InternalError

Copyright: Converge Cloud
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Description
Unauthorized operation
Invalid region.

Internal Error
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DescribelListenerListByCertld

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API is used to obtain the bound listener by certificate ID.

Default interface request rate limit: 20 times per second.

Interface update time: 2024-11-22 10:35:55.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Required

Parameter

name

Action Yes
Version Yes
Region No
Certlds Yes

3. Output Parameters

Parameter
name

Type

CertSet

Array of

Allow
NULL

No

No

No

No

Type

String

String

String

Description

Public parameter, The value of this interface:
DescribeListenerListByCertld

Public parameter, The value of this interface:
2018-03-17

Public parameter,Regional information A list of
supported geographies is available through the
DescribeRegions interface

Array of  Array of certificate ID.

String

CertldRelatedWithListener

Copyright: Converge Cloud

Example: ["ke93I2xn","84jbxme2"]

Description

Result set.
Example:View
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Parameter

T
name ype

Requestld String

4. Error Code

Description

Cloud Load Balancer

Unique request id, Each request will return. The
Requestld of the request needs to be provided when

locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code

InvalidParameter
InternalError
InvalidParameterValue
UnauthorizedOperation
FailedOperation
InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud

Description

Wrong parameter.

Internal Error

Incorrect parameter value
Unauthorized operation
Failed to operate.

Incorrect parameter format

Invalid parameter length.

8/1/2026, 9:16:28 AM
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Describelisteners

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (DescribelListeners) is used to obtain the list of listeners by CLB ID, listener protocol, or listener port. If no

filter is specified, all listeners for the CLB instance will be returned.
Default interface request rate limit: 20 times per second.
Interface update time: 2024-07-22 15:10:58.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

Parameter . Allow _
name Required NULL Type Description
Publi The val f this interface:
Action Yes No String ub |§ par‘ameter, e value of this interface
Describelisteners
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Public parameter,Regional information A list of supported
Region No No String  geographies is available through the DescribeRegions
interface
CLB inst ID
LoadBalancerld  Yes No String nstance o
Example: Ib-aniqji93
Array Array of CLB listener IDs to query
List Id N N f .
Istenerids © © o Example: ["Ibl-8cnlji93","Ibl-we2d"]
String
Th I f the li . Valid value: TCP
Protocol No No String e protocol type of the listener to query. Valid value: TC
Example: TCP
Port No No Int64 Port of listener to query
Example: 23
Offset No No Int64 Display start offset. The default value is 0.

Example: 10
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Parameter

name

Limit

Filters

SearchKey

Required

No

No

No

3. Output Parameters

Parameter
name

Listeners

TotalCount

Requestld

Type

Array of
Listener

Uint64

String

4. Error Code

Allow Tvoe
noe P
No Int64
Array
No of
Filter
No String
Description
Listener list

Example:View

Description

Display limit. If not specified, all will be obtained.
Example: 10

Filter array
Example:View

Name fuzzy search
Example: jfhadsihfgiegsOdfhje2

Total number of listeners
Example: 3

Cloud Load Balancer

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.

Error Code

FailedOperation
InvalidParameter
InvalidParameter.FormatError

InvalidParameter.LBIdNotFound

UnauthorizedOperation

InternalError

InvalidParameterValue

Copyright: Converge Cloud

Description

Failed to operate.

Wrong parameter.
Incorrect parameter format
CLB instance ID error.
Unauthorized operation
Internal Error

Incorrect parameter value

8/1/2026, 9:16:28 AM
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Error Code
InvalidParameterValue.Length

InvalidParameterValue.InvalidFilter

Copyright: Converge Cloud
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Description
Invalid parameter length.

Filter parameter input error.

Cloud Load Balancer
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DescribeLoadBalancers

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

Query the list of CLB instances in a region

Default interface request rate limit: 20 times per second

Interface update time: 2020-01-10 19:40:46.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name Required
Action Yes
Version Yes
Region No
LoadBalancerlds No

LoadBalancerType  No

Forward No

LoadBalancerName ~ No

Domain No

LoadBalancerVips No

BackendPubliclps ~ No

BackendPrivatelps No

Offset No
Limit No
OrderBy No
OrderType No
SearchKey No
Projectld No
WithRs No
Vpcld No
SecurityGroup No
MasterZone No
Filters No

3. Output Parameters
Parameter name

TotalCount

LoadBalancerSet

Requestld

4. Error Code

Allow
NULL

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Type

Uint64

Type
String
String
String
Array of

String

String

Int64

String

string

Array of
String

Array of
String

Array of
String

Int64

Int64

String

Int64

String

Int64

Int64

String

string

String

Array of
Filter .

Array of LoadBalancer

String

Description

Public parameter, The value of this interface: DescribeLoadBalancers

Public parameter, The value of this interface: 2018-03-17

Public jonal i ion A list of supp:

CLB instance ID. There can be up to 20 IDs,
Example: [*b-rbws;i93°]

CLB instance network type:
OPEN: Public network; INTERNAL: Private network.
Example: OPEN

is available through the DescribeRegions interface

CLB instance type. 1: general CLB instance. If this parameter is not specified, all types of CLB instances will be queried.

Example: 1

CLB instance name.
Example: Ib_internal

Domain name assigned by the cloud platform for the CLB instance.
Example: Ib-6m46rm32-seji9300q2g.clb.ap-regionl.com

VIP address of a CLB instance (there can be multiple addresses).
Example: ['44.23.32.32"]

Public network IP of the real server bound to CLB.
Example: ["102.23.32.43"]

Private network IP of the real server bound to CLB.
Example: ['172.16.76.87"]

Data offset. Default: 0.
Example: 0

Number of CLB instances returned. Default: 20. Maximum: 100.
Example: 20

Cloud Load Balancer

Sorting parameter, supporting the following fields: LoadBalancerName, CreateTime, Domain, and LoadBalancerType. LoadBalancerName: LB instance name, CreateTime: creation time, Domain: domain name, LoadBalancerType: instance type.

Example: LoadBalancerName

1: Reverse; 0: Sequential. Default: reverse by creation time
Example: 0

Search field, supporting fuzzy match by name, domain, and VIP.
Example: lb-name

The ID of the project to which the CLB instance belongs. This parameter can be obtained through the Desc
Example: 1

Whether CLB is bound to a real server. 0: No; 1 Yes; -1: Query all.
Example: -1

Unique ID of the VPC to which a CLB instance belongs, such as vpc-bhqkbhdx .
Example: vpc-bhqkjio3

Security group ID, such as sg-m1cc9123
Example: sg-m1ccji93

Primary AZ ID. For example, "100001".
Example: 100001

The maximum number of Filters per request is 10, and the maximum number of Filter.Values per request is 100. Detailed filter conditions are as follows:

ribeProject APL

internet-charge-type - String - required: no - (filter condition) filter by CLB network billing mode, including "BANDWIDTH_PREPAID","TRAFFIC_POSTPAID_BY_HOUR","BANDWIDTH_POSTPAID_BY_HOUR","BANDWIDTH_PACKAGE".

master-zone-id - String - required: no - (filter condition) filter by CLB primary AZ ID. For example, *100001
tag-key - String - required: no - (filter condition) filter by CLB tag key.

Example:View

Description

Total number of CLB instances that meet the filter conditions. This value is unrelated to the Limit parameter in the input.

Example: 0

Returned CLB instance array.
Example:View

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code
InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
FailedOperation
InvalidParameterFormatError
InvalidParameterValue Length

InvalidParameterValue InvalidFilter

Copyright: Converge Cloud

8/1/2026, 9:16:28 AM

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.
Incorrect parameter format
Invalid parameter length.

Filter parameter input error.
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DescribeRewrite

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

Cloud Load Balancer

This API (DescribeRewrite) is used to query the redirection relationship between the forwarding rules of a CLB instance by

instance ID. If no listener ID or forwarding rule ID is specified, all redirection relationships in the instance will be returned.

Default interface request rate limit: 20 times per second.

Interface update time: 2020-01-10 20:29:39.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete

list of public parameters see public request parameters.

Parameter name

Action

Version

Region

LoadBalancerld

Sourcelistenerlds

Sourcelocationlds

3. Output Parameters

Parameter
name

RewriteSet

Requestld

Copyright: Converge Cloud

. Allow

Required NULL

Yes No

Yes No

No No

Yes No

No No

No No
Type Description
Array of
RuleOutput Example:View
String

Type
String

String

String

String

Array of
String

Array of
String

Description

Public parameter, The value of this interface: DescribeRewrite
Public parameter, The value of this interface: 2018-03-17

Public parameter,Regional information A list of supported
geographies is available through the DescribeRegions
interface

CLB instance ID
Example: Ib-qc2iji93

Array of CLB listener IDs
Example: ["Ibl-j36caqde”]

Array of CLB forwarding rule IDs
Example: ["loc-5t7526km"]

Array of redirect forwarding rules. If there are no redirect rules, an empty array is returned

Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.
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4. Error Code

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
Resourcelnsufficient
LimitExceeded
FailedOperation
InvalidParameter.FormatError
InvalidParameterValue.Length

InvalidParameter.LBIdNotFound

Copyright: Converge Cloud

8/1/2026, 9:16:28 AM

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Insufficient resources
Quota limit reached

Failed to operate.

Incorrect parameter format
Invalid parameter length.

CLB instance ID error.

Cloud Load Balancer

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.
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DescribeSubUinQuotas

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

The main tenant queries the sub-account quotas. If there are no sub-accounts, the quota of the root

account will be returned.
Default interface request rate limit: 20 times per second.
Interface update time: 2021-03-01 19:34:53.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow o
name Required NULL Type Description
. . Public parameter, The value of this interface:
Action Yes No Strin . .
! nng DescribeSubUinQuotas
Version Ves No String Public parameter, The value of this interface:

2018-03-17

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

Array of  Sub-account UIN list

SubUin No No String Example: ["'110000004918"]
3. Output Parameters

Parameter Type Description

name P P

QuotaData Array of List of types and sub-account quotas under the root account
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Parameter

T

name ype
QuotaData

Requestld String

4. Error Code

Cloud Load Balancer

Description
Example:View

Unique request id, Each request will return. The Requestld of the
request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code
FailedOperation
InvalidParameter

InternalError

Copyright: Converge Cloud

Description
Failed to operate.
Wrong parameter.

Internal Error
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DescribeTargetHealth

1. Interface Description

Cloud Load Balancer

Interface request domain name: clb.api3.convergecloud.com.

This API (DescribeTargetHealth) is used to query the health check result of a real server of a CLB instance. It

is not supported by Classic CLB.
Default interface request rate limit: 20 times per second.

Interface update time: 2020-01-10 20:44:19.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter .
Required

name

Action Yes

Version Yes

Region No

LoadBalancerlds Yes

Allow
NULL

No

No

No

No

3. Output Parameters

Parameter

T
name ype

Copyright: Converge Cloud

Type Description
Strin Public parameter, The value of this interface:
g DescribeTargetHealth
Strin Public parameter, The value of this interface:
9 2018-03-17
Public parameter,Regional information A list of
String supported geographies is available through the
DescribeRegions interface
Array . .
The CLB instance ID list to query
of Example: ["Ib-qc2iq5yc”]
String ple: qce1qoy
Description
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Parameter
name

LoadBalancers

Requestld

Type

Array of
LoadBalancerHealth

String

4. Error Code

Description

CLB instance list
Example:View

Unique request id, Each request will return. The

Cloud Load Balancer

Requestld of the request needs to be provided when
locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code

InvalidParameter

InvalidParameterValue

InternalError

UnauthorizedOperation

FailedOperation

InvalidParameter.LBIdNotFound

InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud
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Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.

CLB instance ID error.
Incorrect parameter format

Invalid parameter length.
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Cloud Load Balancer

DescribeTargets

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (DescribeTargets) is used to query the list of real servers bound to some listeners of a CLB instance.
Default interface request rate limit: 20 times per second.

Interface update time: 2020-01-10 20:37:15.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list

of public parameters see public request parameters.

Parameter Allow

name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DescribeTargets
Version Yes No String ~ Public parameter, The value of this interface: 2018-03-17
Region No No String .Public. parameter,Regional infgrmatioh A Ii‘st of supported geographies
is available through the DescribeRegions interface
LBi ID
LoadBalancerld  Yes No String CLB instance .
Example: Ib-10ig9lou
A
Listenerlds No No ofrray List of listener IDs
. Example: ["Ibl-4fo6k8na"]
String
Li I ing TCP, UDP, HTTP, HTTP TCP_SSL.
Protocol No No String istener protocol type, supporting TCP, UDP, ) S, and TCP_SS
Example: HTTP
Port No No Int64 Listener port
Example: 80
3. Output Parameters
Parameter
T Descripti
name ype escription
. Array of Information of real servers bound to the listener
Listeners

ListenerBackend Example:View

Copyright: Converge Cloud 8/1/2026, 9:16:28 AM 274 Pages Total 313 Pages



N\

Parameter

T
name ype

Requestld String

4. Error Code

Cloud Load Balancer

Description

Unique request id, Each request will return. The Requestld of the request needs to
be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
FailedOperation
InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.

Incorrect parameter format

Invalid parameter length.
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Cloud Load Balancer

DescribeTaskStatus

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API is used to query the execution status of an async task. After non-query APIs (used to create/delete CLB
instances, listeners, or rules or to bind/unbind real servers) are called successfully, this API needs to be used to query

whether the task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 19:42:49.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

Parameter . Allow —
name Required NULL Type Description
Action Yes No String  Public parameter, The value of this interface: DescribeTaskStatus
Version Yes No String  Public parameter, The value of this interface: 2018-03-17
Region No No String Public parémfeter,RfagionaI information A Iis‘t of supportfed
geographies is available through the DescribeRegions interface
. Request ID, which is the Requestld parameter returned by the API
TaskId N N St
as © © "9 Example: 55c85074-3e7f-4c6d-864f-673660d4f8de
DealName  No No String Order ID

Example: 20220828391256

3. Output Parameters

Parameter Tvoe Description
name P i
Status Inteq  Current task status. O: Successful; 1: Failed; 2: In progress.

Example: 0
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Parameter
name

Type Description

Unique request id, Each request will return. The Requestld of the request needs to be

Requestld String provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.
Error Code Description
InvalidParameter Wrong parameter.
InternalError Internal Error

FailedOperation Failed to operate.
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Cloud Load Balancer

InquiryPriceModifyLoadBalancer

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (InquiryPriceModifyLoadBalancer) is used to query the price of adjusting the configuration of a CLB instance.

Default interface request rate limit: 20 times per second.

Interface update time: 2022-03-22 10:48:08.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public

parameters see public request parameters.

. All -
Parameter name Required ow Type Description
NULL
Action Yes No String Publi.c parameter: The value of this interface:
InquiryPriceModifyLoadBalancer
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String ?ublic. parameter,Regional infgrmatio.n A Iivst of supported geographies
is available through the DescribeRegions interface
CLB instance ID
L Bal 1 Y N i
oadBalancerld es o String Example: Ib-drOmo6w4
Modifi K idth inf .
InternetAccessible  Yes No InternetAccessible odified network bandwidth information

SlaType No

Example:View

Type of the LCU-
No String supported instance. (This parameter is not supported on Private Cloud.)
Example: clb.c3.small

3. Output Parameters

Parameter Tvpe
name P
Price Price
Requestld String

4. Error Code

Description

Describe price information
Example:View

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating
the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

Copyright: Converge Cloud

Description
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Error Code

InternalError
InvalidParameter.FormatError
FailedOperation
InvalidParameter
InvalidParameter.LBIdNotFound
UnauthorizedOperation

InvalidParameterValue

Copyright: Converge Cloud
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Description

Internal Error

Incorrect parameter format
Failed to operate.

Wrong parameter.

CLB instance ID error.
Unauthorized operation

Incorrect parameter value

Cloud Load Balancer
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Cloud Load Balancer

ManualRewrite

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

After the original access address and the redirection address are configured manually, the system will automatically
redirect requests made to the original access address to the target address of the corresponding path. Multiple paths can
be configured as a redirection policy under one domain name to achieve automatic redirection between HTTP and HTTPS.
A redirection policy should meet the following rules: if A has already been redirected to B, then it cannot be redirected to
C (unless the original redirection relationship is deleted and a new one is created), and B cannot be redirected to any
other addresses.

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned

RequestID as an input parameter to check whether this task is successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:30:03.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

. All i
Parameter name Required ow Type Description
NULL
Action Yes No String Public parameter, The value of this interface:
ManualRewrite
Version Yes No String Public parameter, The value of this interface:

2018-03-17

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

CLB instance ID

LoadBal Id Yo N Stri
cadbalancer es © ing Example: Ib-51jjji93
li ID
Sourcelistenerld  Yes No String Source listener ..
Example: Ibl-Onon;ji93
. . Target listener ID
TargetListenerld Yes No String Example: Ibl-r4iajio3
Rewritelnfos Ves No Array of Redirection relationship between forwarding rules

RewriteLocationMap  Example:View
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3. Output Parameters

Parameter Type Description
name yP P
Requestld String

4. Error Code

Cloud Load Balancer

Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue

InternalError

UnauthorizedOperation
Resourcelnsufficient

LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.SomeRewriteNotFound
InvalidParameter.ListenerldNotFound
InvalidParameter.LocationNotFound

InvalidParameter.RewriteAlreadyExist

InvalidParameter.ProtocolCheckFailed

InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud

Description

Wrong parameter.

Incorrect parameter value

Internal Error

Unauthorized operation

Insufficient resources

Quota limit reached

Failed to operate.

CLB instance ID error.

Some redirection rules do not exist.
Listener ID error.

Unable to find eligible forwarding rules.
The forwarding rule has been bound to a redirection relationship.

Listener protocol check failed because, for example, the protocol used is
incompatible with the corresponding operation.

Incorrect parameter format

Invalid parameter length.
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ModifyCertAlias

1. Interface Description

Cloud Load Balancer

Interface request domain name: clb.api3.convergecloud.com.

Modify tenant-side certificate remarks

Default interface request rate limit: 20 times per second.

Interface update time: 2021-08-18 18:32:08.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter
name

Action

Version

Region

Certld

Alias

Required

Yes

Yes

No

Yes

Yes

Allow
NULL

No

No

No

No

No

3. Output Parameters

Parameter
name

Copyright: Converge Cloud

Type

Description

Type

String

String

String

String

String

Description

Public parameter, The value of this interface:
ModifyCertAlias

Public parameter, The value of this interface:
2018-03-17

Public parameter,Regional information A list of
supported geographies is available through the
DescribeRegions interface

Certificate ID
Example: GpW7fKkH

New remarks of the certificate
Example: cert-2
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Parameter

T D ipti
Name ype escription

Requestld String

4. Error Code

Cloud Load Balancer

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code
UnauthorizedOperation
FailedOperation
InternalError
InvalidParameter

InvalidParameterValue.Length

Copyright: Converge Cloud
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Description
Unauthorized operation
Failed to operate.
Internal Error

Wrong parameter.

Invalid parameter length.
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ModifyDomainAttributes

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (ModifyDomainAttributes) is used to modify the domain name-level attributes of a layer-7 listener's forwarding rule, such as changing the domain name, changing the DefaultServer, enabling/disabling HTTP/2, and changing certificates.

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether this task is successful.

Default interface request rate limit: 20 times per second.

Interface update time: 2021-04-06 21:40:04.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request

Parameter name

Action
Version

Region

LoadBalancerld

Listenerld

Domain

NewDomain

Certificate

Hitp2

DefaultServer

NewDefaultServerDomain

3. Output Parameters

Parameter name

Requestld

4. Error Code

. Allow
Required
Yes No
Yes No
No No
Yes No
Yes No
Yes No
No No
No No
No No
No No
No No

Type
String

and some public For a complete list of public parameters see public request parameters.

Type
String
String

String

String

String

String

String

Certificatelnput

Bool

Bool

String

Description

Description

Public parameter, The value of this interface: ModifyDomainAttributes
Public parameter, The value of this interface: 2018-03-17
Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

CLB instance ID
Example: Ib-1wvlji93

CLB listener ID
Example: Ibl-n8mbjio3

Domain name (must be a domain name under an already created forwarding rule)
Example: foo.net

The new domain name for modification
Example: www.new.example.com

Domain name-related certificate information, applicable only to listeners with SNI enabled.
Example:View

Whether to enable HTTP/2. 1: yes, 0: no. Note: HTTP/2 can be enabled only for HTTPS domain names.
Example: true

Cloud Load Balancer

Whether to set as the default domain name. true: Set as the default domain name. 0: Do not set as the default domain name. Note: Only one default domain name can be set under a listener.

Example: true

A default domain name must be configured under the listener. To disable the original default domain name, another domain name must be simultaneously designated as the new default domain name.

Example: wwwyuncloud.example.com

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
UnauthorizedOperation
InvalidParameterValue.Length
MissingParameter
FailedOperation

InternalError

Copyright: Converge Cloud

Description
Wrong parameter.
Incorrect parameter format
Incorrect parameter value
Unauthorized operation
Invalid parameter length.
Missing parameter error.
Failed to operate.

Internal Error

8/1/2026, 9:16:28 AM
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ModifyListener

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com

This API (Modifylistener) is used to modify the attributes of a CLB listener, such as listener name, health check parameter, certificate information, and forwarding policy. This APLis not supported by Classic CLB.

This

Default interface request rate limit: 20 times per second.

Interface update time: 2019-10-22 12:17:13.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

is an async APL After it returns a successful result, you need to call the DescribeTaskStatus APl with the returned RequestID as an input parameter to check whether this task is successful,

The following list of request parameters only lsts interface request parameters and some public parameters, For a complete st of public parameters see public request parameters.

Parameter name
Action
Version

Region

LoadBalancerld

Listenerld

ListenerName

SessionExpireTime

HealthCheck

Certificate

Scheduler

Sniswitch

TargetType

DefaultserSwitch

NewDefaultServerDomain

Required
Yes
Yes

No

No

No

No

No

No

No

No

No

No

3. Output Parameters

Parameter name

Requestd

4. Error Code

Allow NULL

Type

string

Type
String
String

String

String

String

String

Int64

HealthCheck

Certificatelnput

String

Int64

String

Bool

String

Description
Public parameter, The value of this interface: Modifylistener

Public parameter, The value of this interface: 2018-03-17

Public parameter Regional information A st of supported geographies is available through the DescribeRegions interface

CLB instance ID
Example: Ib-cuxwjio3

CLB listener ID
Example: Ibl-d1ubji93

New listener name
Example: newlis

Session persistence time. Unit: sec. Value range: 30-3,600. Default: 0, indicating disabled. This parameter is applicable only to TCP/UDP listeners
Example: 120

A health check parameter, applicable only to TCP/UDP/TCP_SSL listeners
Example:View

Certificate information, applicable only to HTTPS/TCP_SSL listeners
Example:View

Listener forwarding mode. Valid values: WRR (weighted round robin) and LEAST_CONN (least connections)
Default: WRR.
Example: LEAST_CONN

Whether to enable the SNI feature. 1: yes, 0: no. This parameter is applicable only to HTTPS listeners. Note: SNI can be enabled for listeners that do not have it enabled. SNI cannot be disabled for listeners that have it enabled.
Example: 0

Target real server type. NODE: Bind a general node.
Example: NODE

Whether the listener supports setting the default domain name. 0: no, 1: yes. The default value is 1.
Example: false

Cloud Load Balancer

When the Default Domain Name switch of the listener is enabled, designate any domain name under the listener as the default domain name. This parameter is required and takes effect simultaneously when DefaultSerSwitch i set to true and the listener has existing domain names.

Example: foo.net

Description

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

‘The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
FailedOperation
InvalidParameterFormatError
InvalidParameterValue Length

MissingParameter

Copyright: Converge Cloud

Description
Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.

Incorrect parameter format
Invalid parameter length

Missing parameter error.
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ModifyLoadBalancerAttributes

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This APILis used to modify the attributes of a CLB instance, such as name and cross-region attributes.

Default interface request rate limit: 20 times per second.

Interface update time: 2020-09-04 14:41:39.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters,

Allow
NULL

Parameter name Required
Action Yes No
Version Yes No
Region No No
LoadBalancerld Yes No
LoadBalancerName No No
TargetRegionInfo No No
InternetChargelnfo No No
LoadBalancerPassToTarget No No
ChargeType No No
SwitchFlag No No
Prepaidinfo No No
ExclusiveCluster No No
SnatPro No No

3. Output Parameters
Parameter name Type
DealName String
Requestld String

4. Error Code

Public parameter, The value of this interface: ModifyLoadBalancerAttributes

Public parameter, The value of this interface: 2018-03-17

Public egional Alist of supported

Type Description
String
String
String
Strin Unique ID of CLB
9 Example: Ib-6efswuxa
Strin CLB Instance Name
9 Example: newlbname
TargetRegionInf

InternetAccessible

Bool

String

Uint64

LBChargePrepaid

ExclusiveCluster

Bool

Description

Example:View

A network billing parameter
Example:View

of the real server bound to CLB

is available through the DescribeRegions interface

Cloud Load Balancer

Whether to allow CLB traffic to the target. True: Allow CLB traffic to the target and verify security groups only on CLB. False: Deny CLB traffic to the target and verify security groups on both CLB and backend instances.

Example: true

Billing type of the CLB instance, Postpaid: POSTPAID_BY_HOUR; Prepaid: PREPAID.

Example: POSTPAID_BY_HOUR

Switch between different billing modes. 0: No switch; 1: Switch between prepaid and postpaid options; 2: Switch between postpaid options. Default: 0

Example: 0

Prepaid billing attributes of a CLB instance
Example:View

Layer-7 cluster list
Example:View

Whether to enable the feature of cross-region binding 2.0. (This parameter is not supported on Private Cloud,)

Example: false

When switching the billing mode for CLB, you can use this parameter to check if the switch task is successful.

Example: null

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

LimitExceeded
MissingParameter
FailedOperation
InvalidParameter
InvalidParameterFormatError
InvalidParameter.BIdNotFound
InvalidParameterValue.Duplicate
Resourcelnsufficient
UnauthorizedOperation
InternalError
InvalidParameterValue
InvalidParameterValue.Length

InvalidParameter.RegionNotFound

Copyright: Converge Cloud
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Description

Quota limit reached
Missing parameter error.
Failed to operate.

Wrong parameter.
Incorrect parameter format
CLB instance ID error.
Duplicate parameter values.
Insufficient resources
Unauthorized operation
Internal Error

Incorrect parameter value
Invalid parameter length.

Invalid region.
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ModifyRule

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (ModifyRule) is used to modify the attributes of a forwarding rule under a layer-7 CLB listener, such as forwarding path, health check attribute, and forwarding policy.

Cloud Load Balancer

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether this task is successful.

Default interface request rate limit: 20 times per second.

Interface update time: 2019-10-22 20:16:49.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action
Version

Region

LoadBalancerld

Listenerld

LocationId

Url

HealthCheck

Scheduler

SessionExpireTime

ForwardType

TargetType

3. Output Parameters

Parameter name

Requestld

4. Error Code

Required

Yes

Yes

No

Yes

Yes

No

No

No

No

Type

String

Allow

NoLL  Pe
No String
No String
No String
No String
No String
No String
No String
No HealthCheck
No String
No Int64
No String
No String
Description

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

Description

Public parameter, The value of this interface: ModifyRule

Public parameter, The value of this interface: 2018-03-17

Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

CLB instance ID
Example: Ib-cuxw2rm0

CLB listener ID
Example: Ibl-4fbxq45k

The ID of the forwarding rule to be modified.

Example: loc-9dr7bslI3

New forwarding path of the forwarding rule. This parameter is not required if the URL does not need to be modified.

Example: /bar

Health check information
Example:View

Request forwarding method of the rule. Valid values: WRR (weighted round robin), LEAST_CONN (least connections), and IP_HASH (IP hash)

Default: WRR
Example: LEAST_CONN

Session persistence Duration
Example: 75

Forwarding protocol between the CLB instance and the real server. Default: HTTP. Valid values: HTTP and HTTPS

Example: HTTP

Target real server type. NODE: Bind a general node.

Example: NODE

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter

InvalidParameterValue

InternalError

UnauthorizedOperation

FailedOperation

InvalidParameter.FormatError

InvalidParameterValue.Length

MissingParameter

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.

Incorrect parameter format
Invalid parameter length.

Missing parameter error.
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ModifyTargetPort

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (ModifyTargetPort) is used to modify the port of a real server bound to a listener.
This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether this task is

successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:37:58.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow L
name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: ModifyTargetPort
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface
CLB instance ID
LoadBal I Y N i
oadBalancerld es o String Example: Ib-cuxwji93
. . CLB listener ID
Listenerld Yes No String Example: Ibl-d1ubji93
Locationld No No String Forwarding ru!e ID When binding a real server to a layer-7 forwarding rule, you must provide either this parameter or Domain+Url.
Example: loc-fi8gji93
. . Domain name of the target rule. This parameter will not take effect when the Locationld parameter is provided.
Domain No No String
Example: www.yuncloud.example.com
url No No String The URL of the target rule. This parameter will not take effect when the Locationld parameter is provided.
Example: /index
Array . . L
List of real servers for which the ports are to be modified
Targets Yes No of .
Example:View
Target
NewPort Yes No Int64 The new port through which the real server is bound to the listener or forwarding rule
Example: 334
3. Output Parameters
Parameter name Type Description
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameter Wrong parameter.
InvalidParameterValue Incorrect parameter value
InternalError Internal Error
UnauthorizedOperation Unauthorized operation
FailedOperation Failed to operate.
InvalidParameter.FormatError Incorrect parameter format
InvalidParameterValue.Length Invalid parameter length.
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ModifyTargetWeight

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (ModifyTargetWeight) is used to modify the forwarding weight of a real server bound to a CLB instance.

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether this task is successful.

Default interface request rate limit: 20 times per second.

Interface update time: 2021-04-27 18:07:01.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter
name

Action
Version

Region

LoadBalancerld

Listenerld

Locationld

Domain

Url

Targets

Weight

. Allow
Required NULL
Yes No
Yes No
No No
Yes No
Yes No
No No
No No
No No
Yes No
No No

3. Output Parameters

Parameter name

Requestld

4. Error Code

Type

String

Type

String
String

String

String

String

String

String

String

Array
of
Target

Int64

Description

Description

Public parameter, The value of this interface: ModifyTargetWeight
Public parameter, The value of this interface: 2018-03-17
Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

CLB instance ID
Example: Ib-cuxw;ji93

CLB listener ID
Example: Ibl-d1ubjio3

Forwarding rule ID. When binding a real server to a layer-7 forwarding rule, you must provide either this parameter or Domain+Url.
Example: loc-fi8gji93

Domain name of the target rule. This parameter will not take effect when the Locationld parameter is provided.
Example: www.new.example.com

The URL of the target rule. This parameter will not take effect when the Locationld parameter is provided.
Example: /index

The list of real servers for which the weights are to be modified
Example:View

Cloud Load Balancer

New forwarding weight of a real server. Value range: 0-100. Default: 10. This parameter will not take effect when the Targets.Weight parameter is provided.

Example: 8

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter

InvalidParameterValue

InternalError

UnauthorizedOperation

FailedOperation

InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.
Incorrect parameter format

Invalid parameter length.
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RegisterTargets

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API (RegisterTargets) is used to bind one or more real servers to a CLB listener (or layer-7 forwarding rule). Before using this API, you need to create a relevant layer-4 listener or layer-7
forwarding rule. For the former (TCP/UDP), only the listener ID needs to be specified, while for the latter (HTTP/HTTPS), the forwarding rule also needs to be specified through LocationId or
Domain+Url.

This is an async APL After it returns a successful result, you need to call the DescribeTaskStatus API with the returned RequestID as an input parameter to check whether this task is

successful.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:37:04.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow L
name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: RegisterTargets
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface
CLB instance ID
LoadBal I Y N i
oadBalancerld es o String Example: Ib-cuxwjio3
CLB listener ID
Listenerld Y N Stri
stener s ° "9 Example: Ibl-d1ubji93
Locationld No No String Forwarding ru!e ID When binding a real server to a layer-7 forwarding rule, you must provide either this parameter or Domain+Url.
Example: loc-fi8gji93
. . Domain name of the target forwarding rule. This parameter will not take effect when the Locationld parameter is provided.
Domain No No String
Example: www.yuncloud.example.com
url No No String The URL of the target forwarding rule. This parameter will not take effect when the Locationld parameter is provided.
Example: /index
Array . -
List of real servers to be bound. Array length limit: 20
Targets Yes No of .
Example:View
Target
3. Output Parameters
Parameter name Type Description
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameter Wrong parameter.
InvalidParameterValue Incorrect parameter value
InternalError Internal Error
UnauthorizedOperation Unauthorized operation
Resourcelnsufficient Insufficient resources
LimitExceeded Quota limit reached
FailedOperation Failed to operate.
InvalidParameter.FormatError Incorrect parameter format
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N\

Error Code Description
InvalidParameterValue.Length Invalid parameter length.
MissingParameter Missing parameter error.
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ReplaceCert

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

Replace an existing certificate with a new one (Note: If the existing certificate is used in multiple regions, rules bound to it will be replaced at the same time.)
Default interface request rate limit: 20 times per second.

Interface update time: 2021-08-23 21:36:44.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

. Allow .
Parameter name Required NULL Type Description
Action Yes No String  Public parameter, The value of this interface: ReplaceCert
Version Yes No String  Public parameter, The value of this interface: 2018-03-17
Region No No String  Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface
- Original certificate ID
| T Ye N
OldCertld es o String Example: GpW7KKH
NewCertld No No String New certificate ID. Note: This parameter cannot be specified at the same time with new certificate convention, remarks, or private key.
Example: GpW7fKkH
Public key of the new certificate. Note: New certificate ID and this parameter cannot be specified at the same time.
NewCertContent No No Strin Example: -—-— BEGIN CERTIFICATE. -
9 \r\nMIIEjTCCA3WgAwWIBAgIQA4ZHUAVOv4yrszI3ILfo3TANBgkghkiGOWOBAQsFADBY\r\nzVT4lsaln5LKkKxw=\r\n-----
END CERTIFICATE----- \r\n
. . New certificate remark. Note: The new certificate ID and this parameter cannot be specified at the same time.
NewCertAlias No No String
Example: cert-new
. Private key of the new certificate. Note: New certificate ID and this parameter cannot be specified at the same time.
NewCertKey No No String
Example: ----- BEGIN RSA PRIVATE KEY----- \r\nxz7PDqBylUnAkbCFOHAa\r\n-----| END RSA PRIVATE KEY----- \r\n
. - Public key of new SM certificate signature. Note: New certificate ID and this parameter cannot be specified at the same time.
NewsSignCert No No String .
Example: ----- BEGIN CERTIFICATE----- \r\nMIIEjTCCAYOuRvokzVT4lsaln5LKkKxw=\r\n----- END CERTIFICATE----- \r\n
NewSignCertPrivateKe No No Strin Private key of new SM certificate signature. Note: New certificate ID and this parameter cannot be specified at the same time.
9 Y 9 Example: ----- BEGIN RSA PRIVATE KEY----- \r\nHyaM23sHkbCFOHAa\r\n----- END RSA PRIVATE KEY----- \r\n
3. Output Parameters
Parameter name Type Description
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
UnauthorizedOperation Unauthorized operation
FailedOperation Failed to operate.
InternalError Internal Error
InvalidParameterValue Incorrect parameter value
InvalidParameter Wrong parameter.
MissingParameter Missing parameter error.
InvalidParameterValue.Length Invalid parameter length.
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SetCustomizedConfigForLoadBalancer

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This APIis used to create, delete, modify, bind, and unbind custom CLB configurations.

Default interface request rate limit: 20 times per second.

Interface update time: 2020-02-24 17:42:43.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public

parameters see public request parameters.

Parameter
name

Action

Version

Region

OperationType

Uconfigld

ConfigContent

ConfigName

LoadBalancerlds

Required

Yes

Yes

No

Yes

No

No

No

No

Q|L|JO|_V|\_I Type Description

No String  Public parameter, The value of this interface: SetCustomizedConfigForLoadBalancer

No String Public parameter, The value of this interface: 2018-03-17

No String Public parameter,Regiona! information A list of supported geographies is available
through the DescribeRegions interface

No String Operation type, supporting ADD, DELETE, UPDATE, BIND, and UNBIND.

Example: ADD

This field is required to create configurations other than custom ones. For example, pz-
No String  j9x7gx3g.
Example: pz-n651fsue

This field is required when you create or modify the content of a custom configuration.

No String Example: client_max_body_size 222M;
No String | Tis field is required when you create or modify the name of a custom configuration.
9 Example: config_1
o ,CA;frray This field is required for binding/unbinding.
. Example: [Ib-55rh44i6]
String

3. Output Parameters

Parameter
name

Configld

Requestld

Copyright: Converge Cloud

Type

String

String

Description

Custom configuration ID. For example, pz-j9x7gx3g.
Example: pz-j9x7gx3g

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating
the problem.
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4. Error Code

Cloud Load Balancer

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
LimitExceeded

FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.FormatError

MissingParameter

Copyright: Converge Cloud
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Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Quota limit reached

Failed to operate.

CLB instance ID error.
Incorrect parameter format

Missing parameter error.
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SetSubUinQuotas

1. Interface Description

Cloud Load Balancer

Interface request domain name: clb.api3.convergecloud.com.

Set sub-account CLB instance quotas through the root tenant account

Default interface request rate limit: 20 times per second.

Interface update time: 2021-02-22 14:29:33.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter .
Required

name

Action Yes

Version Yes

Region No

SubQuota Yes

Allow
NULL

No

No

No

No

3. Output Parameters

Parameter Tvpe
name yp
Requestld String

Copyright: Converge Cloud

Description

Type

String

String

String

Array of
SubQuota

Description

Public parameter, The value of this interface:
SetSubUinQuotas

Public parameter, The value of this interface:
2018-03-17

Public parameter,Regional information A list of
supported geographies is available through
the DescribeRegions interface

Sub-account quota list
Example:View

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.
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4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code Description
FailedOperation Failed to operate.
InvalidParameter Wrong parameter.

InternalError Internal Error
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UpLoadCert

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.
Upload an SSL certificate from the tenant console

Default interface request rate limit: 20 times per second.
Interface update time: 2021-08-18 18:37:39.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public

parameters see public request parameters.

. Allow L.
Parameter name Required NULL Type Description
Action Yes No String  Public parameter, The value of this interface: UpLoadCert
Version Yes No String  Public parameter, The value of this interface: 2018-03-17
. . Public parameter,Regional information A list of supported geographies is available
R N N
eglon ° ° String through the DescribeRegions interface
Certificate Content
CertContent Yes No Strin Example: ----- BEGIN CERTIFICATE-----
9 \\nMIIEjTCCA3WgAwWIBAgIQA4ZHUAqdNY9c\r\nYOuRvokzVT4lsaln5LKkKxw=\r\n-----
END CERTIFICATE----- \r\n
ifi A: Cli ificate; SVR: ifi
CertType Yes No String Efar:};)clz'fes:/yge (CA: Client certificate; SVR: Server certificate)
Private key of the certificate
Certke No No Strin Example: ----- BEGIN RSA PRIVATE KEY-----
y 9 \r\nMIIEcAIBAAKCAQEAI9wWOHyaM23sHkbCFOHAa\r\n----- END RSA PRIVATE KEY-----
\r\n
Certificat k
CertAlias Yes No String E)fz:r;;:ec;:?;r s
Content of SM signature certificate
E le: ----- BEGIN CERTIFICATE-----
SignCert No No String xampe

\N\nMIIEjTCCA3WgAWIBAgIQA4ZHr\nYOuRvokzVT4lsaln5LKkKxw=\r\n-----
END CERTIFICATE----- \r\n

Private key of SM signature certificate
SignCertPrivateKey =~ No No String  Example: ----- BEGIN RSA PRIVATE KEY-----
\r\nMIIEcAIBAAKCAQEHyaM23sHkbCFOHAa\r\n----- END RSA PRIVATE KEY----- \r\n

3. Output Parameters

Parameter Type Description
name yp P
CertID String  Certificate ID
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Parameter Tvoe
name yp
Requestld String

4. Error Code

Cloud Load Balancer

Description

Example: GpW7fKkH

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the

problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InternalError

InvalidParameter

InvalidParameter.FormatError

UnauthorizedOperation

FailedOperation

Copyright: Converge Cloud

Description

Internal Error

Wrong parameter.
Incorrect parameter format
Unauthorized operation

Failed to operate.
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Other APIs
DescribeLoadBalancerListByCertld

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This APLis used to query the list of CLB instances associated with a certificate in a region by certificate ID.
Default interface request rate limit: 20 times per second.

Interface update time: 2020-01-10 20:20:28.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of

public parameters see public request parameters.

Parameter . Allow _
name Required NULL Type Description
. . Public parameter, The value of this interface:

A Y N

ction es ° string DescribeLoadBalancerListByCertld
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public' parameter,Regional inf(?rmatiop A Ii‘st of supported geographies

is available through the DescribeRegions interface
Array of Server or client certificate ID

Certld Y N .

ertids es ° String Example: ["RwWFAfr8Y"]

3. Output Parameters
Parameter
T D ipti

name ype escription
CertSet Array of Certificate ID and the list of CLB instances associated with the certificate ID

CertldRelatedWithLoadBalancers =~ Example:View

Unique request id, Each request will return. The Requestld of the request

Requestld String needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.
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Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
FailedOperation
InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.

Incorrect parameter format

Invalid parameter length.
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SetLoadBalancerSecurityGroups

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This APLis used to support setting (binding/unbinding) security groups for a public network CLB instance. You can use the DescribeLoadBalancers API to query the currently bound security groups of a CLB instance. This APLis a
semantic APL

When binding is performed, input parameters should include all security groups (existing and newly bound ones) that should be bound to CLB instances.

When unbinding is performed, input parameters should include all security groups that remain bound after unbinding. If you want to unbind all security groups, this parameter can be left unspecified, or an empty array can be

passed in.
Default interface request rate limit: 20 times per second.
Interface update time: 2020-01-10 20:30:50.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow -
name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: SetLoadBalancerSecurityGroups
Version Yes No String Public parameter, The value of this interface: 2018-03-17
Region No No String Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface
. CLB instance ID
LoadBalancerld  Yes No String Example: Ib-cuxw2r00
. Array Array of security group IDs. One CLB instance can bind up to 50 security groups. To unbind all security groups, you can either skip this parameter or specify an empty array.
SecurityGroups No No of Y . "
. Example: ['sg-093607sd","sg-dfsv32sx"]
String
3. Output Parameters
Parameter name Type Description
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameterValue Incorrect parameter value
InternalError Internal Error
UnauthorizedOperation Unauthorized operation
FailedOperation Failed to operate.
InvalidParameter.LBIdNotFound CLB instance ID error.
InvalidParameter.FormatError Incorrect parameter format
InvalidParameterValue.Length Invalid parameter length.
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SetSecurityGroupForLoadbalancers

1. Interface Description

Interface request domain name: clb.api3.convergecloud.com.

This API is used to bind or unbind a security group to or from multiple public network CLB instances.

Default interface request rate limit: 20 times per second.

Interface update time: 2020-01-10 20:30:27.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter
name

Action

Version

Region

SecurityGroup

OperationType

LoadBalancerlds

Copyright: Converge Cloud

Required

Yes

Yes

No

Yes

Yes

Yes

Allow
NULL

No

No

No

No

No

No

Type

String

String

String

String

String

Array
of
String

8/1/2026, 9:16:28 AM

Description

Cloud Load Balancer

Public parameter, The value of this interface:

SetSecurityGroupForLoadbalancers

Public parameter, The value of this interface:

2018-03-17

Public parameter,Regional information A list
supported geographies is available through
DescribeRegions interface

of
the

Security group ID. For example, sg-j9x73ko1l.

Example: sg-j9x73kol

ADD: Bind a security group.
DEL: Unbind a security group.
Example: ADD

CLB instance ID array
Example: ["Ib-09360712","Ib-tttt5555"]

302 Pa

ges Total 313 Pages



N\

3. Output Parameters

Parameter Type Description
name yp P
Requestld String

4. Error Code

Cloud Load Balancer

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code

InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
FailedOperation
InvalidParameter.LBIdNotFound
InvalidParameter.FormatError

InvalidParameterValue.Length

Copyright: Converge Cloud

8/1/2026, 9:16:28 AM

Description

Wrong parameter.
Incorrect parameter value
Internal Error
Unauthorized operation
Failed to operate.

CLB instance ID error.
Incorrect parameter format

Invalid parameter length.
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Data structure

QuotaData

Description o theroot acount an sub-account quotas

Refrenced b the olowing ntrfces DescrbeSubUinQuotas

name. required UL allowec oo descripton
Tpe s "o st Qe
Usedquota s no ot tndaon
Cuuots yos o st ot s
subQuota yes yes Aray of SubQuotatep Qe for e of b scont
SublsediotaiQuota Jes Jes st st by s
Backend

Detss o e severbound 03 sener

Referenced by the lowing interfces DescrbeTorgets

s - . s S
. - . - A
- . » A ——
— - . - e vt
— - - - ——
- - e
- - . N ———
OwnerlLabel

Userand tag conespondence

Refrenced b the following nterfaces: DescrbeAppiabel

name equired ML slowed e descrpton

Ouner - " umes focsigr

o - - s e

suype - . e Gt o L AL VAN U .0 .00, .8

Certificatelnput
FErm——
Jr——
e f— e e pa—
e
St . . sang somercaen o
s . . o g—
9 Example: j9st3xs2
conca - - sug Dot et
o o - sung et
Centéey o o Suing par
Centcontent o o suing Eampie ot
Cocatame - - sang Gl et
- o - sung
s . . P — oty st Corime
certd suing Example: xidj3ghx
[— - - suwg Ut tera
E— - - sug o
f— o - sung
sncerta . o sang oot
smcentame o o suing ity et
SmCertSignContent " " Sing Example: -----BEGIN CERTIFICATE- -END CERTIFICATE———-\f\n
Prn— o - sung
Pr— - - sang
Sncertey w - sung et
Availablelspinfo
PR ——
e it Nt toved e ascron
” opentor
hd i " Suing ‘Example: Private Network
s
Isphlas no no Swing ‘Example: Private Network
I - . . et ot o
[P ——
[E— o - syt sung gl e e
VR il o . 5P moce
AvailableVpclds. no o Artay of string ‘Example: [vpc-xh39eyds)
FunctionTarget
St o Farction 567 .3 el s
e e i stowed e ascipion
scritomaton
et n - s
. . weare
et o - - i
LoadBalancer
[EE——
e e Mt toned we asspton
I . p—
lancert " " g Example: Ib-fuwzz9i3x
Prm—— - o suog i mancerane
[In—
endwsmcrton o o sung LT S PR——
S ovn
Loud e yps dene €L 0 Clasiec 18
orvrs N N o ooy
camsinane
samn o ~ sua I
it of v of 2 g e
rs— w - e ol ettt
[ e
s - v unse @ ot L ot
Gt
s csion e
CreateTime. no yes string. Example: 2020-12-08 08:001
Lot st i e of e 8 e
SttsTime. " e Sting Example: 2020-12-08 08:00:00
s . . e Tt e s g it i
e
Vood " = String Example: vpe-mj6Sxvs2
opern o o o ooy
st " e foot Example: false
ation w - s ot bl L e
tog " = String Example: null
Subretid " i String Example: subnet-1zj3¢j09.
- . P P ——
e i ol ol Example:View
o . et P —
SearGrou ke Ay of Sy Example: sg-habdjvox
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NULLallowed

™ it MOl sowed
Treagonino " .

Jra— " P

Jom— " s

[re—— w .

v " .

Mastezone " s

[m—— w s

kotedtine w .

r— " .

Chasee " w,
[r— w s

[—— w .

ogsets " .

ogtric " s

e w s

et w .

wo00s " .

Conts " P
[PrRRev—— " -

[o—— w .

Iretiode " .

Soatro " s

souts w s

satpe w .

Hoioc " .

vsia " s

[r— " s

r— w .

Towsettbels " .

ssetabe " P

Zones w s

e w .

Keloctme " .

Jr— " P

Hestogtapita " s

ocatan w .

[res— " .

Gty w P

Cuserds " s

Vs w .
MasterZonelnfo

imary 42 fomtion

Rferenced by h llwing roces: escrbentsoZones

e eaied Mol slowed
Zonca o .
Zome o -
Zonaiame - o
[em—— o s
e o .
Aabeis o -
Snatlp

PRRR—

name eaied

Suets y w
® w w
ConfigListitem

p—

eferenced by he lloing roces.DescbecustomzedCofitis

name reqied
Ueonta .
Cantape .
Canoname o
Conticonent -
GeneTmesamp .
UpdeTimesam .
Listener

e formtion

Refsenced by h g s Dscbelianers

name it Mol sloved

istenetd o "

ool - w

[a— w o

= - w

Catene - e

etk y -

St - o

Fo—— v -

suswich - e

e y -

senerame - o

Cosetine v -

enon - e

Tagrpe y e

fo— e o

Ja— yes s

[—— - e
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e

Torgthegioninfo

suing

suing

Ui

suing

Ay of Zonenio

suing

suing

sting

Lachargerepaia

suing

sting

suing

Bl

ExcusieCluster

suing

Ay of sty

suing

ool

ot

suing

Ay of ting

Arayofsting

Ay ofsting

Ay ofsting

suing

suing

sting

suing

™

sting

Ay ofsting

suing

e

Suing

Suing

Sting

nea

JT———

HeathCheck

Sting

nsa

Aty of et

Sting

Suing

sa

Suing

Vinsa

ool

Ui

Sting

Suing

Ay of Zoneinto

Suing

vty of Avaitiesinto

descption

Sasicnformaton ofresl ervers bound o the L8 nstance
Eampleics

Eample nul

[ pp————
Eampl:iput

VRCID i rumerclformat
Eampl: 77599

159 o the L8 P address
Eample 8G9
pimary Avibity Zone
Eamplevicn

Secondary Avaabilty e
Eampleicn

L nstance solton time
Eample: 2022.02.12121508

L nstance expiration i, applicabl only o prepad CLS
Eample: 2021.02.12 121508

L instance bilng ype
Exampl: POSTPAIDBY_HOUR.

L nstance network sttoutes
Eampleicn

Propid il strutes of a CLB instance
Eampleicn

Lo set 0 f Cloud Log Senvic (€15 or LB
Elampl: 32c515-0981- 4143 b5 3985bicS

Log topic 1D of Cloud Log Sevice €15 forCLS
Erampl: 321c815.0981-4148 055 39854cS

16 aderes ofth 1B instance

Erampl: 40246001000 440009206 55190564
Resered, Generaly unnecesany for s to concern
Eampleicn

Wihether an An- 0005 o nstance can be ound
Eample:false

Custom confguration D3 of CL8 instances

Example: .o

et the rel srve allows afic from L.
Eampe:flse

xclusive clster on the prste network
Eampleicn

Example: uilChin

Wnethr 0 ensble Snatpro
Eample e

Snatp st aferSnatpro CLs s enabled
[

Peformance qurantes speccation
Eampl: nul

Whether VP s locked
Eample:false

1D ofthe 15Pof the CL8 1 address
Eample:s

159 o the L8 P acdess

cample: 5GP

attioute g it
Eampl:Deleterotect

Layer7
Eample:[171aber]

Erample:nll

WinetherCLB s NPV Emoty: Ny i NP forlayer 7.
Ecample: ol

Bocking o unblocing time

Eample: 2021.02.12 121508

Heslth chck log <6 IDof Clo Log Servic (€19 for CLE
Elampl: 321c515.0584.4143 b8 3985bAcSLLLL

Heali check Iog toie I of loud Log Srvice (CL) for CL8
Exampl: 32AcE18 0564-4140 0. 3985b4c32222

ethr the P type i Loca 0GP
Eample:flse

Eample:false
Loy exchusive tag,
Eample FOR 17

Layer7 oxchsive custer .
Erample:[duster k30

Aia of the 5P of the LB P acress
Erample: 867

descrption

Urigue 0 o the AZ i numeric fom,such a5 100001
Example: 50010001

Ui 0 o the AZ n sting formt, For cxample ap-rgionl- 1
sooi0001

AZ ame.Forexamole, A2 1.

Exampie s0010001

stof saconciry AZe

Euamplen e

Retumed avalabilty zonetype. Vald vaues:open, ntana.

Euample: open

Retumed malabilty stotus of eoch 57
Example .

e descrpton

< Urique VPC subnet 0, For example, subnt 73K,
° Euomple: 432

suing M

[r— e descripton

Configurason >

Sy Erampl: pr 30502

. Configuraton Type
suing Erample L8

Configuraton name

suing Eample e

Confguraton

suing Exampl:3dd header 533 b

suing ot cunion e

Exampl: 1702503612

Configuraton mofcaton time
suing Erampl: 1702503612

descripton

A sener D
Erample: oty

istene protocol
Ecompl: HITP.

Listene potoco ke
Eample TCP

Listener port
Eample 80

Informtionof crtifcate bund 0 the stener
Eompleicn

Healt chck information of the st
Euompleic

Requested scheduling method

Ecample: WRR

Sesion persstence Duaton
Eample:0

Eample:0

Euompleicn
Ecample:Name
Lisenercesion time
Eample: 2021.03.01 152704
End port of 3 port ange.
Eample:0

Restsarvertype
Exampl: NODE

Eamplevicn

Wnether
Eample:0

TGP tenes
Eomple: false
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sessonType

Keepaletaatie

Filter

fiterconditons

required UL allonect

s yes

Sting

st

Vales

SubQuotaRsp

Descripion o el forsub-sccount auotas auery

required NULL sllowed

Referenced by the olowing interfces DescrbeSubUinQuotas

subuin
UseaQuota
cuuets

Lassettime

Binditem

Confgurton binding relationship

requed NULL sowsd

s "o

s o

s o

s o

Refrence by the olowing interfces: AsociteCustomizsdConfy

Loadtancetd
Ustenerd
Domsin

Locstiona

InternetAccessible

Network g mode, masimom outbound bandwidth

reqired UL allonsct

descption

Supports st L8 TCP stenersanly
Eample:false

Example NORMAL

Winetnr
Eample:0

e

suing

Airay of ting

descripion

- Subaccount UN
s Example: 10000004518

» Quota used b th sub acount

st Euampie 1

Curtent quot or the subaccount

Euampie'd

st modiicaton tme

@ Sub-accour
g Example 2014-08.03 120000

description

o 1D ofthe CLB instance bound to the confguraton
i Example 442393
1D ofthe stener bound t the configurstion
siing Example blds2yj93
e ‘omsinname bound o the confguration
sting Eample foonet

Rule oun 0 the configuration

steig Example loc o3

InemechargeType.
[R——

BanchthpkgSubType

SubQuota

Subvaccount quota descpton
Referenced b the lowing nterfaces StSubUInQuotas
name. required

Subtin ves

Tipe

Quots

HealthCheck

Health check informtion.
Noe:

reqived UL sllowed descipton

TRASFIC POSTPAID 8.

poSTIAD BY.

BANDWIDTH

Example: BANDWIDTH POSTPAIDBY_HOUR

Marimum outbound bandwidth, Uni Mbps Vale ange:0-6535 This parametr takes effect oly on public network LB, Defult 10
Example 1

suing Example: SNGLES?.

NULLallowed

o suing

o Ui

o Ui

o

name alowed

requred

e

Hetsuich  no no

Timeout o

nteraime. o

Hesltum w

Unbestiom o

Hitpcode w

nsa

Hpcheckpatn  no. Suing

HipchedDomain no yes  swng

HitpChecetrod  no. sting

Chckrort o

Comextiype o sting

SendContent w suing

RecvContert o suing
Cneckiype o suing

Hipversion o Suing

RuleHealth

Health check ttus of  forvarding rle

description

Wnether 0 anable heshthcheck 1 nabie; 0 isble.
Emple:0

descripton

Sub-account UIN
Erampl: 10000004518

Eample: 4

Quota ae
Eample: 10

Volus rang: 2:60 et
Eampl:2

Heslt chck nteral. Defaul: 5. Vlus rang: 5-300, Uit sec.
Eample:5

Hestty theshold. Defat
Eomple:3

Detaut 3,

Eample:3

TCP listeners) Volue range 131 Defout 31

Vale ange:2.10.Uni times

Voluorange 210 Uit times.

Cloud Load Balancer

description

itervame
Ecomple:losdbalncetds

Fitervalu ars

ay
ooz’

Eample:s

Exampl: ]

[

Tep s
Example HEAD.

Ecample: 3000

TCPUDP sencrs)

0P fteners)
Erampl: ToXT

eneck Text. e TEXT i o

Ecample: equestinfo

Erample: response-nfo

Custom detecion parametes rotocoluse fo halth check: TCP

Erample HTTP/LL

Referenced by the clowing ntrfces DescrbeTargetesth

Locatione

Targes

Functorfargets

Clusterltem

Exclusive clster information

requed UL slloned pe

s no suing
Suing
suing

Ay of gt

Ay of FunctonTaet

st
Clusterniame

ExclusiveCluster

et

required NULLalowed

Lacisters
Ucisters

Chasscalcuster

Extralnfo

Reserved. Genraly unnecesary for users 1o concern,

reauired NULL aowsd

o yes

2niong,

TouGroupame

RewiteLocationMap

Rediecion eatonship beueen orwarding s

Copyright: Converge Cloud

requied NULL slowed

s s

ves

2 TCP istaners)

aescption

Forwarding ule D
Example loc di3os02

omsin name o the forwarding ol
Erample: foonet

URLof the forvaring rle
Example: ful

it check tats of the ressever bound o this vl
Euampleicn

Exampleies

descrption

Urique D of the custer

suing Exampl:cste 493015

Clster o

suing Example:chster 1

Clster AZ For exampl,apregiont 1

sung Example:3p egionl

™
Avray of et
Avray of st

description

ool

Wnether 0 ensble VIP Diect Comct
Eample:0

TowGroup name
Y

Swing Eamplertg

8/1/2026, 9:16:28 AM

descripton
Loyt exchsive chster st
Emplevicn
Layer 7 axchsive chster st
Eampleviaw

VPG custer
Erompleicn
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Referenced b the olowing ntrfces Deleteure, ManualRowte
name. reauired N

SourceLocationd ves o
Targetocatontd s o
RewreCode " "
T o o

SourceDomain o o

CertList
Tenantcetfcte st
Referenced b the oo intrfces DescrbeCerts
name. required

Ounerin ves
Projectd ves
From s
certype. yes

Productzitiame ves

- ves
Certegintine ves
CertndTime s
Voliyperiod yes

Insettime ves

prm— s
Projectnto yes
o o
Sincert o
Subjecaltame s

Cennigortbm yes

RsWeightRule
[P —
[T ———————
e waied
stenrtd v "

Locations o o

Damain o w

Torges s o

weght o o

Zonelnfo

AZ nformtion

stomed

UL sloned

NULL slowed

pe descripion

Sourceforwarding e 10
sing Example loc 82493
Torgetforwaring e I0for redrecton
swing Example oc lang
o Rediectionsats code Vaid vales: 301, 302, a0 307

it Erample: 30

Euample: e

Cloud Load Balancer

sing Example sourcecom

e descrption

s Ouer
" Erample: 10000004518

N Projectio

sing Euomple:0
Cencate Souce

sting Exampl:uposd

» ProcuctType.
swing Example: VR

Product Name
s Brompl: hangsan@gmai com

. Projec domain rame
sing Etample: hangian gl com
Centcate rematk o rame
Example: hangsant
Cencate Satus
st Example: 1
olnerabiy status

sina Exomple: NACTVE

- suntTime
il Euomple: 2024.07-27 163120

Expicaton Time

Elample: 2025.07.27 163129

» oy vl peiod
suing Bample: 12

. storage time
" Euomple 20241022 102138
- Certicate D
il Exompl: aesiin

St name
sting Example: Approved

. Prject nformation

Eample

. Certfcte Cantent

. Contentof s corticate signatre

Listof scondary domain names

Aray ofsting Exampl: "domain2com

Value type. Vald values 53 ec,and sm2.Defalt 52
String ;f;i

Erams

e descrption

s stener

@ ®
g Example: b-conio3

suing Exampl:loc o8es3

s Brample s sxampieo

The U o th

sing Example:findex

. The st of ol servrs for which the welghts ae tobe modifed

Aoy of Torge Examplevicn N

e New forwarding weight farea servr Value range:0-100
Brample: 10

name. eqired

Zoneld ves
Zone yes
Zonetame ves
Zonehegion o
Locazone. o
Ensbleshared o
EnsblLsetiabels w

prm— o

LoadBalancerHealth

L instance hslt chck status

Reterenced b the lowing ntrfces DescrbeTorgeteath
Losdialancetd

Losdtlancename.

steners

CertldRelatedWithListener

Certfcte D and the st ofCL isteners bounc t the certicate

Referenced b the olowing ntrfces DescrbelsenersByCertid
name. reqired

= ves

steners yes

LBChargePrepaid

Aitioutes for monihly subscipton confguaton of 3 18 nstance

NULL aowsd pe

yes Ui

yes sng

ves Sung

ves suing

ves Aty of ing

required NULL alowed

yes w

s s

ves ves

NULLalowed pe

o suing

o Ay of Crtistner

name. requred

Reneurisg o

period o

IspSet

159 informaton descripion
Reterenced b the olowing ntrfces Descrbespinio

spstaus
Ipstansv
asins

Vesias

ListenerHealth
Health check informationof thelstener
Referenced b the olowing ntrfces DescrbeTargeteath

Listenerta
Usteneriame
prtocol

port

Copyright: Converge Cloud

equired

UL alonsd

ves

e description
Exomple: MANUAL RENEW.

Purchase period. Uit menth
Example 100

required -

s o

ves o

NULLsllowed oe

o suing
s suing

o suing

8/1/2026, 9:16:28 AM

T —

descipion
Ui 0 o the AZ i numeric fom, such 5 100001

Example 100001

Uriaue D o the AZ n sting format. For example: ap-regionl 1
Example: 3p regionl.

Zname.For examle, AZ 1.

Example AZ1

Resion of the AZ

Example ap regionl.

Whethr the AZis s Locazone

Example fabe

Wihethr the avalalsifty zone as avaable sared clsters.
Eample e

Tog of the avaible Loyr 4 clster for the avalabifty zone.
Exampl: e labal]

nformation st of avible 159 fr the vty o,
Euampletcn

descrpton

Ainsance
Eramplr b 2k

B nstance Name
Euompl: -1

Listener st
Euamplevicn

desciption

Certicate 1D
Example: s

st of steners bound o the certicate
Examplec.

Renewal type. AUTO_RENEW Automatc renewal; MANUAL RENEW: Manl renewl

e description
o

vt Example: 2

o 2 p0

s Example: CMCC
i5prame

s Example: Move

unst 159 s
Eomple 1

159 s

vt Example: 1

5P alios

sing Example Move

136 aliss

sting Example Move

descrption

Ustener D
[

Example b1
Ustenerprotocol
Example: TP

Lstenerport
Eromple: 80
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rame e N sllowed pe descrpion
fues yes o Aray o et st g st e
Taglnfo

U ag informaton

nome e oL slowed e desrpion
. Tgkey
T - " sira [ am—

Tig

e
Tagualue yes no Sting Eampl: il 4083

CertificateOutput

Certfcte informtion

name. reired NULLslowed pe descrpton

Ssiviode ves o suing Example: UNIDIRECTIONAL

« Oetaut: s cort

Certid yes no sting Eample AZiD3p

et carticate .

Cenco yes s sing Eampl: 36
Server SM cetcate D

Scenta ves ves sing Eaample: szdge

10of the serve ECC corifiae

Exccertt ves ves sing Ecample: ds2dgen

RuleTargets

Reterenced b the lowing interfaces DescrbeTorets
name requred NULL sonsd e desciption

" . . . Forwarding le D
Locationa s sing Exampl:oc 826153

omain name o theforwarcding ol
Damain s "o suing e

" Path of the forwaring e

u s no sting sk

Toges o ye Jrm— e s i
ampi:

Functontargets o ves o

Rulelnput
T TDS v e (s
et by he ol e e

name. equiced NULL slousa e descripion

Doran o - S Domsinname f the fovaring i, angth it 1.0
Gampe esdoman com
- o - [T —————-)
o " sana Eample: flocal
Sesiontrpetime . . s S .0 Do o o g 1500
Hestchck o w0 Hethece et oo

Ceribcste o o Cortfcateinpot Certifcaton infomaton
Eaample o

Schecler o o suing Defau: AR
Eaample: WRR

d ThOC

Forvardype o o stng Eaampl: TP

Detautserer o o S0 e
Eample e
Winethr o endble 2 Note that Hit? canbe enabled oy for HTTPS domalns.

Hupz o o ool Lo

Targetype o "o suing i

TRRC callo server fout,which s requied when ForwordType s TEC
Trecaee o o stng e “ P
TRRC cang seice APL which s required whe ForwardType s TRPC

rpcrunc o no sting Exampl: wpcrunc

TargetRegioninfo

name. requied NULLallowed pe descrpon

Region s "o Suing et eion o g, egon

Eample:p-reic

Forexamle
o yos o sing Exampl:vpc Ghogi3

TargetCountForLoadBalancer

U instance an th total umber o el severs bound o t

name. required NULL alowed oo descrption

aso
Losctancetd s o suing Exampl: b-di3lagnz

Tgecount - N st Total umber of el servers bound 1o the L8 nstance
ampie:2
TargetHealth
Descrbesthe halt nformaton of  taget.
Reerenced by the folouing interfces:DescribeTareteath
name equied N aowed pe descrption

Prvotenetwork I of tr
» ves "o sng ottt

Example 1001
port bound t the target
port s no nes s

Heltstatss ves o ool Example: e

Togetinsance D Forexample, ns 547 3koL.
Togetd ves o suing bk e e

comple: s 9x73ko1

Heltstanspetal ves o swing Exampl: A

BasicTargetGrouplnfo

Basicnformaton of a target group bound t 3 stener o forwarding rle

name. reqired UL slloned e description

Torget group 1D

TagetGroupla ves o Sing Erampl: g d3kas0z

Target Group Name
Targetrouptiame ves o suing Eanple 9

Functionlnfo

ServeissClou Funcion 5GP information

name reqired NULL slonsd e descipton

Functon namespace

FunctonNamespace no v sang Exompl: deaut

Functontiame "o ves swing Exompl: unction-1

FunctonQuafier o s g cion i e o ks

Example: don3in

FunctonQuaier identifertype.Vad values VERSION and AUAS

FunctonQualfeType no yes sting Example VERSION

Target

Forwarding targe,namey a es server bound o the CL instnce

name. required NULL allowed e desciption

Rest servr type. by

Tipe "o s stng

nstanceld no s sung e
Example: ns 630S02

" " n Reat server istening port
o = " et Erample 80

. Formading weght of a es server Voluerange: 0 100, Deful 10,
wigh no o et Example 10

enip o yos s SR
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ErrorCode

Feature Description

If there is an Error field in the response, it means that the API call failed. For example:

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"

}

Code in Error indicates the error code, and Message indicates the specific information of the error.

Error Code List

Common Error Codes

Error codes Description
AuthFailure.InvalidSecretld Invalid key (not a Cloud API key type).
AuthFailure.MFAFailure MFA failed.

Key does not exist. Check if the key has been deleted or
disabled in the console, and if not, check if the key is correctly
entered. Note that whitespaces should not exist before or after
the key.

AuthFailure.SecretldNotFound

Signature expired. Timestamp and server time cannot differ by
AuthFailure.SignatureExpire more than five minutes. Please ensure your current local time
matches the standard time.

Invalid signature. Signature calculation error. Please ensure
AuthFailure.SignatureFailure you've followed the signature calculation process described in
the Signature API documentation.

AuthFailure.TokenFailure Token error.
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Error codes

AuthFailure.UnauthorizedOperation

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

UnsupportedProtocol

UnsupportedRegion

Service Error Codes
Error codes

InvalidParameterValue.Range

Copyright: Converge Cloud

Description

The request does not have CAM authorization.

DryRun Operation. It means that the request would have

succeeded, but the DryRun parameter was used.
Operation failed.

Internal error.

The API does not exist.

Incorrect parameter.

Invalid parameter value.

Quota limit exceeded.

A parameter is missing.

The API version does not exist.

The number of requests exceeds the frequency limit.
Resource is in use.

Insufficient resource.

The resource does not exist.

Resource is unavailable.

Unauthorized operation.

Unknown parameter.

Unsupported operation.

Cloud Load Balancer

HTTPS request method error. Only GET and POST requests are

supported.

API does not support the requested region.

Description

Invalid parameter value range.
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Error codes
InvalidParameter.LBIdNotFound
MissingParameter
LimitExceeded
InvalidParameter.FormatError
InvalidParameterValue.Duplicate

InvalidParameter.RegionNotFound

InvalidParameter.RewriteAlreadyExist

InvalidParameterValue.InvalidFilter
FailedOperation
InvalidParameterValue.Length
InvalidParameter

InvalidParameter.PortCheckFailed

InvalidParameter.ProtocolCheckFailed

InvalidParameter.SomeRewriteNotFound

InvalidParameter.LocationNotFound
UnauthorizedOperation
InvalidParameterValue
InvalidParameter.ListenerldNotFound
InternalError

Resourcelnsufficient

Copyright: Converge Cloud
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Description

CLB instance ID error.
Missing parameter error.
Quota limit reached
Incorrect parameter format
Duplicate parameter values.
Invalid region.

The forwarding rule has been bound to a redirection
relationship.

Filter parameter input error.

Failed to operate.

Invalid parameter length.

Wrong parameter.

Listener port check due to port conflicts or other reasons.

Listener protocol check failed because, for example, the
protocol used is incompatible with the corresponding
operation.

Some redirection rules do not exist.
Unable to find eligible forwarding rules.
Unauthorized operation

Incorrect parameter value

Listener ID error.

Internal Error

Insufficient resources
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