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Product Introduction
VPC Overview

VPC is a logically isolated network space you can custom on the cloud. Similar to the traditional network

running in your data center, services hosted within a VPC include CVMs, CLB, cloud databases, and more.

This document introduces the core components of a VPC, various connection methods, and security

aspects of a VPC.

Core Components

A VPC has three core components: VPC IP range, subnet, and route table.

VPC IP Range

When you create a VPC, you need to use CIDR (Classless Inter-Domain Routing) to designate the IP address

group for the VPC.
VPC supports IPv4 CIDR blocks in any of the following private IP ranges:

¢ 10.0.0.0-10.255.255.255 (The mask range must be between 16 and 28.)
e 172.16.0.0-172.31.255.255 (The mask range must be between 16 and 28.)
¢ 192.168.0.0-192.168.255.255 (The mask range must be between 16 and 28.)

» Non-standard IPv4 private IP ranges (The mask range must be between 16 and 28.)

Note:

From 2020-09-16, VPC started supporting non-standard IPv4 private IP ranges (which are not covered
by the three major private IP ranges defined in RFC 1918). If needed, please submit a ticket to apply.

Subnet

A VPC consists of at least one subnet, and the CIDR of the subnet must be within the CIDR of the VPC.

A subnet is a network used to manage the network plane of elastic CVM and can provide services such as
IP address management and DNS. All cloud resources in the VPC such as Cloud Virtual Machine (CVM),
Cloud Database (CDB), etc. must be deployed in the subnet.

A VPC has region attributes (e.g., NCR), while a subnet has availability zone attributes (e.g., Availability Zone
1). Subnets within a VPC can belong to different availability zones within the same region. Resources within
subnets of the same VPC can communicate with each other over a private network regardless of whether

they are in the same availability zone or not.
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Elastic CVMs in different VPCs can communicate by creating a peering connection.

(&, CWM &8, CWVM &, CVM

Route Tables

A route table consists of multiple routing policies that control the outbound traffic direction of subnets in
the VPC. Each subnet can only be associated with one route table, while each route table can be associated

with multiple subnets. You can create multiple route tables for subnets with different traffic routes.

A route table controls traffic routes by using routing policies. A routing policy consists of the destination,

next hop type, and next hop:

« Destination: Specifies the destination IP range to which you want to forward the traffic. It should be
an IP range. If you want to enter a single IP address, set the mask to 32 (for example,
172.16.1.1/32 ). The destination cannot be an IP range of the VPC where the route table resides,
because the local route already allows private network interconnection in this VPC.

» Next hop type: Indicates the egress of data packets for the VPC. The next hop type of VPC supports
NAT Gateway, Peering Connection, VPN Gateway, Direct Connect Gateway, CVM, and others.

» Next hop: Specifies the next hop instance (identified by the next hop ID) to which the traffic is
forwarded, such as a NAT gateway in the VPC.

VPC Connection

The cloud platform offers a wide range of VPC connection solutions to meet different scenario needs:

e CVM and CloudDB instances in a VPC can connect to the public network via an EIP or NAT gateway.
e Through peering connections, different VPCs can communicate with each other.

e Through VPN connections, Direct Connect, VPCs, and local data centers can be interconnected.
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e Through private links, VPCs are provided the ability to access other VPCs across accounts via the

private network.

VPC Security

VPCs are logically isolated network spaces on the cloud, and different VPCs are isolated from each other,

ensuring the security of your business:

e Security Group: A security group is a stateful virtual firewall for filtering packets. As an important
means of network security isolation, it can be used to control the outbound and inbound traffic for
instances.

e Network ACL: A network ACL is a stateless virtual firewall for filtering packets at the subnet level. It
can be used to control the inbound and outbound data streams for subnets at the protocol and port
granularities.

e Cloud Access Management (CAM): CAM provides secure management of access rights to all
resources under a cloud account. Through CAM, you can manage the access rights to VPCs, for

example, by controlling user access to VPCs through identity management and policy management.
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Strengths

Custom network

The VPC offers you powerful network management capabilities. You can customize the IP range, divide
subnets on demand just like in a traditional network, and customize the deployment of your cloud-based

business through the flexible configuration of the route table and route rules.

VPC also offers a visual network topology to help you better plan your network.

Scalability

Using VPCs, you can flexibly deploy according to business needs by creating different subnets within one
or multiple VPCs to deploy different parts of the business. You can also expand the network architecture as
needed by connecting VPCs with your local data center and other VPCs.

Rich Access

VPC provides different access modes to meet the needs for cloud communications:

e Accessing the Internet: You can interact with the Internet using normal public IP, EIP, NAT gateway,
CLB, etc.

 Accessing other VPCs: You can use peering connections to enable inter-VPC communication; cross-
VPC unilateral service access is achieved through a private link.

 Accessing the local data center: You can use VPN connections and DC access to access your local

data center.

Security and Reliability

VPC utilizes tunnel technology to build virtual networks on top of physical ones, using the GRE protocol to
ensure complete isolation between VPCs, offering users independent, isolated, and secure cloud networks.
For CVMs within the VPC, we also provide different levels of network access control, such as security groups
and Network ACLs.

Simple and easy to use

You can quickly create and manage VPC through methods such as the console and APL The productized
network functions and rich troubleshooting features can significantly reduce your operation and

maintenance costs.

Copyright: Converge Cloud 10/28/2026, 4:31:37 AM 10 Pages Total 735 Pages



N\

Virtual Private Cloud

Use Cases

Accessing Public Network

Single CVM Accessing the Public Network

When your business volume is small, and you only have a single CVM, you can apply for a public network

IP and bind it to the CVM to enable the feature of accessing the public network.

@ VPC
@ CVM <——><——* Internet

Subnet

Multiple CVMs Securely Accessing the Public Network

When you have multiple CVMs that need simultaneous access to the public network and don't want to
expose the private IP addresses of the CVMs, you can use a NAT gateway. NAT gateway has SNAT function,
which allows multiple CVMs to access the public network through the public network IP address of the NAT
gateway. When DNAT is not configured, external users are unable to directly access the NAT gateway,
ensuring security. When there are multiple public network IPs on a NAT gateway, the NAT gateway

automatically performs CLB.
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Subnet Subnet

Providing Services to the Public Network

Single CVM Providing Services

You can host services such as websites on CVMs in the VPC and use a public network IP to provide services

externally.

(7] vpC

@ CVM <—><————> Internet

Subnet

Multiple CVMs CLB
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When you have many servers to deploy complex businesses and face high public network traffic, using CLB
is advisable. CLB can automatically allocate application traffic among multiple CVM instances in the cloud,

allowing you to achieve a higher level of application fault tolerance.

Internet
a v
VPC /
? e
T @CLB
@ CVM @ CVM
Subnet Subnet

Cross-VPC Service Sharing

When you need to share application services deployed in a VPC with other VPCs in different accounts, you
can use Private Link to achieve unidirectional cross-VPC access for intranet services. Compared to public
network services, this can save public network bandwidth, offer higher security, and greatly simplify the
network architecture.

(& Service User - VPC1 (8 Service Provider - VPC2
a *Subnet Service Resource
VPC Endoo
—>» Endpoint » Endpoint G
@ VM ’ bt ———  (Ei) B
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Deploy Hybrid Cloud

Connecting to Local Data Centers

VPC offers various methods, such as dedicated access and VPN connections, which can link your local data
center with cloud-based VPC, easily constructing a hybrid cloud architecture. Using a local data center can
ensure the security of your core data. You can also scale the number of cloud resources (such as CVM and

CDB) based on the volume of business, thereby reducing IT Ops costs.

Direct Connection

iiii Data Center

Internet Tunnel

@ CDB VPN Connection

aiii Data Center
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Basic Concepts
IP Addresses

IP addresses are divided into two categories: IPv4 and IPv6. IPv4 is widely used, but the network address

resources are limited. IPv6 can solve the problem of limited network address resources well.

IPv4 Address

The cloud platform has two types of IPv4 addresses: private network IPv4 address and public network IPv4
address. If you do not take the initiative to unbind or replace, neither the private network IPv4 nor the

public network IPv4 change.

Private Network IPv4 Address

The private network IPv4 address is the implementation form of the cloud platform's IPv4 private network
services and cannot be accessed through the IPv4 Internet. Once each CVM instance is created, it is
assigned a private network IPv4 address, which can be automatically allocated by the system. In the VPC

environment, the private network IPv4 address can also be customized by users.

Attribute

« IPv4 private network services have user attributes and different users are isolated from each other;
that is, by default, they cannot access another user's cloud service via the IPv4 private network.

« IPv4 private network services have regional attributes, and different regions are isolated from each
other. That is, by default, cloud services and VPCs in different regions under the same account cannot

be accessed through the IPv4 private network.

Applicable Scenario

The private network IPv4 address is applicable to the following scenarios:
« IPv4 private network access between CLB and CVM instances in the same VPC.
e IPv4 private network access between CVM instances in the same VPC.

o IPv4 private network access between CVM instances and other cloud services (such as TDB) in the
same VPC.

Related Operations

« To obtain the private network IPv4 address of the instance and set DNS, see Obtaining the Private
Network IP Address and Setting DNS.
o To modify the private network IPv4 address of a CVM instance in VPC, see Modifying Private Network
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Public network IPv4 addresses are divided into two categories: normal public IP and EIP, both of which can

provide CVM with the ability to access or be accessed by IPv4 public networks.

Main Differences

The main differences between normal public IP and EIP are as follows:

Comparison
Items

Use Scenario

Ability to
access/be
accessed by the
public network

How to Obtain

Features

Quota

Quota

Operation -
Convert IP

Copyright: Converge Cloud

Normal Public IP

If you want the system to automatically
assign a public network IP address
when you create a CVM, and after the
CVM is released, the normal publicIP is
released together without retaining the
public network IP address, you can
select a normal public IP.

As public IP addresses, they have the
same ability to access and be accessed
by the public network.

It is only allocated when the CVM is
purchased. If it is not allocated when
purchased, it cannot be obtained.

Consistent with the CVM lifecycle, after
the CVM is released, the normal public
IP is also released.

There is no fixed quota for the number
of IPs, which is consistent with the
quota for the available CVM.

For the quota of normal public IP
(including normal public IP and EIP)
bound to each CVM, see Limitations on
Binding CVM.

It can be converted. For details, see
Converting Normal Public IP to EIP.
After a normal public IP is converted to

10/28/2026, 4:31:37 AM

EIP

If you want to use a public network IP
address for a long time and bind it to
the designated CVM based on
business needs. You can select an EIP,
which can be bound and unbound
repeatedly. After the CVM is released,
EIP still exists.

As public IP addresses, they have the
same ability to access and be accessed
by the public network.

- Apply for EIP at the console.
- Convert normal public IP to EIP.

- Independently enjoyed IP resources
can be bound and unbound with
CVMs, NAT gateways, etc., at any time.
- It can be released when no longer
needed.

Each account can apply for 20 IP
addresses in each region.

For the quota of normal public IP
(including normal public IP and EIP)
bound to each CVM, see Limitations
on Binding CVM.

EIP cannot be converted into normal
public IP.

16 Pages Total 735 Pages



Virtual Private Cloud

N\

Comparison

Normal Public IP EIP
Items

an EIP, only the IP attributes change,

and the IP address remains unchanged.

If you no longer need a normal public
Operation - IP, you can select More > IP/Network It can be released on the EIP console.
Release IP Interface > Refund Public Network IP to For details, see Releasing EIP.

refund in the operation column of the.

IPv6 Address

The IPv6 address of the cloud platform can be used as both an private network IPv6 address and a public
network IPv6 address. By default, it is an private network IPv6 address. When the public network capability
needs to be enabled, this address can be changed into a public network IPv6 address. If you do not take
the initiative to release or reallocate, this IPv6 address does not

change.

Private Network IPv6 Address

The private network IPv6 address is the implementation form of the cloud platform's IPv6 private network
service and cannot be accessed through the IPv6 Internet. When you create a CVM instance, you can
choose to allocate an IPv6 address free of charge, which will be automatically allocated by the system or
obtained after creation. In VPC environments, private network IPv6 addresses can also be customized by

users.

Attribute

« IPv6 private network services have user attributes and different users are isolated from each other;
that is, by default, they cannot access another user's cloud service via the IPv6 private network.

« IPv6 private network services have region attributes and different regions are isolated from each
other; that is, by default, cloud services and VPCs in different regions under the same account cannot

be accessed through the IPv6 private network.

Applicable Scenario

The private network IPv6 address is applicable to IPv6 private network access between CVM instances

under the same VPC.

Public Network IPv6 Address

After the IPv6 address is opened to the public network, it has the ability to access the IPv6 public network

and be accessed by the IPv6 public network as a public network IPv6 address.
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Region and Availability Zone

Region

Introduction

Region refers to the geographical area of a physical data center. Different regions of the cloud platform are
completely isolated to ensure maximum stability and fault tolerance between different regions. To reduce
access latency and improve download speed, it is recommended to choose the region closest to your

customers.

You can view the following table or query the region list through the API to see the complete region list.

Availability Zone

Introduction

Availability Zone refers to a physical data center of the cloud platform where the power and network are
independent in the same region. The goal is to ensure that failures within the availability zones are isolated
from each other (except for major disasters or power failures) preventing fault propagation and ensuring
that users' businesses continue to provide online services. By launching instances in independent
availability zones, users can protect applications from the impact of single-location failures.

You can query the availability zone list through the API to view the complete availability zone list.
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Quota Limitation

Virtual Private Cloud and Subnet
Resources
Number of VPCs per account in each region
Number of subnets in each VPC
Number of secondary CIDRs in each VPC

Default HAVIP quota per VPC

Route Table
Resources
Number of route tables in each VPC
Number of route tables associated with each subnet

Number of routing policies per route table

Security Group
Description

Number of Security Groups

Number of Security Group Rules

Number of Cloud Virtual Machine instances associated with a single

security group

Limitation (Unit: count)

5

10

10. Max. 50.

Limitation (Unit: count)

Number of security groups a Cloud Virtual Machine can be associated

with

Number of rule entries for each security group that references the

security group IDs

Network ACL

Resources
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Limitation
50/region
100/inbound, 100/
outbound
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5
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Resources Limitation

Number of Network ACLs per VPC 50
Number of Rules per Network ACL Inbound: 20 Outbound: 20
Number of Network ACLs Associated with Each Subnet 1

Parameter Template

Limitation (Unit:

Instance
count)

Maximum 1,000 per

IP Address Objects (ipm) tenant

Maximum 1,000 per

IP Address Group Objects (ipmg) tenant

Maximum 1,000 per

Protocol Port Objects (ppm) tenant

Maximum 1,000 per

Protocol Port Group Objects (ppmg) tenant

Maximum 20 per

IP Address Members in An IP Address Object (ipm) tenant

Maximum 20 per

IP Address Object Members (ipm) in An IP Address Group Object (ipmg) tenant

Maximum 20 per

Protocol Port Members Within A Protocol Port Group Object (ppm) tenant

Maxi 20
Protocol Port Object Members (ppm) in A Protocol Port Group Object (ppmg) aximum 8 per

tenant
The Number of IP Address Group Objects (ipmg) that Can Reference the Maximum 50 per
Same IP Address Objects (ipms) tenant
The Number of Protocol Port Group Objects (ppmg) that Can Reference the Maximum 50 per

Same Protocol Port Object (ppm) tenant
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Quickly Building an IPv4 VPC

Overview

This document, using the example of deploying a CVM capable of connecting to the Internet, guides you through

rapidly establishing an IPv4 VPC. Detailed directions are introduced as follows: From creating VPCs and subnets, to

creating CVMs and allocating public IP addresses, and finally controlling inbound and outbound traffic to CVMs via

security groups.

- Subnet

V
P Securit
y
C @ Group @
Route table
CVM
Directions

Step 1: Create PVCs and Subnets

1. Log in to the Virtual Private Cloud console.

Internet

2. At the top, choose the region to which the VPC belongs, and click Create.

3. In the pop-up dialog box New VPC, fill in the VPC information and initial subnet information, and click Create.

Note:

Once the CIDRs (that is, IP ranges) of the VPC and subnets are created, they cannot be modified. Plan the

network in advance.
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New VPC

VPC Info

10 v .0.0.0/ 8~ @ nodification can be made after creation

View Restrictions

+ Add

Original Subnet Info

©))
o/

Default (?)

+ Add

e The VPC Information
o Name: VPC name.

o IPv4 CIDR:
= You can select any one of the standard IP ranges 10.0.0.0-10.255.255.255, 172.16.0.0-172.31.255.255

and 192.168.0.0-192.168.255.255 as the VPC IP range. The IP mask range should be between 16 and

28, such as 10.0.0.0/16.
= The non-standard IPv4 private address ranges can also be selected (the mask range should be

between 16 and 28).

Note:
Since September 16, 2020, VPCs have started to support non-standard IPv4 private address ranges (non-standard
IPv4 private address ranges refer to those that are not defined within the three major private address ranges

specified in RFC 1918). If you need to use them, you may submit a ticket for application.
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« Initial Subnet Information
o IPv4 CIDR:
= You can choose a VPC IP range that is within the range of the VPC IP range or the same as the VPC IP
range. For example, if the VPC IP range is 10.0.0.0/16, you can select the range between
10.0.0.0/16-10.0.255.255/28 as the subnet IP range.
= If the VPC to which the subnet belongs needs to communicate with other VPCs or IDCs, ensure that
the subnet's IP range does not overlap with the peer's IP range. Otherwise, private network
interconnection is impossible.
* Availability Zone: Select an availability zone of the subnet. The same VPC can have subnets of different availability

zones. By default, subnets of different availability zones under the same VPC are private network interconnected.

Step 2: Purchase CVMs

1. Log in to the Cloud Virtual Machine Console.
2. At the top left of the list page, click Create to enter the CVM purchase page.
3. On the custom configuration page, configure CVM instances according to actual needs and interface prompts.

The example is as follows:

i. On the Select Region and Instance page, choose the VPC and subnet you have created, choose the instance

model, and click Next: Select Image.

CVM

| custom configuration

Selecting Region and
Model

Billing Mode Pay-As-You-Go

Region

AZ

‘l
E
r

Network [}

eate VPC[Z Or Create Subnet[2

nstance S51.SMALL1 (Standard S5I, 1 cores, 1 GB)

Next: Select Image

ii. In the Select Image interface, choose the image version. In this example, CentOS 7.4 64-bit is chosen. You
can also choose other models according to your actual needs. After completion, click Next: Select Storage
and Bandwidth.

iii. On the 3. Select Storage and Bandwidth page, set the system disk type and public network IP address. In

this example, choose not to allocate temporarily. Click Next: Configure Security Groups and Host.
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If you choose to allocate now, the system will automatically allocate a public network IP address to

your CVM. If you choose not to allocate a public network IP address temporarily, you need to apply for

and bind an EIP in the CVM console so that the CVM can access the public network.

iv. On the 4. Configure Security Groups and Hosts page, in this example, choose Create Security Group, set

log-in method and password, and click Next: Confirm Configuration Information.

v. Confirm the information on the 5. Confirm Configuration Information page, and click Activate to complete

the purchase of CVM instances.

Step 3: Apply for EIP and Bind to CVM

Apply for an EIP (IP resources which can be independently purchased and held), and bind the EIP to the CVM instance

to realize public network access.

1. Log in to the EIP console.

2. On the EIP management page, choose the region where the created CVM is located and click Apply.

3. In the pop-up Apply for EIP window, configure relevant parameters, and then click OK to complete the

application of EIP.
4. On the EIP management page, find the applied EIP and click More > Bind.

5. In the pop-up Bind Resources window, choose CVM Instance as the binding resource type. Then choose the

created CVM and click OK.

Step 4: Test the Connectivity of Public Network

Complete the following operations to test the public network connectivity of CVM instances.

Note:

Before testing, make sure that the security group has allowed access to the corresponding IP/port. For example,

allow ICMP protocol and public network Ping server. You can confirm it by View Security Group Rules.

1. Log in to the CVM instance with the EIP bound.
2. Run ping other public network addresses , such as ping www.google.com

network.

[root@VM 48 15 centos ~]%f ping www.
& P 3

.com
cloud.net (1
>) 2
9):
S5):
S):
S):

PING public-vé.sparta.mig.
bytes
bytes

(1
(1
(1
(1
(1

from 3 icmp seq=1

from icmp seq=2

bytes from icmp seq=3

bytes from icmp_ seq=4

bytes from icmp_seq=5

--= public-vé.sparta.miqg.
5 packets transmitted, 5 received, 0% packet

32.822/32.845/32.895/0.0

s,

rtt min/avg/max/mdev = 29 ms
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to test the connectivity of the public

bytes of data.

) 56(84)
i ms

ttl=495
ttl=495
ttl=49
ttl=495
ttl=495

ms

cloud.net ping statistics ---
time 4006ms
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Quickly Building an IPv6 VPC

Overview

This tutorial will help you build a Virtual Private Cloud (VPC) with an IPv6 CIDR. IPv6 for the Cloud Virtual
Machines (CVMs) or Elastic Network Interfaces (ENIs) in the VPC is enabled so that VPC and public network

communications via IPv6 are implemented.

1. CVMs are IPv6-enabled to communicate with other CVMs in the VPC through the IPv6 private network.

2. CVMs are IPv6-enabled to communicate bidirectionally with IPv6 users on the Internet.

O @&
n~t
\—’/4 IPv6
P VM Ro utwt%:;[e']

Sub Q C E:E ) Internet IPv4/IPv6 User
nwt @ ) "

WM IPv6
CVM Route table 2

“——

Instructions

1. The IPv6 address is a GUA address. Each VPC is allocated with one /56 IPv6 CIDR. Each subnet is allocated
with one /64 IPv6 CIDR. Each ENI is allocated with one IPv6 address.

2. Both the primary network interface and the secondary network interface support applying for IPv6
addresses. For more information about the relationship between CVM and ENI, see Elastic Network

Interface product documentation.

Directions

Step 1: Allocate IPv6 CIDR to VPC

1. Log in to the Virtual Private Cloud console.

2. In the left sidebar, choose VPC. Under the operation column of the row corresponding to the VPC where
you want to enable IPv6, click Edit IPv6 CIDR.

3. In the pop-up dialog box Modify IPv6 CIDR Block, choose IPv6 address type and click OK to complete
obtaining the VPC IPv6 CIDR. Currently, one VPC only supports one IPv6 CIDR.
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Modify IPvé CIDR Block X

vpcC

Each VPC supports only 1 IPv6 CIDR block

Step 2: Allocate IPv6 CIDR to Subnet

1. Log in to the Virtual Private Cloud console.

2. In the left sidebar, choose Subnet. Under the operation column of the row corresponding to the subnet
where you want to enable IPv6, click Assign Ipv6 CIDR.

3. Click OK to confirm the operation. The system will allocate a /64 IPv6 CIDR from the VPC's /56 IPv6 CIDR,

and you can see the IPv6 address segment in the list.

Virtual Private Cloud Subnet [ AlIVPCs ~ E2VPC and

Network Topology

Virtual Private Create Q e
Cloud

Name $ Network 4 v ype Y T A R . s A
Roue Tble . . -
N Common Subn ettt . 0% 253 No

1P and ENI

Step 3: Purchase a CVM and allocate an IPv6 address to its ENI
1. Log in to the Cloud Virtual Machine Console.
2. At the top left of the list page, click Create to enter the CVM purchase page.

3. On the custom configuration page, configure CVM instances according to actual needs and interface

prompts. Choose not to allocate IPv6 addresses temporarily.
Note:

If the CVM is not allocated with an IPv6 address when you purchase it, under the operation column of
the row corresponding to the CVM instance, you can choose EIP > Manage IPv6 Addresses to allocate

an IPv6 address to the primary NIC.

4. After purchasing the CVM, log in to the VPC console.
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5. In the left sidebar, choose IP and NIC > ENLI. Click Create to create an ENI under the subnet in Step 2, and
bind it to the purchased CVM.

6. Click the ID of this ENI to go to the details page. Choose the IPv6 Address Management tab and click
Allocate IP.

Note:

The standard quote of an ENI is one IPv6 address. If you need more IPv6 addresses, please contact the
cloud platform administrator to modify the quota for you. A maximum of 10 IPv6 addresses can be

allocated to one ENL

Basic Info IPv4 Address Management IPvé Address Management Associate Security Group

Assign IP

7. In the pop-up dialog box Allocate IPv6 Address, allocate an IPv6 address to the NIC by automatically allocating
or manually filling in. Click OK. The system will allocate an IPv6 address for the ENI, as shown below.

Assign IPv6 Address ) 4

QTm B = qQrw)

Auto-assigned »  The system will assign |P addresses

automatically.

Step 4: Enable Public Network for the ENI's IPv6

1. Log in to the Virtual Private Cloud console.
2. In the left sidebar, choose IP and NIC > EIPv6.
3. Click Adjust Bandwidth under the operation column to set the public network bandwidth and click Adjust.

Note:

If the bandwidth is not set to 0, the public network will be enabled. If it is set to 0, the public network
will be disabled.
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Adjust Bandwidth

2402:4e00:403a:8703:0:9bad:8c95:44ab
Bill-by-Traffic

1000 Mbps

O - 754 +  Mbps

Bandwidth adjustment takes effect immediately upon configuration

Step 5: Log In to the CVM and Enable IPv6

CVMs have different operation methods to enable IPv6. This step illustrates the process using the example of
newly purchased CentOS 7.5 and CentOS 7.6.

Enabling IPv6 for newly purchased CentOS7.5/CentOS7.6

1. Go to the CVM console and log in to the instance.

Instances l:l CVM User Guide [
M v v v v T v
1 cor n" s ey
s Sysm mn"" ol 20¢
il (@Running X836 " Network: Pay-4 " - - = More v
& e S =

2. Execute the following command to open the ifcfg-ethO file in the folder /etc/sysconfig/network-scripts/ .

vim /etc/sysconfig/network-scripts/ifcfg-ethO

3. Press i to switch to edit mode and add the following content.

DHCPV6C=yes
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$ Created by cloud-init on instance boot automatically, do not edit.
4

BOOTPROTO=dhcp

DEVICE=ethO

HWADDR=52:54:00:06:d45:57

NM CONTROLLED=no

ONBOOT=yes

PERSISTENT DHCLIENT=yes
TYPE=Ethernet
LISFRCTI=no

DHCPVé6C=yes

-~

4. Press Esc and enter :wq to save the file and return.

5. Execute the following commands in sequence to check whether an IPv6 address has been obtained.

dhclient -6
ifconfig

_centos ~)# ifconfig
63<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
netmask 255.255.255.0 broadcast 1
prefixlen 64 scopeid 0x20<link>

‘a8e prefixlen €4 scopeid OxO<glcobal

54700 U0eTd5TST txgueuelen IUUU  (Ethernet)
5581952 bytea 567752177 (541.4 MiB)
0 overruns 0 frame 0
bytes ©830823590 (651.4 MiB)

dropped 0 overruns 0 carrier 0 collisions 0

lo: flags 73<UP, LOOPBACK, RUNNING> mtu 65536
anet 127.0.0.1 netmask 255.0.0.0
inet6é ::1 prefixlen 128 acopeid 0x10<hoat>
loop txgqueuelen 1000 (Local Loopback)
{ packets 18 bytes 1536 (1.8 KiB)
{ errors 0 dropped 0 overruns 0 frame 0
{ packets 18 wetea 1936 (1.8 KiB)
T exxoras O dropped 0 overruna 0 carrier 0 collisiona 0

6. Execute the following command to open sshd_config file in the folder /etc/ssh/ .

vim /etc/ssh/sshd_config

Virtual Private Cloud

7. Press i to switch to edit mode and delete AddressFamily any comment (delete the preceding # ), and

enable IPv6 listening for applications such as ssh.
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$OpenBSD: sshd config,v 1.100 2016/08/15 12:32:

This is the sshd server system-wide configuration file.
sshd_config(5) for more information.

This sshd was compiled with PATH=/usr/local/bin:/usr/bin

The strategy used for options in the default sshd config shipped with
OpenSSH is to specify options with their default value where
possible, but leave them commented. Uncommented options override the
default value.

If you want to change the port on a SELinux system, you have to tell
SELinux about this change.
semanage port -a -t ssh port t -p tcp #PORTNUMBER

Doxt 22

AddressFamily any

AUGIESSranIly IneT

ListenAddress 1|

Listeniddress 1

ostKey /etc/ssh/assh_host_rsa_key
HostKey /etc/ssh/ssh_host_dsa_key

ostRey /ctc/s:h/ssh_ﬁost_;cdsn_kcy
ostKey /etc/ssh/ssh host ed25519 key

Ciphers and keying
RekeyLimit default none

Logging
SyslogFacility AUTH
yslogFacility AUTHPRIV
LogLevel INFO

Authentication:
LoginGraceTime 2m
PermitRootLogin yes
StrictModes yes
MaxAuthTries 6
MaxSessions 10

PubkeyAuthentication yes

The default is to check both .ssh/authorized keys and .ssh/authorized keys2
-~ INSERT -~

8. Press "Esc”, enter ":wq", to save the file and exit.

9. Run the following command to restart the SSH process.

service sshd restart

10. Run the following command to check if SSH is now listening on IPv6.

netstat -tupln

Copyright: Converge Cloud 10/28/2026, 4:31:37 AM

Virtual Private Cloud

30 Pages Total 735 Pages



Virtual Private Cloud

@ root@VM_0_164 centos:~

Step 6: Test IPv6 Connectivity

Connectivity of IPv6 can be tested via operations such as ping and ssh.

1. From the CVM ping6 240c::6666 or pingé www.google.com, as shown in the following figure.

(root@VM 24 8 centoa ~)
PING )c::6666(240c::
> 240c::¢€
240c::
2490c::
240c::6666: icmp seq=4
240c::66 icmp seq=5
240c: : 64 icmp seq=6

"
I
o

NNMNNNN

0

W ww
o mer
il
d 834

n

Il

e)

crn
2
O w0

w

b

]
|

Ll Be BB
b
C
BB
I
o
Ul
o

W W
oo
b
d
"

HH
o B
d
b
d
n
I

-—= 240c::6666 ping statistics ---

6 packets transmitted, € received, 0% packet loss,
rtt min/avg/max/mdev =

[root@VM 24 8 centos ~]# ping -6 www. _.com

.qq.com (2402 (2402:4e00:8010::154)) 56 data by

t<
il
I
>
e

)
www

2402:4e00: (2402:4e00:8010:: : icop sec=l
2402:4«00:8010::1 2402 :4el 010::154) : icmp seqg=2

T

2902:4200:8010::1549 (2402: ) :154) : icmp seq=3
2402:4e00:8010::154 2 ):8010::154): icmp seq=4
2402:4e00:8010::154 ):8010::154) : icmp seq=S

(o o A o 2 & A o
B
284
QW

!<
i
I
W On

|
W w
0o

s WWW.gg.com pang astatistics -—-

9 packeta transmitted, 5 received, 0% packet losa, time 4006ma
rtt min/avg/max/mdev f )74 ms

[rootl@VM 24 § centos ~)

2. From the public network IPv6 address ssh CVM, and the specific steps are as follows:
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Run the following command to view the IPv6 address, and use PuTTY or Xshell and other software to test

whether you can use ssh to log in to the CVM through the IPv6 address.

ifconfig

MaxhiuthTries 6
MaxSessions 10

RSAAuthentication yes
PubkeyAuthen ion yes
AuthorizedReysFile

Authorize yaCommand no
AuthorizedReysCommandRunAs ncobody

*/etc/ssh/s ig” 13
i centos ~]# service asshd restart \eqory
Session Basic options for your PuTTY session
LM

Spacty the destination you want to connact to
Termnal

Host Name for IP address

Keyboard
P 12:4e00
Local Addreas 4 Eell e
0.0.0.0:22 : Festues Comnecton type
=- Window Raw Tenet Rogn @ SSH
Appearance
Behaviour
Trangation Savgd Sessions

Load, save or delete a sicred session

Selection
Colours
Connaction
Data
Provy
Telret

Defaut Settings

Riogin
- SSH
G4 e Close window on ext
UP BROADCAST RUNS ’ ov Aways Never @ Only on clean ext
RX packets:117952 er
8931

0 txgqueue

! f ncal
8529369 (8. : 4 g Qpes Ca

runs:0 frame

@ root@VM_24 8 centos:~ —— " l =nes. |-O;h
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Operation Guide
Network Planning

Before using VPC, you need to plan the number of VPCs and their IP ranges according to your business
needs, avoiding issues caused by temporary scale-out.
During planning, you need to take the region, VPCs, the number of subnets, IP ranges, and route tables into

account.

Plan VPC

Plan one VPC

If your operations are small and all deployed in the same region, while there is no need for network
isolation, it is recommended to plan one VPC.

You can create multiple subnets and route tables in one VPC for fine-grained management of traffic.

@ VPC 192.168.0.0/16

Subnetl 192.168.1.0/24 Subnet2 192.168.2.0/24

@ CVM @ CVM
@ CDB EC; CcDB

Plan multiple VPCs

It is recommended to plan multiple VPCs in the following scenarios:

e Multiple services must be isolated from each other

Because private network interconnection is enabled by default in the same VPC, you need to plan
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multiple VPCs when different services in the same region need to be isolated.

@ VPC1 192.168.0.0/16 @ VPC 2 10.0.0.0/16

Subnet 192.168.1.0/24 Subnet 10.0.1.0/24

@ CVM @ CVM
?& CDB % CDB

Production Environment Test Environment

Plan Subnet

Converge CloudEach VPC supports creating up to 10 subnets, with each subnet representing a block of IP
addresses within the VPC. The subnet's IP range must be within or identical with the VPC's IP range.

The following points should be kept in mind when planning a subnet:

e Subnet Size and IP Capacity
When creating a subnet, make sure that the IP capacity of the IP range meets the demands. However,
the subnet should not be too large in case no new subnets can be created during subsequent service
expansion.

e Subnet's IP Range
If the VPC to which the subnet belongs needs to communicate with other VPCs or IDCs, ensure that
the subnet's IP range does not overlap with the peer's IP range. Otherwise, private network
interconnection is impossible.

e Service Needs
Within the same VPC, subnets can be divided according to business modules. For example, Web
layer, logic layer and data layer are deployed in different subnets, and network ACL can be used for

inter-subnet access control.
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Plan IP Range

Converge CloudVPC CIDR supports any of the following private IP ranges:

10.0.0.0-10.255.255.255 (The mask range must be between 16 and 28.)

172.16.0.0-172.31.255.255 (The mask range must be between 16 and 28.)

192.168.0.0-192.168.255.255 (The mask range must be between 16 and 28.)

Non-standard IPv4 private IP ranges (The mask range must be between 16 and 28.)

Note:

Since September 16, 2020, VPCs began to support non-standard IPv4 private IP ranges (non-
standard IPv4 private IP ranges are the three major private IP ranges not defined in RFC 1918).

To use them, please
Submit a Ticket

Application.

IP Range Description

About VPC Interconnection

« If you need to establish multiple VPCs, and there is a communication demand between the VPCs or
between the VPC and the IDC, please avoid overlap of multiple VPC IP ranges and do not use peering
connection.

« If the subnet IP ranges have overlapped, you can re-create your VPCs and purchase CVMs.

Plan Route Table

A route table is used to control the traffic direction within a subnet, and each subnet can only be bound to

one route table. VPCs support default route tables and custom route tables.

Plan one Route Table

If the traffic direction requirements of different subnets in your VPCs are identical or similar, it is
recommended to plan one route table. You can create different routing policies to control the traffic

direction.
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192.168.0.0/16

______ —

:_Subnetl 192.168.1.0/24! Subnet2 192.168.2.0/24

|
|
|
CVM CVM
|
|
|
|
|
|

Plan multiple Route Tables

If the traffic direction requirements of different subnets in your VPCs are quite different, it is recommended
to plan multiple route tables. Subnets with different requirements are each bound with corresponding

routing tables. Traffic flow is controlled through routing policies.
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Virtual Private Cloud and Subnet
Restrictions

Usage Limitations

e The IP ranges of a VPC and subnet cannot be modified after creation.

 The cloud platform reserves the first two IP addresses and the last IP address of each subnet for IP
networking. For example, if the subnet CIDR is 172.16.0.0/24 , the IP addresses reserved by the cloud
platform are: 172.16.0.0, 172.16.0.1 and 172.16.0.255.

e When CVMs are added to a VPC, the system will randomly assign a private network IP address to this
instance in the specified subnet by default, and users can reassign the private network IP address of
each CVM after the creation of CVMs.

Quota Limitation

Resources Limitation (units)
Number of VPCs per account in each region 5
Number of subnets in each VPC 10

Number of secondary CIDRs in each VPC 5
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Managing Virtual Private Cloud

Virtual Private Cloud (VPC) is fundamental for using cloud services. For example, when purchasing instances like
CVM, you need to select the VPC to which the corresponding instance belongs. This document describes the

lifecycle of VPC usage.

Background

1. Create VPC: Before creating a VPC, you need to conduct network planning. The CIDRs of a VPC and subnet
cannot be changed after creation.

2. View VPC: You can view the basic information and the resources contained within a VPC.

3. Delete VPC: When a VPC is deleted, its associated subnets and route tables will also be deleted.

Create VPC

A VPC contains at least one subnet, and only in the subnet can cloud service resources be added.
1. Log in to the Virtual Private Cloud console.
2. Select Virtual Private Cloud in the left navigation bar.
3. On the Virtual Private Cloud page, select the region to which the VPC belongs and click Create.

4.1n the pop-up New VPC dialog box, fill in the VPC information and initial subnet information.
Note:

VPCs and subnet CIDRs cannot be modified after creation.

o VPC CIDR supports using any of the following IP ranges. If there is a need for private network
communication between different VPCs, make sure that the CIDR configurations of the VPCs at both
ends do not overlap:

= 10.0.0.0 - 10.255.255.255 (The mask range must be between 16 and 28.)

= 172.16.0.0 - 172.31.255.255 (the mask range must be between 16 and 28)

= 192.168.0.0 - 192.168.255.255 (the mask range must be between 16 and 28)

= If there is a request to use another CIDR, contact the platform administrator to complete the
deployment of custom CIDRs in the backend.

o Tag: You can add tags as needed, which helps you to manage your resources and can be adjusted on
demand.

o The CIDR of the subnet must be within or the same as that of the VPC.
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For example, if the IP range of a VPC is 192.168.0.0/16 , then the IP range of the subnet within that
VPC can be 192.168.0.0/16, 192.168.0.0/17 , and so on.

o Within the same VPC, it is possible to have subnets located in different availability zones. By default,
private network interconnection is available for subnets in different availability zones within the same
VPC. The same VPC can have subnets of different availability zones. By default, subnets of different
availability zones under the same VPC are private network interconnected.

o Associated route table: A subnet must be associated with a route table for traffic forwarding control.
The initial subnet is associated with a default route table, which is delivered by the system by default

and indicates private network interconnection within the VPC.

New VPC %

VPC Info

co
-

10 ~ .0.0.0/

<

View Restrictions
v i X
=+ Add
Original Subnet Info
10 0 0 0 24 ~

Default (?)

+ Add

Create Cancel

5. After the parameters are set, click Create to complete the creation of the VPC, and the successfully created VPC

is displayed in the list.
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View VPC

1. Log in to the Virtual Private Cloud console.

2. Select Virtual Private Cloud in the left navigation bar.

3. In the VPC list, click the VPC ID you want to view.
The details page shows the basic information of and the cloud resources contained in a VPC, such as Cloud
Virtual Machine and Cloud Load Balancer. Click the resource number to enter the corresponding resource

management interface.

& test Details €VPC and Subnet Documentation

Basic Info

No

2020-08-10 18:10.00

Resources Included

CVM 0
Basic Cloud Resources

cLB 0

Subnet 1

Route Table 1

ENI 2
Network Resource Peering Connection 0

NAT Gatewa 0

Direct Connect Gateway 0

TDSQL 0

Cloud Redis Store 0
Basic Cloud Resources

MongoDB 0

File Storage 0

Export VPC List
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VPC supports the list export feature.

1. Log in to the Virtual Private Cloud console.
2. Select Virtual Private Cloud in the left navigation bar.
3. Click the export icon at the top right of the interface to download the VPC list in .csv format to your local

device.
- 7 Modify Extended
wpe None a 2 0 1 1% Yes Modify IPv6 CIDR

Delete VPC

Note:

Prerequisites for VPC deletion: The IP addresses of the VPC to be deleted are not in use, and there are no

cloud resources (such as CVM, cloud databases (CDB) and gateways) in the VPC.

1. Log in to the Virtual Private Cloud console.
2. Select Virtual Private Cloud in the left navigation bar.
3. In the VPC list, click Delete in the Action column to the right of the VPC to be deleted, and confirm the

operation.
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Editing IPv4 CIDR

VPC supports adding one primary CIDR, and the primary CIDR cannot be changed after creation. When the
primary CIDR cannot meet the business assignment, you can create secondary CIDR to expand the IP range. A
VPC can support adding multiple secondary CIDRs.

Subnets support allocating IP ranges from either the primary or secondary CIDR. Regardless of whether a subnet

belongs to the primary or secondary CIDR, different subnets within the same VPC are by default interconnected.

Usage Limitations

 Peering connection does not support the transmission of secondary CIDRs.
» The VPN gateway and standard direct connect gateway support the transmission of secondary CIDRs, but
the direct connect gateway has the following restrictions:
o The standard direct connect gateway supports the transmission of 10 secondary CIDRs.

o The NAT-type direct connect gateway does not support the transmission of secondary CIDRs.

Create Secondary CIDR

1. Log in to the Virtual Private Cloud console.
2. Select Virtual Private Cloud in the left navigation bar.

3. In the VPC list, click Edit IPv4 CIDR in the Action column to the right of the target VPC.

4. In the pop-up Edit dialog box, click Add and edit the secondary CIDR.
Note:

i. A maximum of 5 secondary CIDRs can be added.
ii. Secondary CIDRs can overlap with the destination IP ranges of custom routing, but this needs to
be done with caution because the routes of secondary CIDRs are Local routes, and Local routes

have a higher priority than custom subnet routes.
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Edit IPv4 CIDR

10. Active
10 0.0.0/ g~ Delete

Add®

5. Click OK to complete the creation of secondary CIDRs.

Delete secondary CIDR

1. Log in to the Virtual Private Cloud console.

Virtual Private Cloud

2.In the VPC list, click Edit IPv4 CIDR in the Action column to the right of the VPC of the secondary CIDR to

be deleted.

3. In the pop-up edit dialog box, click Delete after the secondary CIDR.

4. Click OK to complete the deletion.

Copyright: Converge Cloud 10/28/2026, 4:31:37 AM

44 Pages Total 735 Pages



Virtual Private Cloud

N\

Editing IPv6 CIDR

VPC supports IPv6 feature. When there are IPv6 service needs, you need to assign an IPv6 CIDR IP range to your
VPC first, and then cloud resources in the VPC can be assigned IPv6 addresses within the VPC's IPv6 CIDR,

enabling IPv6 communication for your services. This section describes how to assign IPv6 CIDR to the VPC

through the console.

Assign IPv6 CIDR

1. Log in to the Virtual Private Cloud console.
2. Select Virtual Private Cloud in the left navigation bar.
3. In the VPC list, click Edit IPv6 CIDR in the Action column to the right side of the target VPC.

4. Select the IPv6 address type in the pop-up Edit dialog box. The system will assign an IPv6 CIDR of /56 to
this VPC.

Modify IPvé CIDR Block X

Each VPC supports only 1 IPv6 CIDR block

5. Click OK to complete the IPv6 CIDR assignment.

Release IPv6 CIDR

1. Log in to the Virtual Private Cloud console.

2. Select Virtual Private Cloud in the left navigation bar.
3. In the VPC list, click Release IPv6 Address in the Action column to the right side of the target VPC to release

this IPv6 address range.
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Managing Subnets

In the absence of subnets, when you purchase instances such as CVMs, the system will create a default subnet for
you in the corresponding region. The default subnet can help you deploy your business more quickly and save
time.

The default subnet has exactly the same features as the subnet you create yourself, and the default subnet does

not occupy your quota in a region. If you no longer need the default subnet, you can delete it yourself.

Create a subnet

Users can create one or more subnets at the same time.

1. Log in to the Virtual Private Cloud console.
2. Click Subnet in the left sidebar to enter the Management page.

3. Click Create and configure the subnet parameters in the pop-up Create Subnet dialog box.

Create Subnet

There are already 1 subnets

© Common Subnet BMS Subnet

Advanced Options »

Cancel

o Network: The VPC where the subnet resides.

o Subnet Name: Enter a custom subnet name within 60 characters.

o VPC subnet: The CIDR block of the selected VPC will be automatically displayed.

o CIDR Block: Set the CIDR block of the subnet (If there are auxiliary CIDRs under the VPC, auxiliary
CIDRs can be used to create subnets.). The CIDR of a subnet must be part of the VPC CIDR block and
cannot overlap with the CIDR block of other existing subnets under the VPC.

o AZ: Select an availability zone where the subnet resides.

o Associate Route Table: Select a route table to be associated. The subnet must be associated with a
route table to control outbound traffic. The default route table of the VPC will be associated by
default to ensure private network interconnection in the VPC. You can also select another route table
within the VPC.

o Add a Line: Users can create one or more subnets. Click Add a Line to create multiple subnets at a

time.
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o Advanced Options: You can optionally set tags for the subnet to better manage subnet resources.
Click Add to set multiple tags at a time. To delete, click the Delete icon.
4. After completing the configurations, click Create. Then subnets that have been successfully created will be

displayed in the list.

Adding a CVM to the Subnet

1. Log in to the Virtual Private Cloud console.
2. Click Subnet in the left sidebar to enter the Management page.
3. Select the target subnet, and click the icon in the CVM column to add a CVM.

T T

S Change Route T.
Common Subnet : . g No g
default - Delete

4. Complete the addition of the CVM instance as instructed on the page.

Modifying the Primary Private IP Addresses of the CVM

You can modify the primary private IP address of the primary ENI, but not that of secondary ENIs. The

modification steps are as follows:

1. Log in to the Cloud Virtual Machine (CVM) console.
2. Click CVM in the left sidebar to enter the CVM Management page.
3. In the list, locate the target CVM, click the instance ID, and enter the Details page.

I
4. Select the ENI tab and click to expand the primary ENI.
5. In the Action column of the targeted primary private IP addresses, click Modify Primary IP.
6. In the pop-up box, enter a new IP address and click OK.
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Change Primary IP X

Note: modifying the primary IP of a primary ENI will cause the
associated CVM to automatically restart

e -

Changing the Subnet Route Table

Each subnet must be associated with a route table to specify the outbound route for the subnet. You can change
the route table associated with a subnet in real-time. If you need to create a new route table, see Creating

Custom Route Tables.

1. Log in to the Virtual Private Cloud console.
2. Click Subnet in the left sidebar to enter the Management page.
3. Click Change Route Table in the Action column on the right side of the subnet that needs to change the

route table.

alo

v g

subnet - vpe A . Common Subnet o B o 0 25 No
subnett = -

4.1n the dropdown list, select the route table you want to change to and click OK.
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Change Route Table X

@ Atfter the route table is replaced by a new one,
servers in the subnet will use the new route table
policy. Check whether the business has been
affected

Exporting Subnet Lists

VPC subnets support list export.

1. Log in to the Virtual Private Cloud console.
2. Click Subnet in the left sidebar to enter the Management page.
3. Click the export icon in the upper right corner of the page to download the subnet list in CSV format to the

local device.

al o]

g T

subr vpc- to-9 Change Route Table
Lo . Common Subnet -k " 0 25 No ¢
subnet1 - = Delete

Delete a subnet

Note:

Before deleting a subnet, make sure that the IPs in the subnet are not occupied and that there are no

resources (such as CVMs and CDBs) in the subnet.
1. Log in to the Virtual Private Cloud console.

2. Click Subnet in the left sidebar to enter the Management page.
3. In the list, locate the target subnet, click Delete in the Action column, and confirm the operation.
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Allocating and Releasing IPv6 CIDR for a Subnet

Note: The premise for allocating the IPv6 CIDR to a subnet is that the VPC has obtained the IPv6 CIDR.

1. Log in to the Virtual Private Cloud console.
2. Click Subnet in the left sidebar to enter the Management page.
3. Select a subnet and click Assign IPv6 CIDR. The system will allocate one /64 IPv6 CIDR.

:

T

Common Subnet 4 0 4092 No

4. Select a subnet from which you want to release the IPv6 CIDR, click Release IPv6 CIDR, and confirm the

operation. The system will reclaim the IPv6 CIDR of the subnet.
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Enabling or Disabling Multicast

Multicast is a mode of one-to-many communication, which can save businesses on the network bandwidth and

reduce network load through point-to-multipoint efficient data transmission.

e Multicast: Cloud Platform supports multicast on the VPC dimension.

Overview

Multicast is mostly used in the financial and game industries:

 For the game industry, multicast is mainly used for heartbeat holding between multiple servers.
In the unicast mode, the initiating server sends data to N servers separately. In the multicast mode, the
server sends the same data to N servers at once, which reduces the server resource consumption and also

the bandwidth resource of the backbone network.

Enabling or Disabling Multicast

Enabling Multicast

1. Log in to the Virtual Private Cloud console.
2. In the list, locate the row of the VPC where you want to enable the Group Broadcast feature, click the

button under Group Broadcast and confirm the operation.

vpC-2 —
- ) 1 None ) 1 0

Are you sure you want to Enable the
multicast feature?

None

Disabling Multicast

1. Log in to the Virtual Private Cloud console.
2. In the list, locate the row of the VPC where you want to disable the Group Broadcast feature, click the

button under Group Broadcast and confirm the operation.
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Route Tables
Overview

A route table consists of multiple routing policies that control the outbound traffic direction of subnets in
the VPC. Each subnet can only be associated with one route table, while each route table can be associated

with multiple subnets. You can create multiple route tables for subnets with different traffic routes.

Type
There are two types of route tables: default and custom.

« Default route table: When you create a VPC, the system automatically generates a default route table,
which will be associated with subnets created later if no custom route table is selected. You cannot
delete the default route table, but you can add, delete, and modify routing policies in it.

o Custom route table: You can create or delete a custom route table in the VPC. This custom route table
can be associated with all the subnets to apply the same routing policy.

Note:

You can associate a route table when creating a subnet, or changing the route table after a

subnet is created.

Routing Policies

A route table controls traffic routes by using routing policies. A routing policy consists of the destination,

next hop type, and next hop:

« Destination: Specifies the destination IP range to which you want to forward the traffic. It should be
an IP range. If you want to enter a single IP address, set the mask to 32 (for example,
172.16.1.1/32 ). The destination cannot be an IP range of the VPC where the route table resides,
because the local route already allows private network interconnection in this VPC.

» Next hop type: Indicates the egress of data packets for the VPC. The next hop type of VPC supports
NAT Gateway, Peering Connection, VPN Gateway, Direct Connect Gateway, CVM, and others.

» Next hop: Specifies the next hop instance (identified by the next hop ID) to which the traffic is
forwarded, such as a NAT gateway in the VPC.

Routing Policy Priority
When there are multiple routing policies in a route table, the following routing priority applies, from high

to low:
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e Traffic within the VPC: Traffic within the VPC is matched first.

 Exact match route (the longest prefix match): When there are multiple routes in the route table that
can match the destination IP, the route with the longest (exact) mask is matched to determine the
next hop.

e Public IP address: If no routing policy is matched, a CVM instance can access the internet through its

public IP address.

Priority of NAT Gateway and EIP

When a subnet is associated with a NAT gateway, and the CVM instance in the subnet has a public IP
address (or EIP), the CVM instance accesses the internet through the NAT gateway by default (Because the
priority of the exact match route is higher than that of the public IP address.). However, you can set a
routing policy to allow the CVM instance to access the internet through its public IP address. For more

information, see Adjusting the Priorities of NAT Gateways and EIPs.
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Restrictions

Usage Limitations

 The default route table for each VPC cannot be deleted.
 After a VPC is created, the system automatically adds a default route to the route table, indicating

resource interconnection in this VPC. This routing policy cannot be modified or deleted.

Destination Next Hop Type Next Hop

Local Local Local

e Dynamic routing protocols such as BGP and OSPF are not supported.

Quota Limitation

Resource Limitation (Unit: count)
Number of route tables in each VPC 10
Number of route tables associated with each subnet 1

Number of routing policies per route table 50
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Managing Route Tables

Creating Custom Route Tables

In addition to the default route table automatically generated by the system, you can also create new custom

route tables.

1. Log in to the VPC Console.
2. Click Route Table in the left sidebar to go to the route table management page.

3. Click Create.
4. In the pop-up window, enter the route table name, select the VPC to which the route table belongs,

configure a routing policy, and click Create.

Note:

When the next hop is Peering Connection or Direct Connect Gateway, you can enter an IPv6 address.

Create Route Table

vpc- n v

~ Tag

Add One Line

Routing Policy

The system delivers the
configuration by default, indicatin
Local LOCAL Local - g .
that the connectivity between
CVMs in the VPC is normal.

VPN Gateway v

Add One Line
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Configuring Routing Policies

1. Log in to the VPC Console.

2. Click Route Table in the left sidebar to go to the route table management page.

3. In the list, click the route table ID that needs to be modified to enter the details page.

4. Click Add Routing Policy to add a route policy.

5. In the pop-up box, enter the destination IP range and select the next hop type (Public Network Gateway,

VPN Gateway, Direct Connect Gateway, etc.) and the next hop ID.

Configuration

Destination

Next Hop
Type

Next Hop

Add Routing Policy

Description
Specify the destination IP range to which you want to forward traffic.

Indicates the egress of data packets for the VPC. Supported types:

- VPN Gateway: The traffic directed to a destination IP range is forwarded to a VPN
Gateway.

- Direct Connect Gateway: The traffic directed to a destination IP range is forwarded to a
direct connect gateway.

- Peering connections: The traffic directed to a destination IP range is forwarded to the
VPC peer of a peering connection.

- NAT Gateway: The traffic directed to a destination IP range is forwarded to a NAT
Gateway.

- CVM: The traffic directed to a destination IP range is forwarded to a public network
gateway in the VPC (a CVM instance with forwarding enabled).

- Public IP of CVM: The traffic directed to a destination IP range is forwarded to the public
IP address (including EIPs) of a CVM instance in the VPC.

Specify the next hop instance to which the traffic is redirected, such as a gateway or CVM
IP.

VPN Gateway v

Add One Line

6. Click OK and the routing policy takes effect immediately.

7. (Optional) After adding a custom routing policy, you can click Edit or Delete in the routing policy operation

column to modify or delete the routing policy.
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Changing the Subnet Route Table

1. Log in to the VPC Console.
2. Click Subnet in the left sidebar to enter the Management page.
3. Click Change Route Table in the Operation column on the right side of the subnet that needs to change the

route table.

al @

T T

subnet - e 1 1 Common Subnet i o 0 25 No
subnet1 . -

4.1In the pop-up window, select the new route table and click OK.

Change Route Table X

@ After the route table is replaced by a new one,
servers in the subnet will use the new route table
policy. Check whether the business has been
affected

Deleting Custom Route Tables

The system-generated default route table cannot be deleted, but custom route tables can be created, modified,
and deleted.

1. Log in to the VPC Console.
2. Click Route Table in the left sidebar to go to the route table management page.

3. Click Delete in the Operation column on the right side of the route table that you want to delete.

Default Route Table 1 Associated Subnet
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IP and Network Interface
Elastic Public IP (EIP)

Elastic Public IP Address (EIP), also known as an Elastic IP address or Elastic IP. With EIP, you can quickly map
an address to another instance (or NAT gateway instance) in your account for failure isolation. With EIP, you
can quickly map an address to another instance (or NAT gateway instance) in your account for failure

isolation.

You can keep an EIP in your account until you release it. Unlike common public IPs, which are tied to cloud
servers and follow their lifecycle, elastic public IPs can be decoupled from cloud servers and operated on as
standalone cloud resources. For example, if you need to retain a public IP address that is strongly related to

your business, convert it to an EIP and keep it in your account.
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Managing ENI

Elastic Network Interface (ENI) is an elastic network interface bound to CVMs in a VPC, which can be freely
migrated among multiple CVMs. ENIs are very helpful in configuring and managing networks and building

highly reliable network solutions.

You can bind multiple ENIs to a CVM to implement a high-availability network solution(Only ENIs in the
same availability zone can be bound, and the specific number that can be bound is determined by the

server specification.). You can also bind multiple private IP addresses to an ENI to deploy a single host with

multiple IPs.
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HAVIP
Overview

A high availability virtual IP (HAVIP) is a private IP address assigned from the CIDR block of a VPC subnet. It
is usually used together with high-availability software, such as Keepalived and Windows Server Failover

Cluster, to build a highly available primary/secondary cluster.
Note:

» To guarantee the CVM high availability in a primary/secondary cluster, we recommend assigning
CVMs to different host machines using placement groups.

 The high availability software should support sending ARP messages.

Features

* You can apply for multiple HAVIP addresses in the console for each VPC.
e You must bind the HAVIP in CVM's configuration file.
e The HAVIP is subnet-specific and can only be bound to a server under the same subnet through

announcement.

Architecture and Principle

Typically, a high availability primary/secondary cluster consists of 2 servers: an active primary server and a
standby secondary server. The two servers share the same VIP (virtual IP). The VIP can only work on one
primary server at the same time. When the primary device fails, the secondary server will take over the VIP

to continue providing services.

« In traditional physical networks, Keepalived's VRRP protocol can be used to negotiate the primary/
secondary status. The principle is that the primary device periodically sends free ARP packets to
refresh the MAC table of the up-link switch or terminal ARP table, triggering the migration of the VIP
to the primary device.

 In a VPC, a high availability primary/secondary cluster can also be implemented by deploying
Keepalived on CVMs. However, a CVM instance usually cannot obtain a private IP address through
ARP announcement due to security reasons such as ARP spoofing. The VIP must be a HAVIP applied
from Cloud Platform, which is subnet-specific. Therefore, a HAVIP can only be bound to a server
under the same subnet through announcement.

Note:
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Keepalived is a VRRP-based high availability software. To use Keepalived, first complete its

configuration in the Keepalived.conf file.

The following figure shows the HAVIP architecture.

HAVIP: 10.1.1.1

#T T
. ="

€123 Internet

1 '
AW

CVM1: 10.1.1.2  VRRP message CVM2: 10.1.1.3

2 priority: 50 > 2 priority: 30

Master Backup

According to the example figure, CVM1 and CVM2 can be built into a high availability primary/secondary

cluster with the following steps:

1.

Install Keepalived on both CVM1 and CVM2, configure HAVIP as VRRP VIP, and set the priorities of

the primary and secondary servers. Larger values represent higher priorities.

. Keepalived uses the VRRP protocol to compare the initial priorities of CVM1 and CVM2 and

determines the Master server. In this case, CVML1 is the Master server and CVM2 is the Backup server.

. The Master server sends out ARP messages, announces the VIP (a HAVIP), and updates VIP to mac

mappings. In this case, the CVML1 is the Master server and provides services by using the private IP
address (HAVIP) for communication. You can see the HAVIP is bound to the Master server CVM1 in
the HAVIP console.

. (Optional) Bind an EIP to the HAVIP in the console to implement communication over the public

network.

. The Master server periodically sends VRRP messages to the Backup server. If the Master server fails to

send VRRP messages within a certain period, the Backup server will be set as Master and send out

ARP update messages that carry its MAC address. In this case, CVM2 becomes the Master server to
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provide communication services and handle external access requests. You will see that the CVM
bound to the HAVIP changes to CVM2 in the HAVIP console.

Common Use Cases

e Cloud Load Balancer HA
To deploy Cloud Load Balancers (CLB), you will generally take HA between CLB instances and
configure real servers as a cluster. Therefore, you must deploy and use HAVIP as a virtual IP between
two CLB servers.

 Relational Database Primary/Secondary
If Keepalived or Windows Server Failover Cluster are used between two databases to build a highly

available primary/secondary cluster, use HAVIP as a virtual IP.

FAQs

Why should I use HAVIP along with Keepalived in a VPC?

Some public cloud vendors do not support binding a private IP address to CVM through ARP
announcement due to security reasons such as ARP spoofing. If you directly use a private IP address as
virtual IP in the Keepalived.conf file, Keepalived will not be able to update the IP to MAC mapping during
the primary/secondary server virtual IP switch. In this case, you have to call an API to switch the IP. Using
Keepalived configuration as an example, the IP configurations are as follows:

Using Keepalived configuration as an example, the IP configurations are as follows:

vrrp_instance VI_1 {
state BACKUP #Backup
interface ethO #ENI name
virtual_router_id 51
nopreempt #Non-preempt mode
#preempt_delay 10
priority 80
advert_int 1
authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.17.16.7 #Private IP address of the local device
unicast_peer {
172.17.16.13 #IP address of the peer device. For example: 10.0.0.1
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virtual_ipaddress {

172.17.16.3 #Enter the HAVIP address you have applied for in the console.

garp_master_delay 1
garp_master_refresh 5

track_interface {
eth0

track_script {
checkhaproxy
}
}

If there is no HAVIP, the following section of the configuration file will be invalid.

virtual_ipaddress {
172.17.16.3 #Enter the HAVIP address you have applied for in the console.
}
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Restrictions

Usage Limitations
e The occupation of an HAVIP can be declared by the backend CVM, but you cannot manually bind

HAVIPs to a specified server in the console (The experience is consistent with that of a traditional

physical machine.).

 The backend RS but not the HAVIP determines whether to migrate based on the configuration file
negotiation.

e Only supports VPC.

o Heartbeat detection must be done by an application on the CVM, but not by the HAVIP, which serves
only as a floating IP address declared by ARP (The experience is consistent with that of a traditional

physical machine.).

Quota Limitations
Resources Limitation

Default HAVIP quota in each VPC 200
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Creating a High Availability Virtual IP

This section explains how to create a High Availability Virtual IP (HAVIP) in the console and subsequent

operations such as configuration in third-party software.

Directions

1. Log in to the VPC console, and in the left navigation pane, select IP & Network Interfaces > High
Availability Virtual IP.

2. On the HAVIP Management page, click Apply.

3. In the Apply for High Availability Virtual IP dialog box that appears, configure the parameters of the HAVIP.

e Name: Enter the name of the HAVIP.

¢ VPC: Select the private network where the HAVIP will be created.

» Subnet: HAVIP has subnet properties, so select the subnet.

o IP Address: Supports auto-allocation and manual input. If you choose auto-allocation, the system will
assign an IP address from the subnet; if you choose manual input, you need to provide an available IP
address within the subnet IP range and avoid system-reserved IPs. For example, if the subnet range is
10.0.0.0/24, the available intranet IP range would be 10.0.0.2 - 10.0.0.254.
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Apply For HAVIP X

© Common Subnet BMS Subnet

Auto-assign¢ v

4. Click OK to create the HAVIP, which will be displayed in the list with a status of Unbound.

havip- vpe subnet-. Bind
nboun »e - - -
testt Unbound s subnett . Release

Subsequent Operations

HAVIP is used in conjunction with third-party HA software. After creation, further configuration is required in the
third-party HA software. HAVIP is merely an object to be operated on, serving as a declare-bindable private IP.

The binding and unbinding operations are initiated by the third-party HA software, not from the HAVIP console.
To specify, in third-party HA software, designate HAVIP as a floating VIP (Virtual IP Address), then the third-party

HA software specifies the network card to be bound through the ARP protocol. An illustration is as follows:
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HAVIP

. When failure
HA software .. The HA software of standby server
Declaring binding With ARP ‘\\c‘hange binding with ARP
“u

Third-party HA software|  Heartbeat Third-party HA software

detection

A
v

Master server Standby server

In a traditional physical device environment, all private IP addresses can be bound to the NIC through the ARP
protocol by default and designated as floating IPs in the HA software. However, in a cloud environment, ARP
protocol is prohibited for ordinary private IPs. Attempting to designate an ordinary private IP as a floating IP in
the HA software will result in a drift failure. Therefore, in the HA software within the CVM, HAVIP needs to be
specified as a floating VIP. This operation is exactly the same as the third-party HA software on non-cloud

platforms.

Note: Common HA software programs include: Linux HeartBeat, Keepalived, Pacemaker, and Windows
MSCS.

When specifying a VIP in the configuration file of the HA software, you only need to enter the HAVIP that you
created:

vrrp_instanceVI_1 {
# Select proper parameters for the primary and secondary CVMs.
state MASTER #Set the initial status to Backup.
state MASTER #The ENI such as ‘ethO" used to bind a VIP
virtual_router_id 51 #The virtual_router_id value for the cluster
virtual_router_id 51 #Set to non-preempt mode

preempt_delay 10 #Set the preempt delay to 10 minutes.
priority 100 #Set the priority. The larger the value, the higher the priority.
advert_int 1 #Check interval. The default value is 1 second.
authentication { #Set authentication

auth_type PASS #Authentication method

auth_pass 1111 #Authentication password
}

unicast_src_ip 172.16.16.5 #Set the private IP address of the local device.

unicast_peer{

172.16.16.6 #IP address of the peer device

}

virtual_ipaddress {
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172.16.16.12 # <font color="red">Set the HAVIP as a floating IP</font>

}
}

After HAVIP is configured in the HA software of CVM, the HAVIP status will change to Bound with CVM in the

console.
For common configuration examples, please refer to:

* Best Practices-Building High Availability Primary/Secondary Cluster by Using HAVIP + Keepalived
» Best Practices-Creating a High-availability Database by Using HAVIP + Windows Server Failover Cluster

Documentation

Similar to a private IP address, an HAVIP can also be bound with or unbound from an EIP in the VPC console. If

you need public network communication, see Binding or Unbinding EIP. If not, you do not need to bind EIPs.
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Binding or Unbinding EIP

High Availability Virtual IP (HAVIP), similar to regular internal IPs, supports binding or unbinding an Elastic IP (EIP)
via the console. If you have a need for public network communication, you can refer to this document to bind an

EIP. If you do not have a requirement for public network communication, you can skip this section.

Binding EIP

1. Log in to the VPC console, and in the left navigation pane, select IP & Network Interfaces > High

Availability Virtual IP.
2. On the HAVIP management page, select the HAVIP to which you want to bind the EIP, and click Bind in the

right-hand operation column.

o)

p ] - " 2¢ Ll

Unbound - -
[ subnet1 Release

3. In the Bind EIP dialog box that appears, click on the EIP you want to bind.

Note:

« If there are no available EIPs, please create an EIP in the EIP console before performing the binding

operation. One HAVIP can only bind to one EIP.
o If the HAVIP is not bound to a cloud server instance, the EIP bound to this HAVIP will be in an Idle

state, and idle resource fees will be charged by the system. For common configuration examples,

please refer to:
o Best Practice - Build High Availability Active/Standby Clusters with HAVIP + Keepalived

o Best Practice - Build High Availability DB with HAVIP + Windows Server Failover Cluster

4. Click Confirm to complete the EIP binding.

Unbinding EIP

1. Log in to the VPC console, and in the left navigation pane, select IP & Network Interfaces > High

Availability Virtual IP.
2. On the HAVIP management page, select the HAVIP from which you want to unbind the EIP, and click

Unbind in the right-hand operation column.
3. In the Unbind Elastic Public IP dialog box that appears, please be aware of the following risks, confirm
them, and then click Confirm to complete the unbinding of the EIP.

Note:
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o Unbinding an EIP will affect public network services. Please assess the impact on your business
and make necessary preparations.
o After unbinding, the EIP will enter an idle state, and the system will charge idle resource fees. If

not needed, you can release the EIP directly.
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Querying Highly Available Virtual IP

In the HAVIP console, you can view detailed information about all HAVIPs in the specified region.

Directions

1. Log in to the VPC console.
2. Select IP And Network Card > HAVIP from the left navigation pane to enter the Highly Available Virtual IP
interface.

3. View detailed information on all HAVIPs that have been applied for in this region.

avip-» pC- subnet: Bind
e Unbound : - - - ! uone 202 152129 '
test1 - subnet1

The fields are defined as follows:

o ID/Name: After HAVIP creation, the system automatically generates an ID. Clicking the ID allows access to
the basic information interface of the HAVIP. The name is a user-defined name during creation.

« Status: Indicate whether the HAVIP has been specified as a migratable VIP in the HA software configuration
file of the cloud server. If configured successfully, the status displays as Bound to Cloud Server. If not
configured or configuration fails, the status displays as Unbound.

o Address: HAVIP address.

¢ Backend ENI: The Elastic Network Interface (ENI) ID of the cloud server bound to the HAVIP. If the HAVIP is
not bound to a cloud server, this field displays as -.

e CVM: The cloud server ID bound to the HAVIP. If the HAVIP is not bound to a cloud server, this field displays
as -.

o EIP: The Elastic IP (EIP) bound to the HAVIP If the HAVIP is not bound to an EIP, this field displays as -.

» VPC: The VPC where the HAVIP is located.

 Subnet: The subnet where the HAVIP is located.

o Applied At: The time when the HAVIP was applied for.

« Action: Operations that can be performed on the HAVIP, including Binding, Unbinding, and Releasing.

o Binding: Used to bind an EIP.
o Unbinding: Used to unbind an EIP.
o Releasing: Used to release the HAVIP.

4. In the search box on the right side, you can enter the ID, name, or internal IP address for quick search.

5. Click the refresh icon in the upper right corner to refresh the interface.
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Releasing Highly Available Virtual IP

If HAVIP is no longer needed, you can release it directly in the console according to this document.

Prerequisites

Only HAVIPs that are not bound to cloud servers can be released.
Note:

For HAVIPs that are already bound to cloud servers, if you need to release them, please first unbind the
HAVIP in the third-party HA software configuration file on the cloud server, and then you can release it in

the console.

Directions

1. Log in to the VPC console.

2. In the left navigation pane, choose IP And Network Card > HAVIP, and find the HAVIP that needs to be
released in the list.

3. Click Release in the action bar.

havip /pC-3 subnet-
navpe \ Unbound 1 - - - b ’ 2028 0
4 subnet1

4. In the confirmation dialog box that appears, click Confirm to complete the release of the HAVIP.
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Connect to the public network

Virtual Private Cloud

You can use the following products or features to achieve access between VPC and the public network.

Product

Ordinary
Public IP

Elastic
Public IP
(EIP)

NAT
Gateway

Cloud
Load
Balancer
(CLB)

Public
Gateway

Copyright: Converge Cloud

Features

Support cloud servers accessing the
internet or users accessing cloud
servers from the public network.

A single cloud server can bind one or
more EIPs to access the internet or be
accessed from the public network.

SNAT: Supports multiple cloud servers
under the same VPC to access the
internet through the same public IP.
DNAT: Maps the private IP, protocol,
and port of cloud servers within the
VPC to external IP, protocol, and port,
enabling services on cloud servers to
be accessed from the public network.

By evenly distributing access traffic to
multiple cloud servers to provide
services externally.

A type of cloud server with forwarding
capabilities enabled. Cloud servers
without public IP addresses can access
the internet through public gateways
located in different subnets.

10/28/2026, 4:31:37 AM

Features

Only available when purchasing cloud servers;
if not assigned during purchase, you can use
EIP or NAT Gateway.

A type of IP resource that can be
independently purchased and owned. Can be
dynamically bound and unbound with cloud
servers and NAT gateways. You can adjust the
bandwidth limit of EIP according to your
business needs.

NAT Gateway can be used for multiple cloud
servers to access the internet. You can adjust
the bandwidth limit of NAT Gateway
according to your business needs.

Provides layer-4 and layer-7 CLB features
based on ports, supporting users to access
CVMs from the Internet through CLB (CLB). It
eliminates single points of failure and
improves the availability of application
systems.

Unlike cloud servers with regular public IP
addresses, public gateways can forward traffic
from other subnet cloud servers to the
internet, while cloud servers with regular
public IP addresses can only meet their own
internet access needs. If you need to use it,
you need to refer to the Configure Cloud
Server as Public Gateway page for self-
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Product Features Features

configuration.

Connect to other VPCs

You can use the following products or features to achieve communication between VPCs and one-way

access to VPCs.

Product Features Features

) The CIDRs of the two VPCs must not overlap. Manual
Used for intra-network

Peering . configuration of routes is required. Support

) communication between .. .
connection communication between VPCs in different accounts

two VPCs. .
and regions.
. ) It supports sharing application services deployed in

Private Used for one-way service pp. 9 pp Ploy

. VPC with other VPCs in the same account or across
Connection access between two VPCs.

accounts through private connections.

Connect to local data centers

You can use the following products or features to interconnect VPC with an on-premises data center.

Product Features Features

Establish a connection between
VPN the on-premises data center and
Connection VPC through an encrypted

channel over the internet.

Network quality depends on the public internet.
Network transmission is encrypted based on IKE
protocol with pre-shared keys.

Provide reliable network latency. Exclusive

Direct Connects VPC and the on- network link with high security. Supports
Connect premises data center using a configuring network address translation
physical dedicated connection. services on the gateway to resolve address
conflicts.

Connect to the classic network

You can use the following products or features to interconnect VPC with the classic network.
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Product

Classic Network
Interconnection

Terminal
Connection

Copyright: Converge Cloud

Features

Associates cloud servers in the
classic network with a specified
VPC, allowing cloud servers in
the classic network to
communicate with cloud
servers, databases, and other
cloud services in the VPC.

Enable instances in the VPC to
communicate with non-cloud
server instances in the classic
network through the intranet.

10/28/2026, 4:31:37 AM
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Features

Cloud servers in the classic network can
access cloud resources such as cloud servers,
cloud databases, internal load balancers, and
cloud caches in the VPC. Cloud servers in the
VPC can only access interconnected cloud
servers in the classic network and cannot
access other computing resources in the
classic network.

Support basic network products for
connection include: CLB, MySQL,
Memcached, Redis®, and MongoDB.
Terminal connections do not support cross-
region or cross-account connections. If you
need to establish a terminal connection,
please submit a ticket for assistance.
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Connecting to the Public Network

You can interact with the internet using common public IP addresses, elastic public IP addresses, NAT

gateways, and load balancers.

Normal Public IP

When creating a cloud server instance, you can choose to allocate a common public IP address to the
instance. The system will assign an IP address to your cloud server, allowing it to access and be accessed
from the internet.

Common public IPs cannot be dynamically bound or unbound with resources like CVMs. However, you can

convert a common public IP to an elastic public IP.

Public IP Not Assign

Bandwidth Upper 1l — 5 + | Mbps
Limit

IPv6 E &)

Elastic Public IP (EIP)

An EIP is an independently owned IP resource. Unlike common public IPs, which are tied to cloud servers
and follow their lifecycle, elastic public IPs can be decoupled from cloud servers and operated on as
standalone cloud resources.

For operations such as application, binding, and release of elastic public IPs, see EIP - Operation Steps.

EIP has the following advantages:

« Independently Held Resources
EIPs can be independent resources in your account, eliminating the need to purchase them in
conjunction with cloud servers. They can be operated on as standalone cloud resources.

e Elastic Binding and Unbinding of Resources
Elastic public IPs can be dynamically bound and unbound with cloud servers and other resources,

offering flexibility and high availability.
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NAT Gateway

If you have multiple cloud servers that need to access the internet through a single public IP, NAT gateway
can meet your requirements. NAT Gateway provides SNAT and DNAT functions for cloud servers within
private networks, facilitating the setup of public network egress and service provision.

For configuration operations related to NAT gateway, please refer to NAT Gateway.

NAT Gateway has the following advantages:

 Secure Public Network Access
NAT Gateway provides SNAT and DNAT functions, allowing communication with the internet while
hiding the IP addresses of hosts within the VPC, thus ensuring security.

 High Availability
NAT Gateway features dual-machine hot standby and automatic hot switch, supporting up to 5Gbps
forwarding capacity, providing robust support for large-scale public network applications.

« Flexible Configuration
You can modify the specifications of the NAT Gateway according to your needs, allowing for flexible

configuration.

Cloud Load Balancer (CLB)

Cloud Load Balancer (CLB) is a service for distributing traffic among multiple cloud servers. Cloud Load
Balancer can expand the service capacity of application systems externally through traffic distribution and
enhance the availability of application systems by eliminating single points of failure.

For purchasing and configuring a load balancer, please refer to Cloud Load Balancer - Quick Start Guide.

Cloud Load Balancer has the following advantages:

 High Performance of Single Cluster
A set of CLB clusters consists of multiple physical servers, with availability reaching up to 99.95%. The
cluster system also features the functions of removing faulty instances and selecting healthy
instances to ensure the normal operation of backend server businesses.

« Safety and Stability
CLB relies on the Great Wall distributed defense system to defend against the vast majority of
network attacks (such as DDoS attacks), achieving second-level cleansing for traffic attacks, greatly

avoiding situations such as IP blocking and bandwidth saturation.

Public Gateway

A public gateway is a cloud server with forwarding capabilities enabled. Cloud servers in a private network
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without public IPs can access the internet through public gateways located in different subnets. The public
gateway server performs source address translation for public network traffic. All traffic from other cloud
servers accessing the internet passes through the public gateway, with their IP addresses being converted
to the IP address of the public gateway server.

For configuring the public gateway, please refer to Configure Public Gateway.
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Connecting to Other VPCs

You can establish connectivity between different VPCs through peering connections.

Peering connection

Peering Connections facilitate bidirectional communication between two VPCs, supporting both intra-

account and inter-account peering.

¢ Intra-Account Peering Connection Creation

¢ Inter-Account Peering Connection Creation

Private Connection

You can share application services deployed in VPC with other VPCs within the same or across different
accounts through Private Link.

Share Services Across Different Accounts Using Private Link
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Connecting to Local Data Centers

You can realize the communication between the VPC and the local data center through VPN connection

and DC access.

VPN Connection

The VPN connection is a way to connect your local data center and VPC through an encrypted public
network channel. A VPN connection consists of three components: VPN gateway, peer gateway, and VPN

tunnel.
Each VPN gateway can establish multiple VPN tunnels, with each tunnel connecting to a local data center.

Creating a VPN Gateway Creating a Customer Gateway Creating a VPN Tunnel Loading Configurations into a Local Gateway Configuring a Route Table Activating a VPN Tunnel

Direct Connect

Direct Connect establishes a physical connection between VPC and your local data center. Direct Connect
comprises three components: physical line, dedicated channel, and dedicated gateway.
Users can connect Converge Cloud computing resources across multiple regions using a single physical

connection, enabling flexible and reliable hybrid cloud deployment.

Logging In to the Console Establishing a Connection Creating a Direct Connect Gateway Creating a Dedicated Tunne! (Optional) Direct Connect NAT Configuring a Route Table Setting Alarms

For detailed operations, please refer to Dedicated Connection - Quick Start Guide.
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VPC Terminal Nodes
Overview

Scenarios and Advantages

Private Link enables a VPC to access resources in other VPCs over the private network, supporting
connectivity between VPCs in the same account or across different accounts. Compared with public
network services, it can save public network bandwidth, offer higher security, and significantly simplify the
network architecture.

With Private Link, you can establish secure and stable private connections between VPCs and cloud
services, simplifying the network architecture and avoiding potential security risks associated with

accessing services via the public network.

Product Components

Private Link involves two important product entities:

» Terminal node services: Terminal node services are services that can be accessed by other VPCs
through the creation of terminal nodes to establish private network connections. Terminal node
services are created and managed by service providers.

» Terminal nodes: Terminal nodes can be associated with terminal node services to establish network
connections for accessing external services via VPC private networks. Terminal nodes are created and

managed by service users.

Restrictions

Quotas for Terminal Node Services
Resources Limitation

The quantity of Terminal Node

. . 100
Services per single account.

The quantity of Terminal Nodes that
can be added to a single Terminal 500
Node Service.
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Supported resource types for the Application-type Layer-4 CLB in the internal network; each
backend service of an Terminal Node Terminal Node Service is associated with 1 CLB and can be
Service. associated with multiple listeners.

Traffic supported by Terminal Node - IPvA4 traffic

Service - IPv6 traffic

Protocols supported by "Terminal

Node Service" TCP protocol, UDP protocol, and HTTP protocol

Quotas for "Terminal Node"
Resources Limitation
Quantity of Terminal Nodes that can be created per single VPC. 50

Quantity of Terminal Node Services that can be associated with
a single Terminal Node.

- IPv4 traffic

Traffic supported by Terminal Node. _IPV6 traffic

Protocols supported by Terminal Node. HTTP protocol

Billing description

» No instance fees are charged for Terminal Nodes and Terminal Node Services.
 No traffic communication fees are charged for Terminal Nodes and Terminal Node Services.

» No fees are charged for internal network CLB instances
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Directions

Private Link enables the connectivity between VPCs. The operation steps are as follows.

. . s . the service provid
the service provid creates Visitor creates endpoint SRR T
[ a endpoint service ]—-[ e ]—.[ manages tr::; connection ]—-[ Visitor initiated access ]

; 1 Create a VPC and i | i
- subnet. 1 1
! 2. Create a private ] g ;
! network CLB and a Layer 4 ; ! |
! listener, and bind multiple - ! subnet.
1 backend CVM resources. ! 1 2. Create a endpoint, )
1 3. Deploy the service in ! | associate the endpoint !
I \ 1
1 i 1
I | ]
I | ]
1 \ ]

i Create a CVM and access
| the backend service .
1 through VIP+VPORT (where .

[}

[}

. [}
. 1. Create a VPC and i
[}

| VIP is the IP obtained by !
[}

1

]

[}

[}

|

1

1

1

At the endpoint service, |
accept or reject the '
visitor's connection 1
1

I

I

1

| multiple CVM resources service, and initiate an request.

; (such as self-built : access connection
i database scenarios). - request.

. 4. Create a endpoint

! service, bind CLB, and add :

| a visitor user whitelist.

; the endpoint, and VPORT
is the VPORT of the
. endpoint service CLB).

Note:

o If it's cross-account, the CLB's vport information needs to be provided by the service provider to the
requester, while the requester's user account UIN information needs to be provided to the service
provider.

e CLB needs to create a Layer-4 CLB listener, and Layer-7 CLB listeners are not supported.
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Endpoint Service

The Endpoint Service is created and maintained by the service provider and can be accessed by other VPCs through

creating terminal nodes to establish private network connections.

Creating Endpoint Service

This section provides guidance on creating endpoint services.

Prerequisites

VPC, subnet, and application-type Layer-4 internal CLB have been created.

Operation Guide

1. Log in to the VPC console.
2.In the left navigation pane, click on VPC Endpoint > Endpoint Service.

3. Terminal node services support both IPv4 and IPv6 scenarios.

o IPv4

i. On the IPv4 tab, click Create.

Endpoint Service |:| AllVPCs v

IPv4 IPV6

ii. In the pop-up Create Endpoint Service interface, configure the relevant parameters.
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Create Endpoint Service X

O No Yes

Parameter description:
= Service name: custom the name of endpoint service.
= Region: region where the terminal node service is located.
= VPC: Select the associated VPC.
= Load Balancer: Choose the CLB (Cloud Load Balancer) already created in the VPC; replacement is
allowed.
= Auto Accept: Specifies whether the terminal node service automatically accepts connection requests
initiated by terminal nodes. By default, it is set to No and can be changed.
= If it is the same account, then Auto Accept is available.
= If it is a cross-account, when select Auto Accept and the endpoint is in the user allowlist, then
the endpoint is available upon successful creation.
= If it is cross-account and Auto Accept is not selected, the initial status of the successfully
created endpoint is Pending Acceptance, and it needs to be accepted by the server-side to
become available.
iii. After completing the parameter settings, click Confirm to complete the creation of the IPv4 terminal node

service.

o IPV6

iv. On the IPv6 tab, click Create.

IPv4 IPvé

v. In the pop-up Create Endpoint Service interface, configure the relevant parameters.
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Create Endpoint Service X

O No Yes

Parameter description:
= Service name: custom the name of endpoint service.
= Region: region where the terminal node service is located.
= VPC: Select the associated VPC.
= Load Balancer: Choose the CLB (Cloud Load Balancer) already created in the VPC; replacement is
allowed.
= Auto Accept: Specifies whether the terminal node service automatically accepts connection requests
initiated by terminal nodes. By default, it is set to No and can be changed.
= If it is the same account, then Auto Accept is available.
= If it is a cross-account, when select Auto Accept and the endpoint is in the user allowlist, then
the endpoint is available upon successful creation.
= If it is cross-account and Auto Accept is not selected, the initial status of the successfully
created endpoint is Pending Acceptance, and it needs to be accepted by the server-side to
become available.
vi. After completing the parameter settings, click Confirm to complete the creation of the IPv4 terminal node

service.

Managing User Allowlist

Used to manage the accounts allowed to access the terminal node service.
Allowlist management follows the following principles:

» When the terminal node service is set to auto-accept, users in the allowlist will be automatically accepted when
creating terminal nodes, and the terminal nodes will be available as soon as they are created.

o If it is across accounts and the UIN of the terminal node is not in the allowlist of the target terminal node service,
the creation will fail directly with an error, indicating that the terminal node service does not allow the

connection.
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« If it is across accounts and the UIN of the terminal node is in the allowlist of the target terminal node service, the

initial state of the successfully created terminal node will be pending acceptance. It will become available after
being accepted by the server.

» Within the same account, auto-accept turns into available.

Prerequisites

Have obtained the user account information for the terminal node.

Directions

1. Click on the ID of the created terminal node service to access the details page.
2. click Allowlist tab to enter the User Allowlist Management interface.
3. Click Add to enter the Add Users to Allowlist interface.

Add User to Allowlist X
Users in Allowlist

Description

4. Enter the user's UIN and description. After adding the user to the allowlist, click OK. The successfully added
allowlist will be displayed in the list.

Managing Endpoint Connections

Users manage connection requests initiated by terminal nodes.

Directions

1. Click on the ID of the created terminal node service to access the details page.
2. Click the Endpoint Connection tab to enter the Endpoint Connection Management interface.
3. Handle the status connection requests of the terminal nodes based on the actual situation.
Endpoint connections have three statuses: Pending Acceptance, Available, and Denied.
o For connections in the Denied state, you can perform the Acceptance operation. After execution, the status

becomes Available.

o For connections in the Available state, you can perform the Deny operation. After execution, the status
becomes Denied.

o For connection requests in the Pending Acceptance state, you can perform Acceptance or Deny, and after
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execution, the status becomes Available or Denied, respectively.

Note: The endpoint service can be connected by multiple endpoint. The status of the endpoint service refers to the

status of each connection, not the status of the endpoint service alone.

Manage CLB Instances

Users manage the CLB of the endpoint service. When the endpoint service has no available connection status, changing

the CLB is supported.

Directions

1. In the list, find the endpoint service to be processed, click More > Manage CLB Instances in the Action column,

and a Manage CLB Instances dialog box will pop up.

Manage CLB Instances X

m

2. In the dialog box, select the network and CLB, and click [OK].

Modify Endpoint Connection Accepting Settings

Users can set whether the endpoint service needs to automatically accept connection requests.

Directions

1. In the list, find the endpoint service to be processed, click More > Modify Endpoint Connection Accepting
Settings in the Action column, and a Modify Endpoint Connection Accepting Settings dialog box will pop up.
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Modify Endpoint Connection Accepting Settings X
The setting is used to specify whether to automatically accept

endpoint connection requests.

Name test1”

Automatically Accept Q) No Yes

2.1n the popup, select "Yes" or "No", then click OK.

Monitoring

Metric monitoring helps you understand the real-time status of your services. If any anomalies occur, you can detect

and address them promptly, thus improving operational efficiency.

Directions

1. Click on the monitoring icon in the endpoint service monitoring column to access the metric monitoring interface

of the terminal node service.

Endpoint Service AllVPCs ¥ SetAlams X
P ° vpesve-2bvaly91 testit
Last 24 hours Last 7 days Select Date [ 1minute(s) v >

New
Connections per

L vpe 5 Second
== E = o
\ s ®
Lost Packets

per Second
S®

2. Alternatively, you can click on the terminal node service ID to enter the details page and then click on the

Monitoring tab to view the metric information.

Basic Info Monitoring Endpoint Connection Allowlist

Last 24 hours Last7days | SelectDate [ | Data Comparison

New Connections per Second Lost Packets per Second Inbound Packet Volume Inbound Traffic Outbound Packet Volume Outbound Traffic

New Connections per Second /s ()

3. For monitoring metrics, you can perform operations such as data comparison, data export, and exporting images

as needed.
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Endpoint

As a service user, endpoints are associated with endpoint services, establishing network connections for

accessing external services through VPC private links.

Create Terminal Node

This section provides guidance on creating terminal nodes.

Prerequisites

VPC, subnet, and CVM have been created.

Operation Guide

1. Log in to the VPC console.
2. Click VPC Endpoint > Endpoint on the left sidebar.

3. Terminal node support both IPv4 and IPv6 scenarios.

e IPV4

i. On the IPv4 tab, click on Create.

Endpoint All VPCs

IPv4 IPv6

ii. In the pop-up dialog box for Create Endpoint, configure the terminal node parameters.
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Create Endpoint X

Designated IP «

O My Account Other Account

© Frivate service

Verify

Parameter description:
= Name: custom the name of the endpoint.
= Region: The region where the endpoint is located.
= Network: Select the VPC where the endpoint is located.
= Subnet: Select the subnet where the endpoint is located.
= IP: the IP address of the endpoint. You can specify an IP address, which should be a private
IP address within the VPC, or opt for automatic IP assignment.
= Peer account type: Select the owning account of the VPC that needs access. My Account
indicates access within the same account VPC, while Other Accounts signifies cross-account
VPC access. For cross-account access, it is necessary to inform the peer account of your
account number, and after initiating a connection request, server-side acceptance is
required for connectivity.
= Select a service: Enter the ID of the endpoint service and click Verify. Only services that have
passed verification can be connected.
iii. After the parameter settings are completed, click OK.
o IPv6
iv. On the IPv6 tab, click Create.
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5. In the pop-up dialog box for Create Endpoint, configure the terminal node parameters.

Create Endpoint

Auto-assigned

O My Account Other Account

© Frivate service

Verify

Parameter description:

- Name: custom the name of the endpoint.

- Region: The region where the endpoint is located.

- Network: Select the VPC where the endpoint is located.

- Subnet: Select the subnet where the endpoint is located.

Virtual Private Cloud

- IP: the IP address of the endpoint. You can specify an IP address, which should be a private IP address within

the VPC, or opt for automatic IP assignment.

- Peer account type: Select the owning account of the VPC that needs access. My Account indicates access

within the same account VPC, while Other Accounts signifies cross-account VPC access. For cross-account

access, it is necessary to inform the peer account of your account number, and after initiating a connection

request, server-side acceptance is required for connectivity.
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- Select a service: Enter the ID of the endpoint service and click Verify. Only services that have passed
verification can be connected.

6. After the parameter settings are completed, click OK.

Bind/Unbind Security Groups

Bind a security group to the endpoint to control the inbound traffic, and improve the security of business

access.

Operation Guide

1. Log in to the Security Group Console, create a security group and set its rules.
2. On the security groups tab in the endpoint details page, you can bind or unbind security groups to the

endpoint, as well as adjust the priority of the security groups.

Data Verification

Obtain the VIP and vport of the CLB for the terminal node service provider, and access it in CVM according to

the access method of the service provider, such as MySQL client, IE browser, etc.

Monitoring

Metric monitoring helps you understand the real-time status of your services. If any anomalies occur, you can

detect and address them promptly, thus improving operational efficiency.

Directions

1. Click the monitoring icon in the Endpoint Monitoring column to enter the metric monitoring interface
for endpoint services.

2. You can also click the Endpoint Service ID to enter the details page, then click the [Monitoring] tab to
view the metrics.

3. For monitoring metrics, you can perform operations such as data comparison, data export, and

exporting images as needed.
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Security Management
Security Groups
Overview of Security Groups

A security group is a virtual firewall with stateful packet filtering capabilities used to set network access
controls for instances such as cloud servers, load balancers, and cloud databases. It controls inbound and
outbound traffic at the instance level and is an important means of network security isolation.

You can configure security group rules to allow or deny inbound and outbound traffic for instances within

the security group.

Features

« A security group is a logical grouping where you can add instances such as cloud servers, elastic
network interfaces, and cloud databases that have the same network security isolation requirements

within the same region.
« Instances associated with the same security group do not communicate by default, and you need to

add corresponding allow rules.
« Security groups are stateful; for inbound traffic that you have allowed, outbound traffic is

automatically allowed, and vice versa.
» You can modify security group rules at any time, and new rules take effect immediately.

Security group rules

Components
Security group rules include the following components:
¢ Source: the source data (inbound) or destination data (outbound) IP.

* Protocol type and protocol port: Protocol types such as TCP, UDP, HTTP, etc.

» Policy: Allow or deny.

Rule Priority

* Rules within a security group have priorities. Rules within a security group have priorities. Rule
priority is represented by the position of the rule in the list, with the highest priority rule at the top of
the list and the lowest at the bottom.

o If there is a rule conflict, the rule with the higher priority will prevail by default.
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» When traffic enters/exits an instance bind to a security group, it matches rules from the top to the
bottom of the security group rule list. If a rule is successfully matched and allowed to pass, the

subsequent rules will not be matched.

Multiple security groups

An instance can be bind to one or more security groups. When an instance is bind to multiple security
groups, the rules of multiple security groups are executed sequentially from top to bottom, and you can

adjust the priority of security groups at any time.

Security group template

When creating a new security group, you can choose from two security group templates provided by

Converge Cloud:

« Allow all port templates: All inbound and outbound traffic will be allowed.
 Allow Common Ports Template: TCP port 22 (Linux SSH login), ports 80 and 443 (Web services), port
3389 (Windows remote log in), ICMP protocol (Ping), and internal network traffic will be allowed.

Note:

o If the provided security group templates do not meet your actual needs, you can also
create a custom security group.

o If you have security protection requirements at the application layer (HTTP/HTTPS), you
can separately purchase Web Application Firewall (WAF). WAF provides application layer
web security protection against web vulnerability attacks, malicious crawlers, and CC

attacks, safeguarding websites and web applications.

Usage Limitations

For usage limitations and quotas regarding security groups, please refer to Limitation notes.

Directions

The usage process for security groups is illustrated in the following diagram.
1. Create a BN 2. Add Security N 3. Associate R :n ;(r:‘)g;:;)nal) ?‘ asr?g;i;)zzurity
security group Group Rule Security Group Security Groups group rules
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Creating Security Group

Overview

Security groups are the virtual firewalls of Cloud Virtual Machine instances, and each Cloud Virtual Machine
instance must belong to at least one security group. When you create a Cloud Virtual Machine instance, if
you have not created a security group yet, the cloud platform provides two templates: Open All Ports and
Open Ports 22, 80, 443, 3389 and ICMP Protocol to create a default security group.

If you do not want Cloud Virtual Machine instances to be added to the default security group, you can also
create your own security groups as described in this document. This document introduces to create a

security group on the Cloud Virtual Machine console.

Directions

1. Log in to the Cloud Virtual Machine Console.

2.In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region and click +Create.

4. In the Create Security Group pop-up window, complete the parameter configuration. See the figure

below:
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Create Security Group X

Open all ports v
Open all ports-2023052316074794646

All ports open for both Internet and private network
(HIGH-RISK)

» Advance Settings

+ Add

IT the existing label/label value does not meet your requirements, you can go o the console
4 New

Show Template Rule

o Template: based on the services to be deployed for the Cloud Virtual Machine instances in the
security group, select an appropriate template to simplify security group rule configuration. As

shown below:

Template Description Scene

All ports are opened to the public network
Open All Ports and private network by default, which has -
certain security risks.

Open Ports 22, 80, 443 By default, ports 22, 80, 443, 3389 and the Instances in the security
and 3389 and ICMP ICMP protocol are opened. The private group need to be deployed
Protocol. network is fully opened. with Web services.
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Template Description Scene

After the security group is successfully
Custom created, add the security group rules as -
required.

» Name: customize the security group name.
e Remarks: Custom, and a short description of the security group for easier management.
» Advance Settings: Set tag information. If there is no tag, you can click Create to create tag

information; click Add to add a tag, and click Delete to delete it.
5. Click OK to complete the creation of the security group.

If you selected the Custom template when creating a new security group, you can click Set Rules Now

to Add Security Group Rules.
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Adding Security Group Rule

Overview

Security groups are used to manage whether access requests from the public network or private network
are allowed. For security reasons, the inbound direction of security groups often adopts a deny access
policy. If you select Open All Ports template or Open 22, 80, 443, 3389 Ports and ICMP Protocol template
when creating a security group, the system will automatically add security group rules for some

communication ports based on the selected template type.

This document describes how to add security group rules to allow or forbid Cloud Virtual Machine

instances in the security group to access the public network or private network.

Notes

« Security group rules support IPv4 security group rules and IPv6 security group rules.

» Open all ports already includes IPv4 and IPv6 security group rules.

Prerequisites

* You have created a security group. For detailed operations, see Create Security Group.
* You already know which public network or private network access requests need to be allowed or

denied for the Cloud Virtual Machine instance.

Directions

1. Log in to the Cloud Virtual Machine Console.

2.In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group whose rules
need to be set.

4. In the row of the security group where rules need to be set, click Modify Rules in the Operation
column.

5. On the Security Group Rules page, click Inbound Rules and select any of the following methods to
complete the operation according to actual needs.
The following operation uses Method 2: adding rules as an example.

o Method 1: open all ports, is applicable to scenarios where ICMP protocol rules do not need to
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be set and operations can be completed through ports 22, 3389, ICMP, 80, 443, 20, 21.

o Method 2: adding a rule, is applicable to scenarios where multiple communication protocols

need to be set, such as the ICMP protocol.

6. In the Add Inbound pop-up window, set the rules.

The main parameters for adding a rule are as follows:

o Type: the default value is Custom. You can also select other system rule templates, such as
Windows log-in, Linux log-in, Ping, HTTP(80), or HTTPS(443).

o Source: the source (inbound rule) or destination (outbound rule) of traffic, specify one of the

following options:

Specified Source/
Destination

Single IPv4 address or
IPv4 address range

Single IPv6 address or
IPv6 address range

Refer to the security
group ID. You can
reference the ID of
following security
groups:

- current security

group
- other security group

Reference an IP
address object or IP
address group object
in the parameter
template

Description

Notation in CIDR (such as 203.0.113.0, 203.0.113.0/24 or
0.0.0.0/130618222416261120, where 0.0.0.0/130618222416261120
represents matching all IPv4 addresses)

Notation in CIDR (such as FF05::B5, FF05:B5::/60, ::/130618222416261120 or
0::0/130618222416261120, where: ::/130618222416261120 or
0::0/130618222416261120 represents matching all IPv6 addresses).

- The current security group represents the security group ID associated
with the Cloud Virtual Machine.

- The other security group represents another security group ID under the
same item in the same area.

Note:

- Referencing a security group ID is an advanced feature that you can
choose to use. The rules of the referenced security group will not be added
to the current security group.

- When configuring the security group rules, if you enter a security group ID
in source/destination, it means that only the private network IP address of
the Cloud Virtual Machine instance and Elastic Network Interface bound to
this security group ID is used as the source/destination, excluding the public
network IP address.

« Protocol Port: Enter the protocol type and port range or you can also reference the protocol port or

protocol port group in the parameter template.

* Policy: the default value is Allow.
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o Allow: Access requests of this port are allowed.
o Reject: Data packets will be discarded without any response.

» Notes: Custom, and a short description of the rule for easier management.

7. Click Finish to complete adding the security group inbound rule.
8. On the Security Group Rules page, click "Outbound Rules" and refer to Step 5 - Step 7 to complete

adding outbound rules for the security group.
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Restrictions

Usage Limitations

« Security groups are divided by region. A Cloud Virtual Machine (CVM) can be bind only to security
groups in the same region.

 The security group are applicable to any Cloud Virtual Machine instance in the network environment.

 Each user can set up to 50 security groups under each project in each region.

e A maximum of 100 inbound or outbound access rules can be set for each security group.

e One Cloud Virtual Machine can join multiple security groups, and one security group can be

associated with multiple Cloud Virtual Machines at the same time.
Quota Limitations
Description Limitation

Number of Security Groups 50/region

100/inb d, 100
Number of Security Group Rules /inboun /

outbound
Number of Cloud Virtual Machine instances associated with a single 100
security group
Number of security groups a Cloud Virtual Machine can be associated 5
with
Number of rule entries for each security group that references the .
10 entries

security group IDs
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Managing Security Group
Viewing Security Group

View all security groups

1. Log in to the Cloud Virtual Machine Console.
2.In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region to view all security groups under this region.

View specified security groups

You can also view the security groups you want to view through the search feature on the Security Groups

Management page.

1. Log in to the Cloud Virtual Machine Console.

2.In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region.

4. At the top right of the security group list under this region, click the search text box and select any

one of the following methods to query the security groups you want to view.

o Select Security Group ID, enter the security group ID, and press  to query the corresponding

security group of this security group ID.

1‘)
-

o Select Security Group Name, enter the security group name, and press  to query the corresponding

security group of this security group name.
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Remove from Security Group

You can remove Cloud Virtual Machine instances from the security group based on your business needs.

Prerequisites

The Cloud Virtual Machine instance has joined two or more security groups.

Directions

1. Log in to the Cloud Virtual Machine Console.

2. In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security groups whose
instances need to be removed.

4. In the row of the security group whose instance need to be removed, click Manage Instances in the
Operation column to enter the Associated Instance page.

5. On the Associated Instance page, select the instance to be removed and click Remove from Security
Group.

6. Click OK in the pop-up window.
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Clone Security Group

Overview

You may need to clone a security group in the following scenarios:

» Assume that you have created a security group sg-A in region A and need to use the exact same rules
as those for instances in region B. In this case, you can directly clone sg-A into region B instead of
creating security groups from scratch in region B.

« If your business needs to execute a new security group rule, you can clone the original security group

for backup.

Notes

By default, only the inbound/outbound rules of this security group are cloned, but not the instances

associated with the security group.
« Security groups can be cloned between projects or regions.

Directions

1. Log in to the Cloud Virtual Machine Console.

2.In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group to be cloned.
4. In the row of the security group to be cloned, click More > Clone in the Operation column.

5. In the Clone Security Group pop-up window, select Target Project and Target Region for the clone,

enter the New Name of security group, and click OK.
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Delete Security Group

If your business has no longer required one or more security groups, you can delete the security group.

After deletion, all rules within the security group will be deleted simultaneously.

Prerequisites

Make sure that the security group to be deleted has no associated instances. If there are associated
instances, remove those instances from the security group first; otherwise, the operation to delete the

security group cannot be executed.

Directions

1. Log in to the Cloud Virtual Machine Console.

2.In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group to be deleted.
4. In the row of the security group to be deleted, click More > Delete in the Operation column.

5. Click OK in the pop-up window.
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Associated Instances

Note:

Security groups support association with CVMs, secondary Elastic Network Interfaces, and Cloud Load

Balancers. This document uses the association with Cloud Virtual Machine as an example.

Overview

Security groups are used to set the network access control for single or multiple Cloud Virtual Machine
instances, which is an important means of network security isolation. You can associate Cloud Virtual
Machine instances with one or more security groups based on business needs. Here's how to associate a

Cloud Virtual Machine instance with a security group in the console.

Prerequisites

A Cloud Virtual Machine instance has been created.

Directions

1. Log in to the VPC Console.

2.In the left sidebar, click Security > Security Groups to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group whose rules
need to be set.

4. In the row of the security group whose rules need to be set, click Manage Instances in the Operation
column to enter the Associated Instance page.

5. On the Associated Instance Page, click Add Association.

6. In the Add Instance Association pop-up window, select the instances you want to bind to the security
group, and click OK.

7. Click the Download icon in the upper right corner to download the list of associated instances to the

local device.

Subsequent Operations

o If you want to view all the security groups you have created in a certain region, you can query the

Security Group List.
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e If you do not want your Cloud Virtual Machine instance to belong to one or more security groups,
you can remove the Cloud Virtual Machine instance from the security group.
« If your business no longer requires one or more security groups, you can delete the security group.

After deletion, all rules within the security group will be deleted simultaneously.
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Managing Security Group Rule
View Security Group Rules

Overview

After adding a security group rule, you can view the details of the security group rule in the console.

Prerequisites

A security group has been created and security group rules have been added to it.
For information on how to create a security group and add security group rules, see Create a Security Group and

Add Security Group Rules.

Directions

1. Log in to the VPC Console.

2. In the left sidebar, select Security > Security Groups to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group whose rules need to
be viewed.

4. Click the security group ID/name of the rule to be viewed to enter the Security Group Rules page.

5. On the Security Group Rules page, click the Inbound Rule or Outbound Rule tab to view the inbound/
outbound security group rules.

6. Click the search column on the right to quickly search by different latitudes.

Inbound Rule Outbound Rule

‘Add Rule Import Rule Sort Open All Ports How to Set 2

=

P

Port
ALL A - Modify Insert v Delete
Protocol
Policy

ALL A - Modify Insert v  Delete
Remarks

|P Address Template

Protocol & Port Template
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Modify Security Group Rule

Overview

Improper security group rules (for example, those that do not restrict access to specified ports) can incur
severe security risks. In this case, you can modify these unreasonable security group rules in a security

group to ensure the network security of CVM instances.

Prerequisites

A security group has been created and security group rules have been added to it.
For information on how to create a security group and add security group rules, see Create a Security

Group and Add Security Group Rules.

Directions

1. Log in to the Cloud Virtual Machine Console.

2. In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group whose rules
need to be modified.

4. In the row of the security group whose rules need to be modified, click Modify Rules in the Operation
column to enter the Security Group Rules page.

5. On the Security Group Rules page, depending on the direction of the rules to be modified (Inbound/
Outbound), click the Inbound/Outbound Rules tab.

6. Find the security group rule to be modified, and click Edit in the Operation column to modify the

existing rules.
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Delete Security Group Rule

Overview

If you no longer need a security group rule, you can delete it.

Prerequisites

A security group has been created and security group rules have been added to it.
For information on how to create a security group and add security group rules, see Create a Security

Group and Add Security Group Rules.
e It is confirmed that the CVM instance does not need to permit/forbid public network access or

private network access.

Directions

1. Log in to the Cloud Virtual Machine Console.

2.In the left sidebar, click Security Group to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group whose rules
need to be deleted.

4. In the row of the security group whose rules need to be deleted, click Modify Rules in the Operation
column to enter the Security Group Rules page.

5. On the Security Group Rules page, depending on the direction of the rules to be deleted (Inbound/
Outbound), click the Inbound/Outbound Rules tab.

6. Find the security group rule that needs to be deleted and click Delete in the Operation column.

7. Click OK in the pop-up window.
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Import security group rules

Overview

Security group rules can be imported. You can import the exported security group rule file into a security

group to quickly create or recover security group rules.

Directions

1. Log in to the VPC Console.

2. In the left sidebar, select Security > Security Groups to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group whose rules
need to be imported.

4. Click the security group ID/name of the rule to be imported to enter the Security Group Rules page.

5. On the Security Group Rules page, depending on the direction of the rules to be imported (Inbound/
Outbound), click the Inbound/Outbound Rules tab.

6. On the Inbound/Outbound Rule tab, click Import Rules.

7.In the Batch Import - Inbound/Outbound Rules pop-up window, select the edited template file for

inbound/outbound rules, and click Start Importing.

Note:

« If there are security group rules under the security groups that need to be imported, it is
recommended that you export the existing rules first. Otherwise, when importing new rules, the
original rules will be overwritten.

« If there is no security group rule under the security group that needs to import rules, it is
recommended that you download the template first and then import the file after editing the

template file.
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Export Security Group Rule

Overview

Security group rules can be exported. You can export the security group rules of a security groups for local

backup.

Directions

1. Log in to the VPC Console.

2. In the left sidebar, select Security > Security Groups to enter the Security Group Management page.

3. On the Security Group Management page, select Region and find the security group whose rules
need to be exported.

4. Click the security group ID/name of the rule to be exported to enter the Security Group Rules page.

5. On the Security Group Rules page, depending on the direction of the rules to be exported (Inbound/
Outbound), click the Inbound/Outbound Rules tab.

6. Under the Inbound/Outbound Rules tab, click the Download icon at the top right to download

and save the security group rule file to your local device.
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Security Group Use Cases

Security group settings are used to manage whether the Cloud Virtual Machine can be accessed. You can
configure the inbound and outbound rules of the security group to set whether your server can be
accessed and can access other network resources.

By default, the inbound and outbound rules for security groups are as follows:

 To ensure the data security, the input rules for security groups are set to a denial policy,
prohibiting remote access from external networks. If you need your Cloud Virtual Machine to be
accessible from the outside, you need to open the appropriate ports for inbound rules.

 The outbound rules for security groups are used to determine whether your Cloud Virtual Machine
can access external network resources. If you select Open All Ports or Open 22, 80, 443, 3389 Ports
and ICMP Protocol, the outbound rules for the security groups are fully open. If you opt for custom
security group rules, the default outbound rule is to deny all, requiring you to open the relevant ports

for outbound rules to access external network resources.

Common Use Cases

This document describes several common use cases for security groups. If any of the following scenarios
meet your requirements, you can set your security groups according to the configuration recommended for

the corresponding use case.

Scenario 1: remotely connecting to a Linux CVM through SSH

Example: You have created a Linux CVM and wish to connect to the CVM remotely via SSH.

Solution: When adding an inbound rule, select "Linux login" in the "Type", open port 22, and allow Linux
SSH login.

You can also, based on actual requirements, allow all IPs or specified IPs (IP segments) to configure IP

sources that can remotely connect to the CVM via SSH.

Protocol

Direction  Type Source Port Policies
. - All IP addresses: 0.0.0.0/0
Linux log -
Inbound i - Specifying IP: Enter the IP or IP range you TCP:22 Allow

specify
Scenario 2: remotely connecting to a Windows CVM through RDP

Example: You have created a Windows CVM and wish to connect to the CVM remotely via RDP.

Solution: When adding an inbound rule, select "Windows login" in the "Type", open port 3389, and allow
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Windows remote login.
You can also, based on actual requirements, allow all IPs or specified IPs (IP segments) to configure IP

sources that can remotely connect to the CVM via RDP.

Protocol

Direction  Type Source Port Policies
) - All IP addresses: 0.0.0.0/0
Windows .
Inbound login - Specifying IP: Enter the IP or IP range you TCP:3389 Allow

specify

Scenario 3: pinging a CVM from the public network

Example: You created a CVM and wish to test whether the communication between this CVM and other
CVMs is normal.

Solution: Use the ping program for testing. When adding an inbound rule, select "Ping" in the "Type", open
the ICMP protocol port, and allow other CVMs to access this CVM through the ICMP protocol.

You can also, based on actual requirements, allow all IPs or specified IPs (IP segments) to configure IP

sources that can access this CVM via the ICMP protocol.

Direction Type  Source Protocol Port Policies

. - All IP addresses: 0.0.0.0/0
I P ICMP All
nbound 'ng - Specifying IP: Enter the IP or IP range you specify ¢ ow

Scenario 4: Telnet remote log-in

Example: You wish to log in to the CVM remotely via Telnet.
Solution: To log in to the CVM remotely via Telnet, you need to configure the following security group rules

when adding an inbound rule:

Protocol

Direction  Type Source Port Policies
- All IP addresses: 0.0.0.0/0
Inbound Custom - Specifying IP: Enter the IP or IP range you TCP:23 Allow

specify

Scenario 5: allowing Web Service HTTP or HTTPS Access

Example: You have set up a website and wish users to access the website via HTTP or HTTPS.
Solution: To allow access to the website via HTTP or HTTPS, you need to configure the following security

group rules based on actual requirements when adding an inbound rule:

« Allow all IPs on the public network to access the website
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Direction Type Source Protocol Port Policies
Inbound HTTP (80) 0.0.0.0/0 TCP:80 Allow

Inbound HTTP (80) 0.0.0.0/0 TCP:80 Allow

» Allow some IPs on the public network to access the website

o Protocol .
Direction  Type Source rotoco Policies
Port
Inbound HTTP (80) IPs or. IP address ranges allowed to access your TCP-80 Allow
website
Inbound HTTPS(443) IPs or IP address ranges allowed to access your TCP-80 Allow

website

Scenario 6: allowing external IPs to access the specified port

Example: After deploying the service, you want the specified business port (e.g., 1101) to be accessible
from the outside.

Solution: When adding inbound rules, select Custom in Type and open protocol port 1101, allowing
external access to the specified business port IP. You can also open all IPs or specified IPs (IP range)

according to actual needs, allowing access from IPs to the specified business port.

Protocol
Direction  Type Source rotoco Policies
Port
- Al IP addresses: 0.0.0.0/0
Inbound - Specifying IP: Enter the IP or IP address range TCP:1101 Allow

Custom .
you specify

Scenario 7: denying external IPs to access the specified port

Example: After deploying the service, you do not want the specified business port (e.g., 1102) to be
accessible from the outside.
Solution: When adding inbound rules, select Custom in Type, configure protocol port 1102, and set the
Policy to Deny to deny external access to the specified business port.

Protocol

Direction Type Source Policies
yp Port
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L Protocol -
Direction  Type Source Port Policies

- All IP addresses: 0.0.0.0/0
Inbound Custom - Specifying IP: Enter the IP or IP address range TCP:1102 Allow
you specify

Scenario 8: allowing a Cloud Virtual Machine access to a specified external IP only

Example: You want your CVM to access only specific external IP addresses.

Solution: Refer to the following configuration and add the following two outbound security group rules.

« Allow instances to access specific public IP addresses
« Prohibit the instance from accessing all public IP addresses with any protocol

The rule that permits access should have a higher priority than the rule that denies access.

Direction Type Source Protocol Port Policies

The specified public IP address that can The required

All
Outbound | Custom be accessed by the CVM protocol and port ow
Outbound  Custom  0.0.0.0/0 ALL Deny
Scenario 9: denying a Cloud Virtual Machine access to a specified external IP
Example: You do not want your CVM to access specific external IP addresses.
Solution: Refer to the following configuration and add security group rules.
N Protocol .
Direction Type Source rotoco Policies
Port
Outbound  Custom The specified public IP address that you do not ALL Deny

want to be accessed by the CVM

Scenario 10: using FTP to upload or download files

Example: You need to use FTP software to upload or download files to/from the Cloud Virtual Machine.

Solution: Refer to the following configuration and add security group rules.

Direction Type Source Protocol Port Policies

Inbound Custom 0.0.0.0/0 TCP:20-21 Allow

Combination of Multiple Scenarios
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In practical scenarios, you may need to configure multiple security group rules based on business needs.
For instance, setting up both inbound and outbound rules. One Cloud Virtual Machine can be bind to one
or more security groups. When a Cloud Virtual Machine is bind to multiple security groups, these groups
will be matched and executed in order from top to bottom. You can adjust the priority of the security

groups at any time. For an explanation of the priority of security group rules, see Rule Priority Explanation.
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Common Server Ports

The following describes the common server ports. For more information on service application ports for

Windows, refer to the Microsoft Official Documentation (Overview of Windows Services and Network Port

Requirements).

Port

21

22

25

80

110

137,138,139

143

443

1433

3306

3389

Copyright: Converge Cloud

Service

FTP

SSH

SMTP

HTTP

POP3

NETBIOS
Protocol

IMAP

HTTPS

SQL Server

MySQL

Windows
Server Remote
Desktop
Services

Description
Port opened by the FTP server. It is for uploading and downloading.

Port 22 is the SSH port used to remotely connect Linux system
servers via command-line mode.

Port opened by the FTP server. It is for sending mail.

It is used to provide external access for website services such as IIS,
Apache, and Nginx.

Port 110 is open for POP3 (mail protocol 3) services.

Among them, 137 and 138 are UDP ports, which are used when
transferring files through the network neighborhood.

Port 139: Connections coming through this port attempt to get
NetBIOS/SMB services. This protocol is used for Windows file and
printer sharing and SAMBA.

Port 143 is mainly used for Internet Message Access Protocol v2
(IMAP). Like POP3, it is a protocol for receiving emails.

A web browsing port and another type of HTTP that provides
encryption and transmission through secure ports.

Port 1433 is the default port of the SQL Server, which uses two
ports: TCP-1433 and UDP-1434. Port 1433 is used for SQL Server to
provide external services, whereas port 1434 is used to respond to
the requester regarding which TCP/IP port is being used by SQL
Server.

Port 3306, the default port of MySQL database, is used for MySQL
to provide external services.

Port 3389 is the service port for Windows 2000 (2003) Server
remote desktop, which allows connection to a remote server using
the Remote Desktop connection tool.
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Port

8080
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Service

Proxy Port

Virtual Private Cloud

Description

Similar to port 80, port 8080 is used for the WWW proxy service for
web browsing. The port number extension ":8080" is often
appended to the URL when users visit a website or use a proxy
server. In addition, after the Apache Tomcat web server is installed,
the default service port is port 8080.
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Network ACL
Rule Overview

Rule Overview

The network access control list (ACL) is an optional security layer at the subnet level, which is used to
control the data flow entering and leaving the subnet and can be accurate to the protocol and port

granularity.

e @ Route table

Network ACLs Network ACLs

Subnet 1

Security groups

I
I
I
|
I
I
|
|
] l
|
|
I
|
I
I
|
I
I
I

Security groups

l

@ CVM @ CVM

Use Cases

You can associate the same network ACL for subnets with the same network traffic control and precisely
control the traffic entering and leaving the subnet by setting outbound and inbound rules.

For example, suppose you host multi-layer web applications in the VPC of the cloud platform and create
different subnets to deploy web layer, logical layer, and data layer services, respectively, through the
network ACL. In that case, you can control access between these three subnets so that the web layer subnet

and the data layer subnet cannot access each other. Still, only the logical layer can access the web layer and
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the data layer subnet.

ACL Rules

When you add or delete a rule in the network ACL, it is automatically applied to the network flow control of
its associated subnet.
Network ACL rules include inbound and outbound rules, which are composed of the following:

« Source/Destination IP: source/destination IP of traffic. If it is an inbound rule, you need to enter the
source IP; if it is an outbound rule, you need to enter the destination IP. Both source and destination
IPs support the following format:

o Single IP address: 192.168.0.1 or FF05::B5

o CIDR: 192.168.1.0/24 or FF05:B5::/60

o All IPv4 addresses: 0.0.0.0/130618222416261120

o All' IPv6 addresses: 0:0/130618222416261120 or ::/130618222416261120
« Protocol type: Select the protocol type allowed/denied by ACL rules, such as TCP and UDP.
« Port: source/destination port of traffic. The port supports the following formats:

o Single port: e.g. 22 or 80

o Continuous port: e.g. 1-65535 or 100-20000

o All ports: ALL
« Policy: Allow or deny.

Default Rules
Once created, every network ACL has two default rules that cannot be modified or deleted, with the lowest
priority.

¢ Default Inbound Rule

Protocol type Port Source IP Policies Description

ALL ALL 0.0.0.0/130618222416261120 Deny Deny all inbound traffic.
o Default Outbound Rule.

Protocol type Port Source IP Policies Description

ALL ALL 0.0.0.0/130618222416261120 Deny Deny all outbound traffic.

Rule Priority
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 The priority of network ACL rules is indicated by the position of the rule in the list. The rule at the top
of the list has the highest priority and is applied first, while that at the bottom of the list has the
lowest priority.

o If there is a rule conflict, the rule with the higher priority will prevail by default.

e When traffic enters or leaves a subnet bound to a network ACL, it matches against the rules from the
top of the network ACL list to the last. If a rule is successfully matched and allows passage,

subsequent rules are not matched.

Application Example

Example: To allow all source IPs to access all ports on the CVM within the ACL-associated subnet while
denying HTTP service access on port 80 from the server source IP 192.168.200.11/24 , you can add the

following two network ACL inbound rules:

Protocol

Port  SourceIP Policies  Description
type
Deny the HTTP service of this IP
HTTP 80  192.168.200.11/24 Deny eny the service of this
address to access port 80.
ALL ALL  0000/130618222416261120 Allow  ‘\low all source IPs to access all

ports.

Difference Between Security Group and Network ACL

C .
omparison Security Group Network ACL
Item
Traffic Traffic control at the instance level of CVM Traffic control at the instance level
Control and database. of subnet.
Allowi d denyi I
Rule Allowing and denying rules are supported. owing and denying rules are
supported.
With or With status: Returning data flow is Without status: Returning data flow
Without automatically allowed, regardless of any must be explicitly allowed by the
Status rules. rule.
The rules are only applied to the instance After the ACL is created and bound
. when security groups are specified during to the subnet, the ACL will be
Effective . . . .
Time the creation of instances, such as CVM and automatically applied to all CVM,
CDB, or when security groups are associated CDB, and other instances in the

after the instance is created. associated subnet.
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Item

Rule Priority

Copyright: Converge Cloud

Security Group

If there is a rule conflict, the rule with the
higher priority will prevail by default.

10/28/2026, 4:31:37 AM
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Network ACL

If there is a rule conflict, the rule
with the higher priority will prevail
by default.
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Restrictions

Usage Limitations

» One network ACL can be bound to multiple subnets.

e The network ACL does not have any status; you need to set the outbound and inbound rules
separately.

» The network ACL does not affect the private network interoperability between CVM instances within

the associated subnet.

Quota Limitations
Resources Limitation
Number of Network ACLs per VPC 50

Number of inbound directions; 20

Numb f Rul Network ACL
umber ot Rules per Retwor Number of outbound directions: 20

Number of Network ACLs Associated with Each Subnet 1
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Managing Network ACL

Creating Network ACL

1. Log in to the VPC console.

2. In the left directory, click on Security > Network ACL to go to the management page.
3. At the top of the list, select the region and VPC, then click on +Create.

4. In the pop-up box, enter the name, select the VPC to which it belongs, and click on OK.

Create Network ACL X

vpc-b2jygjt9 v

5. On the list page, click the corresponding ACL ID to enter the details page where you can add ACL rules and

associated subnets.

Adding Network ACL Rules

1. Log in to the VPC console.

2.In the left directory, click on Security > Network ACL to go to the management page.

3. In the list, find the network ACL to be modified and click its ID. The details page is displayed.

4. To add an outbound/inbound rule, click on Outbound Rule or Inbound Rule > Edit > Add A Row. Select the
protocol type, enter the port and source IP address, and select policy. You can also click on Import Rules to
import rules in batches.

o Protocol type: Select the protocol type allowed/denied by ACL rules, such as TCP and UDP.
o Port: the source port of traffic, supporting a single port or port segment, such as 80 or 90-100.
o Source IP: source IP or source IP range of traffic, supporting IP or CIDR, such as 10.20.3.0 or 10.0.0.2/24 .

o Policy: Allow or deny.

Basic Info Inbound Rule Outbound Rule

Import Rule

TCP ~ ALL : Reject
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5. Click on Save.

Deleting Network ACL Rules

. Log in to the VPC console.

. In the left directory, click on Security > Network ACL to go to the management page.

. In the list, find the network ACL to be deleted and click its ID. The Basic Information page is displayed.
. Click on the Inbound Rules or Outbound Rules tab to enter the Rule List page.

v A W N B

. Click on Edit to delete the inbound rules in the same steps as that of deleting the outbound rules. This document
takes the deletion of inbound rules as an example.
6. In the list, find the row of the rule you wish to delete, then click on Delete under the operation column.
At this time, the ACL rule is grayed out. If this deletion is an incorrect operation, you can click on Restore Deletion
under the operation column to restore it.
7. Click on Save to save the above operations.

The deletion or restoration of ACL rules will take effect only after being saved.

Associating Subnet to Network ACL

1. Log in to the VPC console.
2. In the left directory, click on Security > Network ACL to go to the management page.
3. In the list, find the network ACL to be associated with and click its ID. The details page is displayed.

4. On the Basic Information page, in the Associated Subnets module, click on Add Association.

Associated Subnet
Subnet Nam

no data

5. In the pop-up window, select the subnet you want to associate with, and then click on OK.
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Associated Subnet X

Subnet ID/Name Associated ACL CIDR Block

subnet-1pofadgs
p q
test

Ex -

Disassociating Subnet from Network ACL

1. Log in to the VPC console.
2.In the left directory, click on Security > Network ACL to go to the management page.
3. In the list, find the network ACL to be disassociated and click its ID. The details page is displayed.
4. There are the following methods to disassociate subnets:
o Method 1: In the Associate Subnet module on the Basic Information page, find the subnet to be

disassociated and click on Unbind.

Associated Subnet

Add Association

s Unbind

o Method 2: In the Associated Subnet module on the Basic Information page, check all subnets that need to
be disassociated and click on Batch Unbind.

5. Click on OK in the pop-up window.

Copyright: Converge Cloud 10/28/2026, 4:31:37 AM 130 Pages Total 735 Pages


http://console.convergecloud.com/vpc
http://console.convergecloud.com/vpc

Virtual Private Cloud

N\

Deleting Network ACL

1. Log in to the VPC console.
2. In the left directory, click on Security > Network ACL to go to the management page.
3. Select the region and the VPC.
4.1n the list, find the network ACL to be deleted and click its ID. The details page is displayed.
5. Click on Delete and confirm the operation to delete this network ACL and all its rules.
If Delete is grayed out, as shown for network ACL testEg in the image below, it means the network ACL is

currently associated with a subnet. You need to disassociate it from the subnet before you can proceed with the

deletion.
Network ACL \:] E [Z Network ACL Documentation

0 Associated Subnet Delete
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Parameter Template
Restrictions

Usage Limitations

e Formats supported by the IP address template are as follows:
e Single IP, such as 10.0.0.1.

e Consecutive IP. such as 10.0.0.1 - 10.0.0.100 .

« IP range, such as 10.0.1.0/24 .

e Formats supported by the port template are as follows:

« Single port, such as TCP:80 .

e Multiple discrete ports, such as TCP:80, 443 .

» Consecutive ports, such as TCP:3306-20000 .

e All ports, such as TCP: ALL .

Quota Limitation

Instance

IP Address Objects (ipm)

IP Address Group Objects (ipmg)

Protocol Port Objects (ppm)

Protocol Port Group Objects (ppmg)

IP Address Members in An IP Address Object (ipm)

IP Address Object Members (ipm) in An IP Address Group Object (ipmg)
Protocol Port Members Within A Protocol Port Group Object (ppm)

Protocol Port Object Members (ppm) in A Protocol Port Group Object (ppmg)
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Limitation (Unit:
count)

Maximum 1,000 per
tenant

Maximum 1,000 per
tenant

Maximum 1,000 per
tenant

Maximum 1,000 per
tenant

Maximum 20 per
tenant

Maximum 20 per
tenant

Maximum 20 per
tenant

Maximum 20 per
tenant
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Limitation (Unit:

I

nstance count)
The Number of IP Address Group Objects (ipmg) that Can Reference the Maximum 50 per
Same IP Address Objects (ipms) tenant
The Number of Protocol Port Group Objects (ppmg) that Can Reference the Maximum 50 per
Same Protocol Port Object (ppm) tenant

Note:

The parameter template can be referenced by security groups. Once a security group references a
parameter template feature, the IPs/ports within the parameter template will be expanded into
multiple security group rules. Note that the totals of rule entries for each security group cannot

exceed 2,000 after expansion.
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Managing Parameter Templates

A parameter template is a collection of parameters that support saving IP addresses and protocol ports as
templates. It can be directly referenced when adding security group rules.Converge Cloud supports the
following four types of parameter templates:

Converge Cloud supports the following four types of parameter templates:

o IP address (ipm): Supports single IP, CIDR, and IP range.

« IP address group (ipmg): a collection of multiple IP address objects.

* Protocol port (ppm): Supports single port, multiple ports, consecutive ports, and all ports, with the
protocol supporting TCP, UDP, ICMP, and GRE protocol.

« Protocol port group (ppmg): a collection of multiple protocol port objects.

Overview

Operation scenarios of the parameter template are as follows:

» Manage multiple IP addresses or protocol port groups with the same requirements.

e Manage multiple IP addresses or protocol port groups with frequent editing requirements.

Step 1: Create a parameter template

1. Creating An IP Address Parameter Template

Add the IPs with the same requirements or frequent editing requirements to the IP address object.

1. Log in to the VPC console.
2. Click on Security > Parameter Template in the left sidebar to enter the management page.
3. On the IP Address tag page, click on +Create.
4. In the pop-up window, fill in the name and IP address, then click on Submit.
To add multiple IP addresses, separate them with a new line. The supported IP address formats are as

follows:

e Single IR, such as 10.0.0.1.
« IP range, such as 10.0.1.0/24 .
e Consecutive IP. such as 10.0.0.1 - 10.0.0.100 .
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5. (Optional) You can add several created IP addresses to an IP address group, making it an IP address

group.

6. Select the IP Address Group tag page to enter the management page, then click on +Create.

Parameter Template

IP IP Group Protocol Port Protocol Port Group

7. In the pop-up window, fill in the name and select the IP addresses to be added, then click on Submit.
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Create IP Address Group X

Name *

Select an IP address. (0) selected.

Not selected

ipm

2. Creating A Protocol Port Parameter Template

Add protocol ports with the same requirements or frequent editing requirements to the protocol port

object.

1. Log in to the VPC console.
2. Click on Security > Parameter Template in the left sidebar to enter the management page.
3. Click on the Protocol Port tab, enter the Protocol Port tag page, and click on +Create.
4. In the pop-up window, fill in the name and protocol port, then click on Submit.
To add multiple protocol ports, separate them with a new line. The protocol ports support the

following formats:

« Single port, such as TCP:80 .
e Multiple discrete ports, such as TCP:80,443 .
» Consecutive ports, such as TCP:3306-20000 .
« All ports, such as TCP: ALL .
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5. (Optional) You can add the created multiple protocol ports to a protocol port group at the same

time, as a protocol port group.

6. Select the Protocol Port Group tag page to enter the management page, then click on +Create.

Parameter Template

IP IP Group Protocol Port Protocol Port Group

7.1n the pop-up window, fill in the name and select the protocol ports to be added, then click on
Submit.
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Create Protocol Port Group prd

Name

Select the protocol port. (0) selected.

Not selected

Step 2: Refer to the parameter template in the security group

1. Log in to the VPC console.

2. Click on Security > Security Group in the left sidebar to enter the management page.

3. In the list, find the security group that needs to reference the parameter template and click its ID to
enter the details page.

4. In the inbound/outbound rule tag page, click on Add Rules.

5. In the pop-up window for sources and protocol ports, select the corresponding parameter template.
For detailed steps on adding inbound/outbound rules, refer to Adding a Security Group Rule. > If you
need to add a new IP address or protocol port in the future, you only need to add it to the
corresponding IP address group or protocol port group, and there is no need to modify the security
group rules or create another security group.
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Cloud Access Management
CAM Overview

If you use services such as VPC, CVM, and databases in Converge Cloud, and these services are managed

by different people but share your cloud account key, the following problems may arise:

* Your key is shared by multiple people and the risk of leakage is high.

e The access of other users is not under control, which can introduce security risks caused by
misoperations.
To prevent these problems, you can use sub-accounts to allow different users to manage different
services. By default, a sub-account has no permission to use CVM or CVM-related resources.
Therefore, we need to create policies to allow sub-accounts to use the resources or permissions they

need.

Overview

Cloud Access Management (CAM) is a set of web services provided by Converge Cloud. It primarily helps
customers securely manage access permissions to resources under the Converge Cloud account. With CAM,
you can create, manage, and terminate users (groups), and control who can use which Converge Cloud

resources through identity and policy management.

You can use CAM to bind a user or user group to a policy that allows or denies them access to specified

resources to complete specified tasks.

e For more basic information on CAM policies, refer to Syntax Logic.
e For more use information on CAM policies, refer to Policy.
Skip this chapter if you don't need cloud access management of VPC resources for sub-accounts.

Skipping this chapter does not affect your understanding and use of the rest of the document.

Getting Started

The CAM policy allows or denies one or more VPC operations. You must also specify the resources that can
be used for the operation (it can be all resources, or some operations can be partial resources). The policy

can also contain the conditions set by the operation resources.

Some VPC API operations support resource-level permissions. That is, you cannot specify a specific

resource for these API operations. Instead, you must specify all the operations resources.
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Basic Policy Structure Policy Syntax

Defining Operations in A Policy VPC Operations

Defining Resources in A Policy VPC Resource Paths

Resource-level Permissions Supported by VPC Resource-level Permissions Supported by VPC

Console Example Console Example
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Authorizable Resource Type

Policy Syntax

CAM policy:
{
"version":"2.0",
"statement”:
[
{

"effect":"effect",
"action":["action"],
"resource":["resource"],
"condition": {"key":{"value"}}

 The version is required, currently only allowing a value of "2.0".
« Statement is used to describe the detailed information of one or more permissions. This element
includes the permissions or permission sets of multiple other elements such as effect, action,

resource, and condition. A policy has one and only one statement element.

1. action used to describe the operations that are allowed or denied. Operations can be APIs (described
with a name prefix) or feature sets (a specific set of APIs described with a permid prefix). This element
is required.

2. resource describes the detailed data authorized. Resources are described using six paragraphs. The
resource definition details will vary for each product. For information on how to specify resources,
please refer to the product documentation corresponding to the resource declaration you have
written. This element is required.

3. conditions describes the constraints under which the policy takes effect. Conditions consist of
operators, operation keys, and operation values. Condition values can include information such as
time and IP address. Some services allow you to specify additional values in the condition. This
element is optional.

4. effect describes whether the statement produces an "allow" or "explicit deny" result. It includes allow

and deny. This element is required.

VPC Operations
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Virtual Private Cloud

In the CAM policy statement, you can specify any API operation from any service that supports CAM. For
VPC, use APIs prefixed with name/vpc:. For example, name/vpc:Describe or name/vpc:CreateRoute.

If you want to specify multiple actions in a single statement, separate them with commas as follows:

"action":["name/vpc:actionl”,"name/vpc:action2"]

You can also use wildcard characters to specify multiple actions. For example, you can specify all actions

whose names begin with the word Describe as follows:

"action":["name/vpc:Describe*"]

To specify all operations in a VPC, use a wildcard (*) as follows:

"action":["name/vpc:*"]

VPC Resource Paths

Each CAM policy statement has its own resources that apply to it.

The general format of resource paths is as follows:

**qcs:project_id:service_type:region:account:resource**

e project_id: Describe the project information. It is only for compatibility with early CAM logic and does
not need to be filled in.

« service_type: the product abbreviation, such as VPC.

« region: regional information, such as bj.

e account: the root account information of the resource owner, such as uin/164256472.

» resource: the specific resource details of each product, such as vpc/vpc_idl or vpc/*.
For example, you can specify an instance (vpc-d08sl2zr in this case) in the statement, as shown

below:

"resource”:[ "qcs:vpc:bj:uin/164256472:instance/vpc-d08s|2zr"]

You can also use the * wildcard character to specify all instances belonging to a specific account, as follows:

"resource”:[ "qcs:vpc:bj:uin/164256472:instance/*"]

If you want to specify all resources, or if a specific API operation does not support resource-level

permissions, use the * wildcard in the Resource element as shown:
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"resource": ["*"]

Virtual Private Cloud

To specify multiple resources in one instruction, separate them with a comma. The following is an example

of specifying two resources:

"resource":["resourcel”,"resource2"]

The following table describes the resources that can be used by VPC and the corresponding methods of

describing these resources.

In the following table, words prefixed with $ are aliases.

« Here, project refers to the Project ID.

« Here, region refers to the Region.

¢ Here, account refers to the Account ID.

Resources

VPC

Subnet
Security Group

EIP

Copyright: Converge Cloud

Resource description method in authorization policy
gcs:vpc:$region:$account:vpc/$vpcld
qcs:vpc:$region:$account:subnet/$subnetld
gcs::cvm:$region:$account:sg/$sgld

gcs:cvm:$region:$account:eip/*

10/28/2026, 4:31:37 AM
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VPC CAM Policy Examples

Full Read-Write Policy of VPC

Virtual Private Cloud

The following policy allows you to create and manage VPC. You can associate this policy with a group of

network administrators. The Action element specifies all VPC-related APIs.

{
"version": "2.0",
"statement”: |
{
"action": [
"name/vpc:*"
1,
"resource"; "*",
"effect": "allow"
}
]
}

Read-only Policy of VPC

The following policy allows you to query your VPC and relevant resources. However, you cannot create,

update, or delete them with this policy.

In the console, the premise of operating a resource is that it can be viewed, so it is recommended you open

VPC read-only permissions for users.

"version": "2.0",
"statement”: [
{

"action": [
"name/vpc:Describe*”,
"name/vpcInquiry*",
"name/vpc:Get*"

1

"resource"; "*",

"effect": "allow"
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Only sub-accounts are allowed to manage a single VPC

The following policies allow users to see all VPCs but only operate VPC A (assuming that the ID of A is vpc-
d08sl2zr) and network resources under A (such as subnets and routing tables, excluding CVM and

databases) and do not allow users to manage other VPCs.
This version does not support Only Allowing Users to View A, which will be supported in subsequent

versions.

"version": "2.0",
"statement”: |

{

"action": "name/vpc:*",

"resource"; "*",

"effect": "allow",

"condition": {

"string_equal_if_exist": {

"vpcvpc": |
"vpc-d08sl2zr"
1,
"vpc:accepter_vpc": [
"vpc-d08sl2zr"
1,
"vpcrequester_vpc”: [
"vpc-d08sl2zr"

Users are allowed to manage VPC but cannot operate routing
table

The following policies allow users to read and write the VPC and its related resources but do not allow

users to perform related operations on routing tables.
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Users are allowed to manage VPC resources

version": "2.0",
statement”: [
{
"action": [
"name/vpc:*"

1
"resource"; "*",
"effect": "allow"

"action": [
"name/vpc:AssociateRouteTable",
"name/vpc:CreateRoute",
"name/vpc:CreateRouteTable",
"name/vpc:DeleteRoute”,
"name/vpc:DeleteRouteTable",
"name/vpc:ModifyRouteTableAttribute”

1,

"resource": "*",

"effect": "deny”

Virtual Private Cloud

This policy allows users to view all VPC resources but only allows them to add, delete, modify, and check

VPNs.

version": "2.0",
statement”: [
{

"action": [
"name/vpc:Describe*”,
"name/vpcInquiry*",
"name/vpc.Get*"

1

"resource"; "*",

"effect": "allow"

10/28/2026, 4:31:37 AM
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"action": [
"name/vpc:*Vpn*",
"name/vpc:*UserGw*"

1

"resource"; "*",

"effect": "allow"

Copyright: Converge Cloud

10/28/2026, 4:31:37 AM

Virtual Private Cloud
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Resource-level Permissions Supported by VPC API
Operations

In CAM, the following API operations can be performed on VPC resources. The corresponding relationship between resources and conditions
supported by specific APIs is as follows:

Note: If the VPC API does not support resource-level permissions in the table, you can grant users access to VPC APIs that are not in this
list but must specify * for resource elements of policy statements.

API Operation Resources Condition Remarks

VPC resources

qcs:vpc:$region: vpcregion indicates the

AcceptVpcPeeringConnection $account:vpe/* vpcregion region where the VPC is
qcs:vpc:$region: located.
$account:vpc/$vpcld

The value of vpc:

Peering connection accepter_vpcq is the

resources accepter VPC.

qcs:vpc:$region: vpc:accepter_vpc vpc: Region indicates the
— $account:pcx/* vpcregion region where it is

qcs:vpc:$region: vpcrequester_vpc located.

$account:pcx/ The value of vpc:

$peeringConnectionld</ requester_vpc is the

requester VPC.

VPC resources
qcs:vpc:$region:

$accountvpc/* vpc: Region indicates the

— . vpcregion region where the VPC is
gcs:vpc:$region: located
$account:vpc/$vpcld '

(accepter vpcld)

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.

vpc: accepter_vpc_region

Peering connection -
indicates the accepter

resources vpc:accepter_vpc .
cstvpc:$region: vpc:accepter_vpc_region region.
AcceptVpcPeeringConnectionEx 9 P 9 N P prer_vpereg vpc: requester_vpc
$account:pcx/* qesivpc: vpc:requester_vpc L
) . indicates the requester
$region:$account:pcx/ vpc:requester_vpc_region

VPC, and the value is
taken as the requester
VPC.

vpc:
requester_vpc_region
indicates the requester

$peeringConnectionld

region.
VPC resources
qcs:vpc:$region: vpc: Region indicates the
— $account:vpe/* vpcregion region where the VPC is
qcs:vpc:$region: located.
$account:vpc/$vpcld
AddVpnConnEx VPC resources vpcregion vpc: Region indicates the

qcs:vpc:$region: region where the VPC is
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API Operation

AssignPrivatelpAddresses

AssociateVip

AssociateRouteTable

AttachClassicLinkVpc

Copyright: Converge Cloud

Resources

$accountvpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

VPN gateway resources
qes:vpc:$region:
$account:vpngw/*
gcs:vpc:$region:
$account:vpngw/
$vpnGwid

Customer gateway
resources
qcs:vpc:$region:
$account:cgw/*

VPN channel resources
qcs:vpc:$region:
$account:vpnx/*

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$account:eni/
$networkInterfaceld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Subnet resource
qcs:vpc:$region:
$account:subnet/*
qcs:vpc:$region:
$account:subnet/
$subnetlid

Routing table resources
qcs:vpc:$region:
$accountrtb/*
qcs:vpc:$region:
$account:rtb/
$routeTableld

VPC resources
qcs:vpc:$region:
$account:vpe/*
qcs:vpc:$region:
$account:vpc/$vpcld

CVM resources
qcs:cvm:$region:

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpcregion

vpcregion

vpcvpc
vpcvpngw
vpcregion

vpcvpc
vpc:subnet
vpcregion

vpciregion vpc:vpc

vpcvpc vpcregion

vpcvpc
vpcregion

vpcregion

cvm:region

Virtual Private Cloud

Remarks

located.

vpc:vpc represents the
developer's VPC.
vpciregion represents the
region of the vpc.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.
vpcvpngw indicates the
VPN gateway under the
developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

cvm: region indicates the
area where the CVM is
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API Operation

AttachNetworkInterface

CreateAndAttachNetworkInterface

CreateDirectConnectGateway

Copyright: Converge Cloud

Resources

$accountinstance/*
qcs:cvm:$region:
$accountinstance/
$instanceld

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$accounteni/
$networkInterfaceld

CVM resources
qcs:cvm:$region:
$accountinstance/*
qcs:cvm:$region:
$account:instance/
$instanceld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

CVM resources
qcs:cvm:$region:
$accountiinstance/*
qcs:cvm:$region:
$accountiinstance/
$instanceld

ENI resources
qcs:vpc:$region:
$account:eni/*

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpc:subnet
vpcregion

cvm:region

vpcregion

cvm:region

vpcvpc
vpc:subnet
vpc:region

vpc:region

vpcvpc
vpcregion

Virtual Private Cloud

Remarks

located.

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

cvm: region indicates the
area where the CVM is
located

vpc: Region indicates the
region where the VPC is
located.

cvm: region indicates the
area where the CVM is
located

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

151 Pages Total 735 Pages



N\

API Operation

CreatelLocalDestinationIPPortTranslationNatRule

CreatelLocalIPTranslationAclRule

CreatelocallPTranslationNatRule

CreatelLocalSourcelPPortTranslationAclRule

CreatelLocalSourcelPPortTranslationNatRule

CreatePeerIPTranslationNatRule

CreateNatGateway

Copyright: Converge Cloud

Resources

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qes:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

NAT gateway resources
qcs:vpc:$region:
$account:nat/*

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcvpc
vpc:region

vpcvpc
vpc:region

vpcvpc
vpcregion

vpcvpc
vpc:region

vpc:region

vpcvpc
vpcregion

Virtual Private Cloud

Remarks

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.
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API Operation

CreateNetworkAcl

CreateNetworkInterface

CreateRoute

CreateRouteTable

CreateSubnet

Copyright: Converge Cloud

Resources

VPC resource qcs::vpc:
$region:$accountvpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Network ACL resources
qcs:vpc:$region:
$account:acl/*

VPC Resources qcs::vpc:
$region:$accountvpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Subnet resource
qcs:vpc:$region:
$account:subnet/*
qcs:vpc:$region:
$account:subnet/
$subnetld

ENI Resources qcs::vpc:
$region:$account.eni/*

Routing table resources
qcs:vpc:$region:
$accountrtb/*
qcs:vpc:$region:
$account:rtb/
$routeTableld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Routing table resources
qcs:vpc:$region:
$account:rtb/*

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Subnet gateway resources

qcs:vpc:$region:
$account:subnet/*

10/28/2026, 4:31:37 AM

Condition

vpcregion

vpcvpc
vpcregion

vpc:region

vpcvpc
vpc:region

vpcvpc
vpc:subnet
vpcregion

vpcvpc
vpcregion

vpcregion

vpcvpc
vpcregion

vpcregion

vpcvpc
vpcregion

Virtual Private Cloud

Remarks

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: subnet indicates the
developer's subnet.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.
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API Operation

CreateSubnetAclRule

CreateVpcPeeringConnection

CreateVpcPeeringConnectionEx

DeleteDirectConnectGateway

Copyright: Converge Cloud

Resources

Network ACL resources
qcs:vpc:$region:
$account:acl/*
qcs:vpc:$region:
$account:acl/
$networkAclld

Subnet gateway resources
qcs:vpc:$region:
$account:subnet/*

VPC resource (requester)
qcs:vpc:$region:
$account:vpe/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources
qcs:vpc:$region:
$account:pcx/*

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resource qcs:vpc:$region:
$account:pcx/*

Direct connect gateway
resources
qes:vpc:$region:
$account:dcg/*

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcregion

vpc:accepter_vpc
vpc:requester_vpc
vpcregion

vpc:region

vpc:accepter_vpc
vpc:accepter_vpc_region
vpc:requester_vpc
vpc:requester_vpc_region

vpcvpc
vpcregion

Virtual Private Cloud

Remarks

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.

vpc: requester_vpc
indicates the requester
VPC, and the value is
taken as the requester
VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.

vpc: accepter_vpc_region
indicates the accepter
region.

Vvpc: requester_vpc
indicates the requester
VPC, and the value is
taken as the requester
VPC.

vpc:
requester_vpc_region
indicates the requester
region.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
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API Operation

DeleteLocalDestinationIPPortTranslationNatRule

DeleteLocallPTranslationAclRule

DeleteLocallPTranslationNatRule

DeleteLocalSourcelPPortTranslationAclRule <

DeletePeerIPTranslationNatRule

DeleteLocalSourcelPPortTranslationNatRule

DeleteNatGatewaynat

DeleteNetworkAcl

Copyright: Converge Cloud

Resources

qcs:vpc$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc$region:
$account:dcg/
$directConnectGatewayld

Gateway resources
qcs:vpc:$region:
$account:nat/*
qcs:vpc:$region:
$account:nat/$natld

Network ACL resources

qcs:vpc:$region:
$account:acl/*

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpcregion

vpc:vpce vpciregion

vpcvpc
vpcregion

vpcvpc
vpc:region

vpcvpc
vpc:region

vpcvpc
vpcregion

vpcvpc

vpcregion

vpcvpc
vpcregion

Virtual Private Cloud

Remarks

located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
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API Operation

DeleteNetworkInterface

DeleteRoute

DeleteRouteTable

DeleteSubnet

DeleteUserGw

DeleteVpc

DeleteVpcPeeringConnection

Copyright: Converge Cloud

Resources

qcs:vpc:$region:
$account:acl/
$networkAclld

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$account:eni/
$networkInterfaceld

Routing table resources
qes:vpc:$region:
$accountrtb/*
qcs:vpc:$region:
$accountrtb/
$routeTableld

Routing table resources
qes:vpc:$region:
$account:rtb/*
qcs:vpc:$region:
$accountrtb/
$routeTableld

Subnet resource
qcs:vpc:$region:
$account:subnet/*
qcs:vpc:$region:
$account:subnet/
$subnetld

Customer gateway
resources
qcs:vpc:$region:
$account:cgw/*
qes:vpc:$region:
$account:cgw/$userGwld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources
qcs:vpc:$region:
$account:pcx/*
qes:vpc:$region:
$account:pex/
$peeringConnectionld

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpc:subnet
vpcregion

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcvpc
vpc:region

vpcregion

vpc:region
vpcvpc

vpc:accepter_vpc
vpcregion
vpc:requester_vpc

Virtual Private Cloud

Remarks

located.

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.

vpc: requester_vpc
indicates the requester
VPC, and the value is
taken as the requester
VPC.

vpc: Region indicates the
region where the VPC is
located.
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API Operation

DeleteVpcPeeringConnectionEx

DeleteVpnConn

DetachClassicLinkVpc

DetachNetworkInterface

DeteleSubnetAclRule

Copyright: Converge Cloud

Resources

Peering connection
resources
qcs:vpc:$region:
$account:pcx/*
qcs:vpc:$region:
$account:pcx/
$peeringConnectionld

VPN channel resources
qes:vpc:$region:
$account:vpnx/*
qcs:vpc:$region:
$account:vpnx/
$vpnConnld

VPC resources
qcs:vpc:$region:
$account:vpe/*
qcs:vpc:$region:
$account:vpc/$vpcld

CVM resources
qcs:cvm:$region:
$accountinstance/*
qcs::cvm:$region:
$accountiinstance/
$instanceld

CVM resources
qcs:cvm:$region:
$accountinstance/*
qcs::cvm:$region:
$accountiinstance/
$instanceld

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$account:eni/
$networkInterfaceld

Subnet resource
qcs:vpc:$region:
$account:subnet/*
qcs:vpc:$region:
$account:subnet/
$subnetld

Network ACL resources
qcs:vpc:$region:
$account:acl/*
gcs:vpc:$region:
$account:acl/

10/28/2026, 4:31:37 AM

Condition

vpc:accepter_vpc
vpc:accepter_vpc_region

vpcvpc
vpcvpngw
vpc:usergw
vpcregion

vpcregion
vpcvpc

cvm:region

cvm:region

vpcvpc
vpc:subnet
vpcregion

vpcvpc
vpcregion

vpcvpc
vpcregion

Virtual Private Cloud

Remarks

vpcrequester_vpc
vpcrequester_vpc_region

vpc: vpc represents the
developer's VPC.
vpcvpngw indicates the
gateway under the
developer.

vpc:usergw indicates the
customer gateway under
the developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

cvm: region indicates the
area where the CVM is
located

cvm: region indicates the
area where the CVM is
located

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.
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API Operation

EipBindNatGateway

EipUnBindNatGateway

EnableVpcPeeringConnection

vpcrequester_vpc

EnableVpcPeeringConnectionEx

Copyright: Converge Cloud

Resources

$networkAclld

NAT gateway resources
qcs:vpc:$region:
$account:nat/*
qcs:vpc:$region:
$account:nat/$natld

NAT gateway resources
qcs:vpc:$region:
$account:nat/*
qcs:vpc:$region:
$account:nat/$natld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources
qcs:vpc:$region:
$account:pcx/*
qcs:vpc:$region:
$account:pcx/
$peeringConnectionld

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.

vpc: requester_vpc
indicates the requester
VPC, and the value is
taken as the requester
VPC.

vpc: Region indicates the
region where the VPC is

located.

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources

qcs:vpc:$region:
$account:pcx/*

qcs:vpc:$region:

$account:pex/
$peeringConnectionld

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpcregion

vpcvpc
vpc:region

vpc:region

vpc:accepter_vpc
vpcregion

vpc:region

vpc:accepter_vpc
vpc:accepter_vpc_region
vpcrequester_vpc

pc:requester_vpc_region

Virtual Private Cloud

Remarks

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpcregion indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.

vpc: accepter_vpc_region
indicates the accepter
region.

vpc: requester_vpc
indicates the requester
VPC, and the value is
taken as the requester
VPC.
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MigrateNetworkInterface

MigratePrivatelpAddress

ModifyDirectConnectGateway

ModifyLocalDestinationIPPortTranslationNatRule

ModifyLocallPTranslationAclRule

ModifyLocallPTranslationNatRule

Copyright: Converge Cloud

Resources

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$accounteni/
$networkInterfaceld

CVM resources
qcs:cvm:$region:
$accountinstance/*
qcs:cvm:$region:
$account:instance/
$instanceld (authorization
is required before and
after migration)

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$accounteni/
$networkInterfaceld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qes:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qes:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpc:subnet
vpcregion

cvm:region

vpcvpc
vpc:subnet
vpc:region

vpcvpc
vpc:region

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcvpc
vpcregion

Virtual Private Cloud

Remarks

vpc:
requester_vpc_region
indicates the requester
region.

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

cvm: region indicates the
area where the CVM is
located.

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.
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ModifyLocalSourcelPPortTranslationAclRule

ModifyPeerIPTranslationNatRule

ModifyLocalSourcelPPortTranslationNatRule

ModifyNatGateway

ModifyNetworkAcl

ModifyNetworkAclEntry

ModifyNetworkInterface

Copyright: Converge Cloud

Resources

$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

NAT gateway resources
qcs:vpc:$region:
$account:nat/*
qcs:vpc:$region:
$account:nat/nat-dc7cdf

Network ACL resources
qcs:vpc:$region:
$account:acl/*
qcs:vpc:$region:
$account:acl/
$networkAclid

Network ACL resources
qcs:vpc:$region:
$account:acl/*
qcs:vpc:$region:
$account:acl/
$networkAclid

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$account:eni/
$networkInterfaceld

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpc:region

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcvpc
vpc:subnet
vpcregion

Virtual Private Cloud

Remarks

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.
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ModifyPrivatelpAddress

ModifyRouteTableAttribute

ModifySubnetAttribute

ModifyUserGw

ModifyVpcAttribute

ModifyVpcPeeringConnection

ModifyVpcPeeringConnectionEx

Copyright: Converge Cloud

Resources

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$accounteni/
$networkInterfaceld

Routing table resources
qcs:vpc:$region:
$accountrtb/*
qcs:vpc:$region:
$account:rtb/
$routeTableld

Subnet resource
gcs:vpc:$region:
$account:subnet/*
qcs:vpc:$region:
$account:subnet/
$subnetld

Customer gateway
resources
qes:vpc:$region:
$account:cgw/*
qcs:vpc:$region:
$account:cgw/$userGwid

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources
qcs:vpc:$region:
$account:pcx/*
qcs:vpc:$region:
$account:pex/
$peeringConnectionld

VPC resources
qes:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources
qes:vpc:$region:
$account:pcx/*
qes:vpc:$region:

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpc:subnet
vpcregion

vpcvpc
vpcregion

vpcvpc
vpcregion

vpcregion

vpc:Region

vpcregion

vpc:accepter_vpc
vpcregion
vpc:requester_vpc

vpcregion

vpc:accepter_vpc
vpc:accepter_vpc_region
vpc:requester_vpc
vpcrequester_vpc_region

Virtual Private Cloud

Remarks

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc:accepter_vpc

vpc: Region indicates the
region where the VPC is
located.

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.
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ModifyVpnConnEx

ModifyVpnGw

RejectVpcPeeringConnection

RejectVpcPeeringConnectionEx

Copyright: Converge Cloud

Resources

$account:pcx/
$peeringConnectionld

VPN channel resources
qcs:vpc:$region:
$account:vpnx/*
qes:vpc:$region:
$account:vpnx/
$vpnConnld

VPN gateway resources
qcs:vpc:$region:
$account:vpngw/*
qes:vpc:$region:
$account:vpngw/
$vpnGwId

VPC resources
qcs:vpc:$region:
$account:vpc/*
qes:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources
qcs:vpc:$region:
$account:pcx/*
qcs:vpc:$region:
$account:pcx/
$peeringConnectionld

VPC resources
qcs:vpc:$region:
$account:vpc/*
qcs:vpc:$region:
$account:vpc/$vpcld

Peering connection
resources
qcs:vpc:$region:

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpc:vpngw
vpc:usergw
vpcregion

vpcvpc
vpcregion

vpcregion

vpc:accepter_vpc
vpcregion
vpcrequester_vpc

vpcregion

vpc:accepter_vpc
vpc:accepter_vpc_region
vpc:requester_vpc

Virtual Private Cloud

Remarks

vpc: accepter_vpc_region
indicates the accepter
region.

vpc: requester_vpc
indicates the requester
VPC, and the value is
taken as the requester
VPC.

vpc:
requester_vpc_region
indicates the requester
region.

vpc: vpc represents the
developer's VPC.
vpcvpngw indicates the
gateway under the
developer.

vpc:usergw indicates the
customer gateway under
the developer.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpc: accepter_vpc
indicates the accepter
VPC, and the value is
taken as the accepter
VPC.

VpC: requester_vpc
indicates the requester
VPC, and the value is
taken as the requester
VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: Region indicates the
region where the VPC is
located.

vpcrequester_vpc_region
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ResetVpnConnSA

SetLocallPTranslationAclRule

SetLocalSourcelPPortTranslationAclRule

SetSSLVpnDomain

UnassignPrivatelpAddresses

Copyright: Converge Cloud

Resources

$account:pex/*
qcs:vpc:$region:
$account:pcx/
$peeringConnectionld

VPN channel resources
gcs:vpc:$region:
$account:vpnx/*
qcs:vpc:$region:
$account:vpnx/
$vpnConnId

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qcs:vpc:$region:
$account:dcg/
$directConnectGatewayld

Direct connect gateway
resources
qcs:vpc:$region:
$account:dcg/*
qes:vpc:$region:
$account:dcg/
$directConnectGatewayld

VPN gateway resources
qcs:vpc:$region:
$account:vpngw/*
qes:vpc:$region:
$account:vpngw/
$vpnGwId

ENI resources
qcs:vpc:$region:
$account:eni/*
qcs:vpc:$region:
$accounteni/
$networkInterfaceld

10/28/2026, 4:31:37 AM

Condition

vpcvpc
vpcvpngw
vpc:usergw
vpcregion

vpcvpc
vpc:region

vpcvpc
vpc:region

vpcvpc
vpc:region

vpcvpc
vpc:subnet
vpcregion

Virtual Private Cloud

Remarks

vpc: vpc represents the
developer's VPC.
vpcvpngw indicates the
gateway under the
developer.

vpc:usergw indicates the
customer gateway under
the developer.

vpc: Region indicates the
region where the VPC is
located.

\vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc indicates the
developer's VPC.

vpc: Region indicates the
region where the VPC is
located.

vpc: vpc represents the
developer's VPC.

vpc: subnet indicates the
subnet under the
developer.

vpc: Region indicates the
region where the VPC is
located.
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Network Probing

Network probing is a service for monitoring the quality of VPC network connection, which can monitor key

metrics such as the latency and packet loss rate of the network connection for you.

In a hybrid cloud network architecture, you will use VPN/dedicated line to connect the cloud VPC and your
own IDC. In order to monitor the network quality of the connection in real time, you can create a network

probing object in the subnet that needs to communicate with the IDC. After the probing object is created,

the packet loss rate and latency of the probed link will be returned, helping you achieve the following

features:

* Real-time monitoring of connection quality.

e Real-time alerts for connection failures.

Usage Instructions

» Network probing is Ping probing with a frequency of 20 times per minute.
» Up to 50 network probing instances can be created within each VPC.

e Network probing can be created for up to 20 subnets under the same VPC.

Create Network Probing

1. Log in to the VPC console.
2. In the left menu, click Network Probing.
3. At the top of the management console, click Create.

4. In the Create Network Probing pop-up window, fill in the relevant fields.
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Create Network Probe X

o
- \/

Verify ()

Verify

VPN Gateway v Y 0
v/

Average Value

“ Deactivate

Field Description:

Field
Name

Virtual Private
Cloud,VPC

Subnet

Probing
Destination IP

Copyright: Converge Cloud

Meaning

The name of network probing.
The VPC where the probing source IP is located.

The subnet where the probing source IP is located.

Network probing supports up to two destination IP addresses. Please enable ICMP
firewall policy for the destination host of network probing.
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Field Meaning

For source next hop routes, please select the source next hop type and specific
instances. Currently supported source next hop gateway types include: NAT
gateway, peering connection, VPN gateway, direct connect gateway and CVM.
Note:

- After the next hop object is configured, the system will automatically add the
corresponding 32-bit route to the route table associated with the subnet.

- The network probing route is a system route and cannot be modified.

- When switching a subnet's route, this system route will be deleted from the
original subnet's associated route table and added to the subnet's newly created
route table.

Next Hop

5. After filling in the fields, click Verify after Probing Destination IP.

o If the connection succeeded, click OK.
« If the connection failed, please check whether the subnet route is correctly configured or whether the
destination probing target has allowed traffic through network ACLs, security groups, or other firewall

rules. For details, see Manage Network ACL and Modify Security Group Rules.

Check Network Probing Latency and Packet Loss Rate

1. Log in to the VPC console.
2.In the left menu, click Network Probing.
3. In the Monitoring column of the target network probing instance, click the monitoring icon to view

the network probing latency and packet loss rate.

Modify Network Probing

1. Log in to the VPC console.
2. In the left menu, click Network Probing.
3. In the list of network probing instances, find the network probing instance to be modified, and click
Edit in the Operation column on the right.
4. In the Edit Network Probing dialog box, enter the information to be modified and click OK.
Note:

Name modification, probing destination IP, source next hop routing and annotation are

supported.
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Delete Network Probing

1. Log in to the VPC console.
2. In the left menu, click Network Probing.
3. In the list of network probing instances, find the network probing instance to be modified, and click

Delete in the Operation column on the right.
4. In the pop-up confirmation box, click Delete.
Note:

Deleting a network probing instance will also delete associated alarm policies and route

configurations of the network probing. Please assess the business impact and proceed with

caution.

Configure Alarms

You can configure monitoring alarms for network probing. When a routing exception is detected, users can

be alarmed in time to quickly switch the route and ensure service availability.

1. Log in to the Alarm Policy console.

2. Click Create.

3. In the pop-up Create Alarm Policy dialog box, fill in the policy name, set Policy Type to Virtual Private
Cloud/Network Probing, select specific instances, configure alarm triggering conditions, alarm

notifications and other information, and then click Complete.
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Best Practice
Configure the cloud server as a public
gateway

Overview

When some of the cloud servers in the Converge Cloud VPC do not have a regular public IP but need to access
the Internet, you can use a cloud server with a public IP (either a regular public IP or an elastic public IP) to access
the Internet. The public gateway cloud server will perform source address translation for outbound traffic. After
the traffic from all other cloud servers passes through the public gateway cloud server to access the Internet, the
source IP is converted to the public IP address of the public gateway cloud server, as shown in the diagram

below:

(7] VPC

Subnet Gateway Subnet
(& ow Route table 1, (& ow < > @ Internet
Gateway CVM
Prerequisites

» Logged in to the Cloud Server Console.

» The public gateway cloud server can only forward routing requests for subnets other than its own.
Therefore, the public gateway cloud server cannot be in the same subnet as the cloud servers that need to
use the public gateway to access the Internet.

« The public gateway cloud server must be a Linux cloud server; Windows cloud servers cannot be used as a

public gateway.

Directions

Step 1: bind an EIP (optional)

Note:
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If the cloud server used as a public gateway already has a public IP address, skip this step and proceed with

the subsequent steps.

1. In the left sidebar, click EIP to enter the elastic public IP management page.

2. In the operation column of the EIP that needs to be bind to an instance, select More > Bind.

Status 7 Elastic IP address Billing Mode T Bind resources Bound resource type Application Time Operation

Adjustment

Not bound, incurring idle fee  129.204.187.154 by trafic @ - - 2019-11-22 11:46:24 network

More ¥

Edit Tags

Bound 193.112.218.92 by traffic nat-omaseskq NAT Gateway 2019-11-22 11:20:54 -

test Release
3. In the "Bind Resource" pop-up box, select a CVM instance chosen as the public gateway to bind.

Bind resources

Please select the resource to be bound with the EIP eip-rid3dxye.
o CVM Instances NAT Gateway ENI

Instance ID/Name Availability Zone Private IP

Step 2: configure the subnet route table where the gateway resides

The gateway subnet and the regular subnet cannot share the same route table. You need to create a new,

separate gateway route table and associate the gateway subnet with this route table.

1. Create a custom route table.
2. After creation, you will be prompted to associate the subnet. Directly associate the subnet where the public

gateway server is located.
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Bind Subnets X

Q
Subnet ID/name Subnet CIDR The route table associated
subnet-368scdxa 192.168.0.0/24 rtb-1nzo5m26
test2 default
subnet-pudx8w46 192.168.2.0/24 rtb-1nzo5m26
1 default

Note: each subnet can only be bound with one route table. Once you click Confirm, the existing route table

will be replaced with: 1 (rtb-barwmkte)

Step 3: configure the route table for the regular subnet

Configure the route table for the regular subnet to route default traffic through the public gateway cloud server,
allowing cloud servers in the regular subnet to access the Internet via the routing and forwarding capability of
the public gateway.

In the route table of the subnet where the regular cloud server is located, add the following routing policy:

« Destination: the public address you want to access.
» Next hop type: CVM.
» Next hop: the private network IP of the cloud server instance with the EIP bind in step 1.

For detailed operations, please refer to Configure Route Policy.

Add routing X
Destination Next hop type Next hop Notes Oper...
Cloud Virtual Machine v o
Create a CVM
+ New Line

Adding a routing entry may affect your business. Please double check before continuing.

EN -
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Step 4: configure the public gateway

1. Log in to the public gateway cloud server, enable network forwarding, NAT proxy functionality, and related
parameter optimizations.

2. Execute the following command to create a script named vpcGateway.sh in the /usr/local/sbin directory.

vim /usr/local/sbin/vpcGateway.sh

3. Press "i" to switch to edit mode and write the following code into the script.

# 1/bin/bash

echo " “date™

echo "(1)ip_forward config......"

file="/etc/sysctl.conf"

grep -i "Anet\.ipv4\.ip_forward.*" $file &>/dev/null && sed -i\
's/net\.ipv4\.ip_forward.*/net\.ipv4\.ip_forward = 1/' $file || \

echo "net.ipv4.ip_forward = 1" >> $file

echo 1 >/proc/sys/net/ipv4/ip_forward

[ ‘cat /proc/sys/net/ipv4/ip_forward™ -eq 1] &8& echo "-->ip_forward:Success" || \
echo "-->ip_forward:Fail"

echo "(2)Iptables set......"

iptables -t nat -A POSTROUTING -j MASQUERADE && echo "-->nat:Success" || echo "-->nat:Fail"
iptables -t mangle -A POSTROUTING -p tcp -j TCPOPTSTRIP --strip-options timestamp && \
echo "-->mangle:Success" || echo "-->mangle:Fail"

echo "(3)nf_conntrack config......"

echo 262144 > /sys/module/nf_conntrack/parameters/hashsize

[ “cat /sys/module/nf_conntrack/parameters/hashsize” -eq 262144 1 && \

echo "-->hashsize:Success" || echo "-->hashsize:Fail"

echo 1048576 > /proc/sys/net/netfilter/nf_conntrack_max

[ “cat /proc/sys/net/netfilter/nf_conntrack_max" -eq 1048576 ] && \

echo "-->nf_conntrack_max:Success" || echo "-->nf_conntrack_max:Fail"

echo 10800 >/proc/sys/net/netfilter/nf_conntrack_tcp_timeout_established \

[ “cat /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_established™ -eq 10800 ] \
&& echo "-->nf_conntrack_tcp_timeout_established:Success" || \

echo "-->nf_conntrack_tcp_timeout_established:Fail"

4. Press "Esc”, enter ":wq" to save the file and return.
5. Execute the following command to set the script file permissions.

chmod +x /usr/local/sbin/vpcGateway.sh
echo "/usr/local/sbin/vpcGateway.sh >/tmp/vpcGateway.log 2>&1" >> /etc/rc.local
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6. Set the rps for the public gateway:

7. Execute the following command to create a script named set_rps.sh in the /usr/local/sbin directory.

vim /usr/local/sbin/set_rps.sh

8. Press "i" to switch to edit mode and write the following code into the script.

# 1/bin/bash

date

mask=0

i=0

total_nic_queues=0

get_all_mask() {

local cpu_nums=$1

if [ $cpu_nums -gt 32 ]; then
mask_tail=""

mask_low32="ffffffff"

idx=$((cpu_nums / 32))
cpu_reset=$((cpu_nums - idx * 32))

if [ $cpu_reset -eq 0 ]; then
mask=$mask_low32

for ((i = 2; i <= idx; i++)); do
mask="$mask,$mask_low32"

done

else

for (i = 1;i <= idx; i++)); do
mask_tail="$mask_tail,$mask_low32"
done

mask_head_num=$((2 ** cpu_reset - 1))
mask=$(printf "%x%s" $mask_head_num $mask_tail)
fi

else

mask_num=$((2 ** cpu_nums - 1))
mask=$(printf "%x" $mask_num)

fi

echo $mask

}

set_rps() {

if | command -v ethtool &>/dev/null; then
source /etc/profile

fi

ethtool=$(which ethtool)
cpu_nums=$(cat /proc/cpuinfo | grep processor | wc -I)
if [ $cpu_nums -eq 0 |; then

exit 0
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fi

mask=$(get_all_mask $cpu_nums)

echo "cpu number:$cpu_nums mask:0x$mask"

ethSet=$(Is -d /sys/class/net/eth*)

for entry in $ethSet; do

eth=$(basename $entry)

nic_queues=$(Is -l /sys/class/net/$eth/queues/ | grep rx- | wc -I)

if ($nic_queues == 0)); then

continue

fi

cat /proc/interrupts | grep "LiquidIO.*rxtx" &>/dev/null

if [ $? -ne 0 ]; then # not smartnic

#multi queue don't set rps

max_combined=$(

$ethtool -1 $eth 2>/dev/null | grep -i "combined" | head -n 1 | awk ‘{print $2}'
)

#if ethtool -l $eth goes wrong.

[[!"$max_combined" =~ A[0-9]+$ ]] && max_combined=1
if [ ${max_combined} -ge ${cpu_nums} ]; then

echo "$eth has equally nic queue as cpu, don't set rps for it...
continue

fi

else

echo "$eth is smartnic, set rps for it..."

fi

echo "eth:$eth queues:$nic_queues”
total_nic_queues=$(($total_nic_queues + $nic_queues))

i=0

while (($i < $nic_queues)); do

echo $mask >/sys/class/net/$eth/queues/rx-$i/rps_cpus
echo 4096 >/sys/class/net/$eth/queues/rx-$i/rps_flow_cnt
i=$(($i + 1))

done

done

flow_entries=$((total_nic_queues * 4096))

echo "total_nic_queues:$total_nic_queues flow_entries:$flow_entries"
echo $flow_entries >/proc/sys/net/core/rps_sock_flow_entries

}

set_rps

9. Press "Esc", enter ":wq" to save the file and return.

10. Execute the following command to set the script file permissions.
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chmod +x /usr/local/sbin/set_rps.sh
echo "/usr/local/sbin/set_rps.sh >/tmp/setRps.log 2>&1" >> /etc/rc.local
chmod +x /etc/rc.d/rc.local

11. After completing the above configuration, restart the public gateway cloud server to make the
configuration effective. Then, test whether the cloud servers without public IPs can successfully access the

Internet.
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Adjust the Priority of NAT Gateway and
EIP

When a subnet is associated with a NAT gateway, and the CVM in the subnet has a public network IP
address (or an EIP), the CVM accesses the Internet through the NAT gateway by default because the priority
of the exact match route is higher than that of the public network IP. However, you can set a routing policy

to allow the CVM to access the Internet through its public network IP.

Directions

1. Ensure that a routing policy that points to the NAT gateway exists so that CVMs in the subnet that
have no public network IP can still access the Internet through the NAT gateway. Cloud servers within
the subnets associated with this route table that do not have public IP addresses can still access the
Internet via the NAT Gateway and will not be affected.

2. Add a new routing policy with the Next Hop Type as Public Network IP of Cloud Virtual Machine and
enter the Destination.

o Destination: Enter the specific public network IP range or default route to be accessed by the
service (0.0.0.0/130618222416261120, where default route indicates that if the destination is
not in the routing table, all data packets will use this default route).

o Next hop type: public IP of the cloud server.

Note:

= This routing policy, when configured with routing rules that have the same
destination as the original ones pointing to the NAT Gateway or CVM, will always
match this route preferentially.

= This routing policy will affect all subnets associated with this route table (please
confirm the impact of this operation). Specifically, cloud servers within these subnets
that have public IP addresses (or elastic IPs) will access the Internet via their public
IPs instead of through the NAT Gateway.

» Cloud servers within the subnets associated with this route table that do not have
public IP addresses can still access the Internet via the NAT Gateway and will not be
affected.
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Building High Availability Primary/
Secondary Cluster with HAVIP+Keepalived

This document will introduce how to build a high availability primary/secondary cluster with keepalived

software + high availability virtual IP (HAVIP) in VPC.

Basic Principles

Typically, a high availability primary/secondary cluster consists of 2 servers: an active primary server and a
standby secondary server. The two servers share the same VIP (Virtual IP). The VIP can only work on one
primary server at the same time. When the primary device fails, the secondary server will take over the VIP
to continue providing services. The high-availability primary/secondary model is widely applied, such as

MySQL primary/replica switch and Nginx Web connect.

In VPC, high availability primary/secondary clusters can be implemented by deploying Keepalived on Cloud
Virtual Machines. Keepalived is a VRRP protocol high availability software. To use Keepalived, first complete

its configuration in the Keepalived.conf file.

« In traditional physical networks, Keepalived's VRRP protocol can be used to negotiate the primary/
secondary status. The principle is that the primary device periodically sends free ARP packets to
refresh the MAC table of the up-link switch or terminal ARP table, triggering the migration of the VIP
to the primary device.

 In VPC, keepalived can be deployed to build primary/secondary high availability clusters. Compared

to physical networks, the main difference is:
o The VIP used must be a High Availability Virtual IP (HAVIP) applied from the cloud platform.

o The VIP has a subnet attribute and can only be bound between machines in the same subnet.
Notes
e It is recommended to use unicast method for VRRP communication.
e It is recommended to use Keepalived (1.2.24 version and above).
e Ensure the following garp-related parameters are configured. Because Keepalived relies on ARP

packets to update IP information, missing these parameters may lead to scenarios where the primary

device does not send ARP, causing communication anomalies.
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garp_master_delay 1
garp_master_refresh 5

 Ensure each primary/secondary cluster within the same VPC needs to be configured with different

vrrp router id.

Ensure the "vrrp_strict" configuration is removed, that is, not using the strict mode.

Control the number of VIPs configured on a single network interface. It is suggested that the number
of Highly Available Virtual IPs bound to a single network interface not exceed five. If multiple virtual
IPs are needed, it is recommended to add or modify the configuration vrrp_garp_master_repeat 1 in

the global_defs section of the Keepalived configuration file.

By adjusting the size of the adver_int parameter, balance the resistance to network jitter and disaster
recovery speed. If the advert_int parameter is too small, it may be prone to frequent failovers and
temporary dual-master (split brain) until the network recovers. If the advert_int parameter is too
large, it could lead to slow failover (i.e., longer service downtime) when the host fails. Assess the

impact of dual-master (split brain) on your business thoroughly.

The interval parameter in the specific execution items (such as checkhaproxy) of the track_script script

shall be appropriately increased to avoid script execution timeout causing a FAULT state.

» Optional: Be aware of the increase in disk usage caused by log printing, which can be resolved by

tools such as logrotate.

Directions

Note:

The directions in this document are based on the following environmental conditions. When

performing the operations, be sure to replace them with actual environmental parameters.

Primary Node Cloud Virtual Machine: HAVIP-01, 172.16.16.5
Replica Node Cloud Virtual Machine: HAVIP-02, 172.16.16.6
High Availability HAVIP: 172.16.16.12

EIP: 81.71.14.118

Image Version: CentOS 7.6 64-bit

Step 1: Applying for a VIP
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1. Log in to the Virtual Private Cloud console.
2.In the left sidebar, select IP & Network Interface > High Availability Virtual IP.
3. On the HAVIP Management page, click Apply.
4. In the Apply for High Availability Virtual IP pop-up dialog box, enter the name, and select the Virtual
Private Cloud and subnet where the HAVIP resides, and click OK.
Note:

The IP address of the HAVIP can be assigned automatically or can be filled in manually. If you
choose to fill in manually, make sure that the private IP you fill in is within the subnet IP range
and is not a system reserved IP. For example, if the subnet IP range is: 10.0.0.0/24, then the
available private network IP range is: 10.0.0.2 - 10.0.0.254.

Step 2: Install keepalived software on the primary and secondary servers (version 1.2.24
and above is recommended)

This document provides the method for installing keepalived based on CentOS 7.6 image-type servers.
1. Check whether the keepalived software package version number meets requirements.

yum list keepalived

e Yes = Execute 2

e No = Execute 3
2. Use yum to install the software package.

yum install -y keepalived

3. Install the software package from the source code.

tar zxvf keepalived-1.2.24.tar.gz

cd keepalived-1.2.24

.Jconfigure --prefix=/

make; make install

chmod +x /etc/init.d/keepalived // To prevent the error: env: /etc/init.d/keepalived: Permission
denied

Step 3: Configure keepalived and bind the high-availability VIP to the primary/secondary
Cloud Virtual Machine

1. Log in to the primary node Cloud Virtual Machine HAVIP-01, execute vim /etc/keepalived/
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keepalived.conf, and modify the relevant configurations.
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Note: In this example, HAVIP-01 and HAVIP-02 will be configured as "equal weight nodes", that is, both are

set to BACKUP, with a priority of 100. The advantage is that it can reduce the number of failovers caused by

jitter.

I Configuration File for keepalived
global_defs {

}

notification_email {
acassen@firewall.loc
failover@firewall.loc
sysadmin@firewall.loc

}

notification_email_from Alexandre.Cassen@firewall.loc

smtp_server 192.168.200.1

smtp_connect_timeout 30

router_id LVS_DEVEL

vrrp_skip_check_adv_addr

vrrp_garp_interval 0

vrrp_gna_interval O

vrrp_script checkhaproxy

{

}

script "/etc/keepalived/do_sth.sh" # Check if the business process is running properly. The "do_sth.
sh" file is a user-defined service process detection script, execute according to business needs, and rep
lace "do_sth.sh" with the actual script name when executing.

interval 5

vrrp_instance VI_1 {
# Be aware of the primary-secondary parameter selection

state BACKUP # Set the initial state to "Backup”
interface ethO # Set the network interface card bound to the VIP, for example, ethO.
virtual_router_id 51 # Configure the virtual_router_id value for the cluster.
nopreempt # Enable non-preemptive mode.
# preempt_delay 10  # valid when it is state MASTER
priority 100 # Two devices are equal weight nodes of the same value
advert_int 5

authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.16.16.5 # Set the local private IP address.
unicast_peer {
172.16.16.6 # IP address of the peer device.
}

virtual_ipaddress {
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172.16.16.12 # Set the high availability virtual IP address.

}

notify_master "/etc/keepalived/notify_action.sh MASTER"

notify_backup "/etc/keepalived/notify_action.sh BACKUP"

notify_fault "/etc/keepalived/notify_action.sh FAULT"

notify_stop "/etc/keepalived/notify_action.sh STOP"

garp_master_delay 1 # Set the delay for updating the ARP cache after switching to the primary st
ate.

garp_master_refresh 5 # Set the interval for the primary node to send the ARP message.

track_interface {
ethO # Use the network interface card bound to the VIP, for example, ethO.
}
track_script {
checkhaproxy
}

2. Press esc to exit the edit mode and enter :wg.< to save and exit.

3. Log in to the replica node Cloud Virtual Machine HAVIP-02, execute vim /etc/keepalived/
keepalived.conf, and modify the relevant configurations.

I Configuration File for keepalived
global_defs {
notification_email {
acassen@firewall.loc
failover@firewall.loc
sysadmin@firewall.loc
}
notification_email_from Alexandre.Cassen@firewall.loc
smtp_server 192.168.200.1
smtp_connect_timeout 30
router_id LVS_DEVEL
vrrp_skip_check_adv_addr
vrrp_garp_interval 0
vrrp_gna_interval 0
}
vrrp_script checkhaproxy
{
script "/etc/keepalived/do_sth.sh”
interval 5
}
vrrp_instance VI_1 {
# Be aware of the primary-secondary parameter selection
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state BACKUP # Set the initial states to "Standby"

interface ethO # Set the network interface card bound to the VIP, for example, ethO.
virtual_router_id 51 # Configure the virtual_router_id value for the cluster.

nopreempt # Enable non-preemptive mode.

# preempt_delay 10  # valid when it is state MASTER

priority 100 # Two devices are equal weight nodes of the same value

advert_int 5

authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.16.16.6 # Set the local private IP address.
unicast_peer {

172.16.16.5 # IP address of the peer device.
}
virtual_ipaddress {

172.16.16.12 # Set the high availability virtual IP address.
}

notify_master "/etc/keepalived/notify_action.sh MASTER"
notify_backup "/etc/keepalived/notify_action.sh BACKUP"
notify_fault "/etc/keepalived/notify_action.sh FAULT"
notify_stop "/etc/keepalived/notify_action.sh STOP"

Virtual Private Cloud

garp_master_delay 1 # Set the delay for updating the ARP cache after switching to the prima
ry state.

garp_master_refresh 5 # Set the interval for the primary node to send the ARP message.
track_interface {

eth0 # Use the network interface card bound to the VIP, for example, ethO.

}
track_script {

checkhaproxy
}

4. Press esc to exit the edit mode and enter :wq.< to save and exit.

5. Restart the keepalived process to apply the configurations.

systemctl start keepalived

6. Check the primary/secondary status of the two CVMs and confirm that the HAVIP is correctly bound

to the primary and secondary servers.

Note:
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In this example, HAVIP-01 initiates the keepalived service first, so under normal circumstances,
HAVIP-01 will be selected as the primary node. You can log in to the Highly Available Virtual IP
Console to view the Cloud Virtual Machine bound to HAVIP as the primary node cloud HAVIP-01.

Step 4: Bind the EIP (optional)

1. In the HAVIP console, click Bind for the HAVIP.

2. In the Bind EIP dialog box, select the EIP to be bound and click OK. If no EIP is available, apply for one
in the EIP console first.

Step 5: use notify_action.sh for simple log recording (optional)

The main logs of keepalived are still recorded in "/var/log/message”, and you can add a script for simple

log recording via notify.

1. Log in to the Cloud Virtual Machine and execute vim /etc/keepalived/notify_action.sh command to
add the "notify_action.sh" script, which is as follows:

#1/bin/bash
#/etc/keepalived/notify_action.sh
log_file=/var/log/keepalived.log

log_write()
{ echo "['date '+%Y-%m-%d %T"] $1" >> $log_file
i I -d /var/keepalived/ ] && mkdir -p /var/keepalived/
case "$1" in
"MASTER")

echo -n "$1" > /var/keepalived/state
log_write " notify_master"
echo -n "0" /var/keepalived/vip_check_failed_count
"BACKUP")
echo -n "$1" > /var/keepalived/state
log_write " notify_backup”
"FAULT" )
echo -n "$1" > /var/keepalived/state
log_write " notify_fault”
"STOP")
echo -n "$1" > /var/keepalived/state
log_write " notify_stop”

1
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*)
log_write "notify_action.sh: STATE ERROR!!!"

"

esac

2. Execute chmod a+x /etc/keepalived/notify_action.sh to modify the script permissions.

Step 6: Verify whether the VIP and public network IP are switched normally during
primary/secondary switchover

Simulate the host failure by restarting the keepalived process, rebooting sub-machines and other methods
to check whether VIP can migrate normally.

« If the primary/replica switch is completed, you can see that the host bound in the console has been
switched to the backup Cloud Virtual Machine.

 Additionally, you can ping the VIP from within the VPC to observe the time interval from network
interruption to recovery; each switch causes approximately 4 seconds of ping interruption. Pinging
the EIP bound to HAVIP from the public network side also shows about 4 seconds of ping
interruption per switch.

e Use ip addr show to check whether havip appears on the primary device network interface card.
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Building High Availability DB with
HAVIP+Windows Server Failover Cluster

1. Creating a HAVIP
log in to HAVIP Console , and create a HAVIP. For detailed methods, please refer to Creating Highly
Available Virtual IP.

2. Binding and Configuration
The configuration is the same as that in the traditional mode. The backend server declares and
negotiates which device will be bound with the created HAVIP. You simply need to specify the virtual
IP address in the configuration file as HAVIP.
In the cluster manager, add the HAVIP that was just created.

3. Verification
After the configuration is completed, directly switch nodes for testing.
Under normal circumstances, the network will be restored after only a brief interruption (which may

be imperceptible if the failover is fast), and business operations remain unaffected.
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Cross-account VPC service sharing via Private
Link

This document describes how to quickly create a Private Link service and share the cloud services deployed in

your VPC with VPCs of other accounts.

Background

You can use the Private Link service to establish a secure and stable access connection between VPCs, simplifying
the network architecture and avoiding potential security risks associated with public internet access. With Private
Link, you can establish secure and stable private connections between VPCs and cloud services, simplifying
network architecture and avoiding potential security risks associated with accessing services via the public

network.

To establish a connection using Private Link, you need to create both an endpoint service and an endpoint.
Before creating the endpoint service, you need to create a private network Layer 4 CLB instance and create a
listener associated with the Cloud Virtual Machine instance that has the deployed service. Then, when creating
the endpoint service, associate it with the CLB instance. At this point, the endpoint service will serve as the
business access entry for the service provider, available for the service user's created endpoint to request a
connection. Once the connection is successfully established, the service user can access the service provider's

deployed services.

Scenario Example

In this example business scenario, assume the business is deployed in VPC2. Now, the business needs to be
shared for access by another account's VPC. To avoid potential security risks from public network access, use

Private Link to achieve a secure intranet access solution from VPC1 to VPC2.

Service Consumer VPC1 Service consumer VPC2
service resources
@ o @ o
Private i
Endpoint —— —> Endpoint —_> @ CLB
Link Service
® o ® o
UIN: 11111111 UIN: 22222222

Prerequisites
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 The service user shall inform the service provider of the UIN account. After the service user initiates a
connection request, it can be connected only after the service provider accepts the request.

« In the service provider's VPC2, a private network Layer 4 CLB instance has already been created, and related
service resources are deployed in the backend Cloud Virtual Machine instance. Ensure that the backend
Cloud Virtual Machine instance can properly process requests forwarded by Cloud Load Balancer.

 The service provider shall inform the service user of VPORT for Cloud Load Balancer in advance.

Directions

Step 1: The service provider creates an endpoint service

1. log in to the Endpoint Service Console.
2. Click Create.
3. In the pop-up Create Endpoint Service interface, configure the relevant parameters. Parameter description:
o Service name: custom the name of endpoint service.
o Region: The region of the endpoint service node.
o Network: Select the associated VPC.
o CLB: Select the CLB created under the VPC.
o Auto Accept: Specifies whether the endpoint service automatically accepts connection requests
initiated by the endpoint, with the default set to No. This document will maintain the default.
o If it is the same account, then Auto Accept is available.
o If it is a cross-account, when select Auto Accept and the endpoint is in the user allowlist, then the
endpoint is available upon successful creation.
o If it is cross-account and Auto Accept is not selected, the initial status of the successfully created
endpoint is Pending Acceptance, and it needs to be accepted by the server-side to become available.

4. After completing the parameter settings, click OK to complete the creation of the endpoint service.

Step 2: add service consumer account allowlist

1. Click the ID of the created endpoint service to enter its details page.
2. click Allowlist tab to enter the User Allowlist Management interface.
3. Click [Add] to enter the [Add Allowlist Users] interface.
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Add User to Allowlist %

Users in Allowlist *

Delete

4. Enter the user UIN and user description. If multiple users need to be added, click Add.
5. After completing the user allowlist addition, click OK. The successfully added allowlist will be displayed in
the list.

Step 3: The service user creates an endpoint

1. Log in to the Endpoint Console.
2. Click [Create] to enter the [Create Terminal Endpoint] interface.
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Designated | =

© My Accounts Other Accounts

Q vrC

Configure parameters of the endpoint.

O

[e]

[e]

O

Name: custom the name of the endpoint.
Region: The region where the endpoint is located.
Network: Select the VPC where the endpoint is located.

Subnet: Select the subnet where the endpoint is located.

Virtual Private Cloud

o IP address: the IP address of the endpoint. You can specify an IP address, which should be a private IP

address within the VPC, or opt for automatic IP assignment.

o Peer account type: Select the owning account of the VPC that needs access. My Account indicates

access within the same account VPC, while Other Accounts signifies cross-account VPC access. For

cross-account access, it is necessary to inform the peer account of your account number, and after

initiating a connection request, server-side acceptance is required for connectivity.

o Select service: Enter the ID of the endpoint service and click Verify. Only services that have passed

verification can be connected.

3. After the parameter settings are completed, click OK.

Step 4: (optional) bind security groups

Bind a security group to the endpoint to control the inbound traffic, and improve the security of business access.
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1. Log in to the Security Group Console, create a security group and set its rules.
2. In the Security Group tab interface of the Endpoint Details page, you can bind a security group to the
endpoint.

Step 5: manage endpoint connection requests

For cross-account, the service provider needs to accept the connection requests initiated by the user to establish
a connection.

1. Click the ID of the created endpoint service to enter its details page.

2. Click the Endpoint Connection tab to enter the Endpoint Connection Management interface.

3. Handle the connection request status of the endpoint according to the actual situation. In this example,
Acceptance is selected.

Endpoint connections have three statuses: pending acceptance, available, and denied.

« For connections in the Denied state, you can perform the Acceptance operation. After execution, the status
becomes Available.

 For connections in the Available state, you can perform the Deny operation. After execution, the status
becomes Denied.

 For connection requests in the Pending Acceptance state, you can perform Acceptance or Deny, and after

execution, the status becomes Available or Denied, respectively.

Note: The endpoint service can be connected by multiple endpoint. The status of the endpoint service refers to

the status of each connection, not the status of the endpoint service alone.

Step 6: The service user initiates an access request for connection verification

1. Log in to a CVM under service user VPC1 and access the service provider's backend service through
VIP+VPORT.

2. In this example, use telnet to verify connectivity by executing telnet VIP VPORT.
Note: If the server does not have telnet installed, please install telnet first by executing yum install telnet.

If the following information appears, it indicates a connection:

[root@dVM-_ _ -centos ~]# telnet 172.
Trying 172. .17...

Connected to 172. .17.
Escape character is '"]'.
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Multicast Communication Scenarios for
Dedicated Tunnels

Scenarios

In a hybrid cloud networking scenario, you may need to establish connectivity between the multicast services in
your on-premises IDC and the CVMs within a VPC of the cloud platform, enabling multicast mutual
communication between the IDC and the cloud-based CVMs.

This section describes how to establish a multicast communication link between a VPC and an on-premises IDC

using a standard DCGW and a dedicated tunnel, and provides an end-to-end connectivity verification method.

Operation Steps

Step 1: Creating a CVM Instance and Preparing Routes in the Target VPC

1. Log in to the CVM console.
2. Click Create to create a CVM instance, and select the target VPC and subnet in the Network and Bandwidth
step.

C|0Ud V|rtua| MaChlne (CVM) Product Documentation Console

Custom configuration

0 Select basic configurations o Configure network and host

| Network and bandwidth

Network [ | BN .

create a VPC [4 or a subnet 4

Public IP Assign Independent Public IP

3. Log in to the VPC console.

4. Create a dedicated tunnel for a standard DCGW in the target VPC and fill in the User IDC IP Range
parameter based on your actual situation.

5. After the dedicated tunnel is ready, modify the route table associated with the subnet where the CVM

instance resides and add a route:

o Destination IP address: IP address of the IDC IP range for the dedicated tunnel.
» Next-hop type: standard DCGW.

6. Verify that a route has been configured on the IDC switch, using an address in the VPC IP range as the

destination IP address and the cloud boundary IP address as the next hop.
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Step 2: Enabling Multicast for the Dedicated Tunnel

1. Log in to the VPC console and enable Multicast for the target VPC.

Help of Virtual Private Cloud 2

Virtual Private Cloud
ID/Name IPv4 CIDR Block @ IPv6 CIDR External extended ClI... Multicast Subnet Route table NAT gateway Operation
| - N/A 0 1 0 Delete More v
m H B - N/A 1 1 0 Delete More v

2. Log in to the Direct Connect console. On the dedicated tunnel page, click Tunnel Change in the Operation

column on the right side of the tunnel whose parameters need to be changed.

Dedicated Tunnel ID v Q Please enter the dedicated line channel ID for query & O
ID/Name Redund... Associated T... Tunnel BFD...  Band... Mon... Conn... Tunnel Type Connection VPC Routing Mode IP Protocol Ty...  Action
- - Tunnel Change
None - Ready 100 M... il Ready Cross-Regio... ‘ Static Route IPv4 Redundant Tunnel
Delete

3. On the Tunnel Change page, follow the on-screen prompt to Enable Multicast. Click Yes, specify the
Connected Multicast Group parameter, and then click Submit to enable multicast for the dedicated tunnel.
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Tunnel Change

Dedicated Tunnel ID Bl
IP Protocol IPv4

Routing Mode Static Route
User IDC IP Range u

You can enter multiple IP ranges separated by line
breaks. The IP range mask ranges from 8 to 32. The
user's IDC IP range cannot conflict with the CIDR block
of the VPC network.

Max. Bandwidth 100
Mbps

The maximum connection bandwidth is 200000
Mbit/s, and the remaining available bandwidth of the
access point is 99999695 Mbit/s.

Enable BFD O Yes No

The source IP of a BFD session is the IP address of the
cloud border, and the destination IP is that of the user
border.

Detection Interval 400

Please fill in the number in milliseconds

Enable Multicast s No

Connected Multicast Group
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For example, 230.30.132.0/24. Separate multiple IP

ranges with line breaks. The IP range must be
multicast addresses, and the mask ranges from 8 to
32.

Step 3: Configuring the PIM Protocol on the IDC Switch

Complete the corresponding multicast configuration on the IDC switch to ensure that the PIM neighbor

relationship can be established properly.
Note:
The pimd tool can be installed on the IDC server to assist in multicast routing management.
Download URL for binary pimd: https://drive.weixin.qq.com/s?k=AJEAIQdfAA0T4mOOKr.
Compilation dependencies: GCC and Make. Install them using yum commands if they are not installed.
Run the following compilation and installation commands after decompression:
.Jconfigure --enable-scoped-acls && make
make install

After compilation and installation, the /etc/pimd.conf file is automatically created. You can then start the

pimd tool by executing ./pimd.

Step 4: Installing the iperf Testing Tool on the CVM Instance and IDC Server

1. Log in to the CVM instance and the IDC server separately and run the yum install -y iperf command to
download and install the traffic testing tool iperf.
Note:

For Ubuntu systems, run the apt install -y iperf command to install iperf.

Step 5: Verifying Multicast Connectivity

1. Run the following command to add the CVM instance to the multicast group: iperf -s -u -B 230.24.0.211 -il.
Note:

If multiple IP addresses are available on the CVM instance, use the -B parameter to bind

communication IP addresses, for example: iperf -s -u -B 230.24.0.211 -i1 -B10.0.0.16.
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2. Run the following command on the IDC server to send multicast messages to the multicast group: iperf -c

230.24.0.211 -t 500 -u -T64 -1 1000 -b 2000pps.

Note:

If multiple IP addresses are available on the IDC server, use the -B parameter to bind communication
IP addresses (the IP addresses configured in User IDC IP Range for the tunnel), for example, iperf -c
230.24.0.211 -t 500 -u -T64 -1 1000 -b 2000pps -B 192.10.88.100.

3. The multicast communication is successful. The CVM instance can receive multicast messages, and no

packet loss occurs after the traffic stabilizes.
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FAQs
General
IP range and IP related

What are the restrictions on the IP range of VPC and subnet?

Converge Cloud VPC CIDR supports the use of any of the following private IP ranges:

e 10.0.0.0 - 10.255.255.255 (mask range between 16 - 28)
e 172.16.0.0 - 172.31.255.255 (mask range between 16 - 28)
e 192.168.0.0 - 192.168.255.255 (mask range between 16 - 28)
The CIDR of a subnet must be within or the same as the CIDR of the VPC.

Can the IP ranges of VPC and subnet be modified?
e When creating a VPC and subnet, you need to specify their CIDR, which cannot be changed once

created.
« If you cannot establish a peering connection due to overlapping private IP ranges, we recommend

migrating instances within the VPC. For VPC migration, please refer to the Switching Private Network

Services section in the Cloud Server documentation.

Can the private network of resources (CVMs, databases, etc.) within a VPC be modified?

e The main private network IP of the primary network card of a cloud server can be modified, but the

main private network of auxiliary network cards cannot be modified.
e Private network load Balancer (CLB) / Cloud Databases do not support modifying private network IPs.

Can cloud servers or databases within a VPC be switched to other VPCs?
« Currently, server migration is supported, but database and other resource migration are not yet

supported.
 Cloud servers can be migrated from the current VPC to another VPC under the same account. For

directions and precautions, please refer to the "Switching Private Network Services" section in the

Cloud Server documentation.

What is the purpose of EIP?

EIP is suitable for the following scenarios:

1. Disaster recovery
We strongly recommend using EIPs for disaster recovery purposes. When one of your servers fails to
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provide services, you can unbind the EIP from that machine and rebind it to a healthy machine,
helping you to quickly restore services.

2. Reserved specific public IP
When you need to reserve a specific public IP in your account, you can convert it to an EIP. After
binding it to a device, you can use this IP for public network access. As long as you do not perform
the release operation, the EIP will remain in your account.

3. Other special scenarios
When you have other special situations that require IP replacement, you can convert a regular public
IP to an EIP and achieve the replacement by binding/unbinding the EIP. However, EIP resources are
valuable, and there are quota limits per region for each account. We recommend that you plan and

use them reasonably.

How to keep the public IP unchanged?

When you need to reserve a specific public IP in your account, you can convert it to an EIP. After binding it
to a device, you can use this IP for public network access. As long as you do not perform the release

operation, the EIP will remain in your account.

Can EIP be converted back to a regular public IP?

EIP cannot be converted back to a regular public IP.
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Product Quotas Related

Are there any quotas for VPCs? How many VPCs can be created per account?

Some resources in VPCs have usage quota limits. By default, each account can create 5 private networks per

region.

EIP application failed? How many EIPs can be applied for per account?

e The number of EIPs that can be applied for per cloud platform account in each region is 20.
« Each cloud platform account can make purchases up to the quota number times 2 per day
(defaulting to 40 times). When unbinding an EIP, each account can reassign public IPs for free up to

10 times per day.
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Connection Categories
Connecting to the Public Network

How to apply for a public IP if a cloud server is not assigned a public IP when purchased?

If you did not allocate a public network when purchasing a cloud server, you cannot apply for a regular

public IP for that cloud server. However, you can achieve the same functionality through an EIP.

e An EIP is a type of public IP address that remains fixed within a region. Unlike regular public IPs, it is
bind to your account, meaning you can bind and unbind an EIP to different cloud servers as needed
(one binding at a time).

 Due to the special nature of EIPs, if you have applied for an EIP but have not bind it to an instance,

you will incur idle fees. For details, please refer to the billing of EIPs.

How do instances (cloud servers, databases) without a public IP address access the public
Internet?

Instances without a public IP can apply for an EIP (refer to the previous question), or access the public
Internet through a NAT Gateway.

NAT Gateway can provide both SNAT and DNAT functions for cloud servers within a private network. If you
have multiple cloud servers that need to access the Internet through a single public IP, you can use NAT

Gateway.

Can cloud servers change their public IP?

If your cloud server is bind to an EIP, you need to unbind that EIP, then apply for a new EIP or bind it with

an existing one.

Can you apply to increase the quota after reaching the limit of EIPs?

Due to the limited resources of EIPs, each account can only apply for 20 per region and cannot apply for an
increase in quota. For cloud servers without public IPs, you can use methods such as NAT Gateway to

access the public Internet.

If a cloud server has a public IP or EIP, and the subnet it belongs to is associated with a
NAT Gateway, how can public access be achieved?

If a cloud server has a public IP or EIP, and the subnet is associated with a NAT Gateway, meaning the route
table sets the next hop of the subnet's public access traffic to the NAT Gateway, then by default, all traffic

for accessing the public Internet from that cloud server will go through the NAT Gateway.

If you need to modify the priority so that the traffic of cloud servers accessing the public Internet goes
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through a public IP, please refer to adjusting the priority of NAT Gateway and public IP.
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Safety Categories
VPC Security Related

How to ensure the security of cloud servers in VPC?

VPC itself is a logically isolated network environment, and traffic control can be achieved by setting up

security groups and network ACLs:

« Security groups: Provide network traffic control at the CVM instance level. Traffic not allowed in or

out of instances will be automatically denied.

o Network ACLs: Provide network traffic control at the subnet level.
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Port and security group related

Port related

Why should I open a port, and how?

You need to open the port in the security group before you can use the service corresponding to the port.

Example:
To access a webpage using port 8080, you need to open and allow this port in the security group settings.

The steps to open a port are as follows:

1. Log in to the security group console and click on the security group bind to the instance to enter the
details page.

2. Select inbound/outbound rules and click Add Rule.

3. Enter your IP address (range) and the port information you need to open, then select Allow.

For detailed directions, see Adding Security Group Rules.

Why can't the service be used after modifying the port?

After modifying the service port, you also need to open the corresponding port in the corresponding

security group, otherwise the service will not be available.

Which ports are not supported by the cloud platform?

The following ports pose security risks. Due to security considerations, the operator blocks them, resulting

in inaccessible access. It is recommended to change the port and avoid using the following ports for

listening:
Protocol Ports not supported
TCP 42,135,137,138,139,445,593,1025,1434,1068,3127,3128,3129,3130,4444,5554,9996
UDP 1026, 1027, 1434, 1068, 5554, 9996, 1028, 1433, 135-139

Security group related

Why is there a default deny rule in the security group?

Security group rules are applied sequentially from top to bottom. After the preceding allow rules are
matched, other rules are defaultly denied. If all ports are allowed through the rules, then this final deny rule

will not take effect. For security reasons, we provide this default setting.
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What impact does selecting the incorrect security group have on instances bind to it?
How can this be resolved?

e Issue risks

» Remote connections (SSH) to Linux instances, and remote desktop logs-in to Windows instances, may
fail.

» Remote ping to the public IP and private network IP of CVM instances under this security group may
fail.

e HTTP access to web services exposed by instances under this security group may fail.

« Instances under this security group may experience failures when accessing Internet services.

« Solution

« If the above issues occur, you can reconfigure the security group rules in the console's security group
management, for example: only bind the default allow-all security group.

« For specific security group settings, please refer to Security Group - Security Group Rules.

What are the direction and policy of security groups?

« The direction of security group policies is divided into outbound and inbound. Outbound direction
refers to filtering the outbound traffic of cloud servers, while inbound direction refers to filtering the
inbound traffic of cloud servers.

e Security group policies are divided into Allow and Deny traffic.

What is the order of effectiveness for security group policies?

The order of effectiveness for security group policies is from top to bottom. The matching order of traffic
through security group policies is from top to bottom. Once a match is successful, the policy takes effect.
Why can IPs that are not allowed by the security group still access cloud servers?

There may be the following reasons:

e The CVM may be bind to multiple security groups, and the specific IP is allowed in other security
groups.
 The specific IP belongs to approved Converge Cloud public services.

Does using a security group mean that iptables cannot be used?

No. Security groups and iptables can be used simultaneously. Your traffic will be filtered twice, and the

traffic flow is as follows:

e Outbound direction: processes on the instance > iptables > security group.

« Inbound direction: security group > iptables > processes on the instance.

Is there cloud API support for cloning security groups across projects and regions?
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For the convenience of console users, we currently provide console support, and there is no direct cloud
API support. You can indirectly achieve the cloning of security groups across projects and regions through

the existing cloud API for batch import and export of security group rules.

Will cloning security groups across projects and regions also copy the cloud servers
managed by the security group?

No, when cloning security groups across regions, only the original security group's inbound and outbound

rules are cloned, and cloud servers need to be associated separately.
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Virtual Private Cloud (VPC)(vpc)

version(2017-03-12)

API overview

API version

V3

CCN APIs

Interface name
AcceptAttachCcnlnstances
AttachCcnlnstances
DescribeCcnAttachedInstances
DescribeCcnRegionBandwidthLimits
DescribeCcnRoutes
DetachCcnlnstances
RejectAttachCcnlnstances

SetCcnRegionBandwidthLimits

Direct Connect Gateway APIs

Interface name

CreateDirectConnectGateway

CreatelLocalDestinationlpPortTranslationNatRule

CreatelLocallpTranslationAclRule

CreatelLocallpTranslationNatRule

Interface function
AcceptAttachCcnlnstances
AttachCcnlnstances
DescribeCcnAttachedInstances
DescribeCcnRegionBandwidthLimits
DescribeCcnRoutes
DetachCcnlnstances
RejectAttachCcnlnstances

SetCcnRegionBandwidthLimits

Interface function

CreateDirectConnectGateway

CreatelLocalDestinationIpPortTranslationNatRule

CreatelLocallpTranslationAclRule

CreatelocallpTranslationNatRule

Virtual Private Cloud

CreatelLocalSourcelpPortTranslationAclRule CreatelLocalSourcelpPortTranslationAclRule

CreatelLocalSourcelpPortTranslationNatRule CreatelLocalSourcelpPortTranslationNatRule

DeleteDirectConnectGateway DeleteDirectConnectGateway
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Interface name
DeleteLocalDestinationlpPortTranslationNatRule
DeleteLocallpTranslationAclRule
DeleteLocallpTranslationNatRule
DeleteLocalSourcelpPortTranslationAclRule
DeleteLocalSourcelpPortTranslationNatRule

DescribeDirectConnectGateways

DescribeLocalDestinationIpPortTranslationNatRules

DescribelLocallpTranslationAclRules
DescribelocallpTranslationNatRules
DescribelLocalSourcelpPortTranslationAclRules
DescribelLocalSourcelpPortTranslationNatRules
DescribePeerIpTranslationNatRules
ModifyDirectConnectGatewayAttribute
ModifyLocalDestinationIpPortTranslationNatRule
ModifyLocallpTranslationAclRule
ModifyLocallpTranslationNatRule
ModifyLocalSourcelpPortTranslationAclRule
ModifyLocalSourcelpPortTranslationNatRule

ModifyPeerlpTranslationNatRule

ENI APIs

Interface name

Assignlpv6Addresses
AssignPrivatelpAddresses
AssociateNetworkInterfaceSecurityGroups
AttachNetworkInterface
CreateAndAttachNetworkInterface
CreateNetworkInterface

DeleteNetworkInterface
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10/28/2026, 4:31:37 AM

Interface function
DeleteLocalDestinationIpPortTranslationNatRule
DeleteLocallpTranslationAclRule
DeleteLocallpTranslationNatRule
DeleteLocalSourcelpPortTranslationAclRule
DeletelLocalSourcelpPortTranslationNatRule
DescribeDirectConnectGateways
DescribelLocalDestinationlpPortTranslationNatRules
DescribelLocallpTranslationAclRules
DescribelocallpTranslationNatRules
DescribelLocalSourcelpPortTranslationAclRules
DescribelLocalSourcelpPortTranslationNatRules
DescribePeerIpTranslationNatRules
ModifyDirectConnectGatewayAttribute
ModifyLocalDestinationIpPortTranslationNatRule
ModifyLocallpTranslationAclRule
ModifyLocallpTranslationNatRule
ModifyLocalSourcelpPortTranslationAclRule
ModifyLocalSourcelpPortTranslationNatRule

ModifyPeerlpTranslationNatRule

Interface function

Assignlpv6Addresses
AssignPrivatelpAddresses
AssociateNetworkInterfaceSecurityGroups
AttachNetworkInterface
CreateAndAttachNetworkInterface
CreateNetworkInterface

DeleteNetworkInterface
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Interface name

DescribeNetworkInterfaceLimit

DescribeNetworkInterfaces

DescribeNetworkInterfacesEx

DetachNetworkInterface

DisassociateNetworkInterfaceSecurityGroups

MigrateNetworkInterface
MigratePrivatelpAddress
Modifylpv6AddressesAttribute

ModifyNetworkInterfaceAttribute

ModifyPrivateIlpAddressesAttribute

Unassignlpv6Addresses

UnassignPrivatelpAddresses

Elastic IP APIs

Interface name
AllocateAddresses
AssociateAddress
DescribeAddressQuota

DescribeAddresses

DescribeNetworkInterfaceExtendlIps

DescribeTaskResult
DisassociateAddress
ModifyAddressAttribute
ModifyAddressesBandwidth
ModifyNetworkInterfaceExtendIp
ReleaseAddresses

TransformAddress

Elastic IPv6 APIs
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Interface function

DescribeNetworkInterfaceLimit

DescribeNetworkInterfaces

DescribeNetworkInterfacesEx

DetachNetworkInterface

DisassociateNetworkInterfaceSecurityGroups

MigrateNetworkInterface
MigratePrivatelpAddress
Modifylpv6AddressesAttribute
ModifyNetworkInterfaceAttribute
ModifyPrivateIpAddressesAttribute
Unassignlpv6Addresses

UnassignPrivatelpAddresses

Interface function
AllocateAddresses
AssociateAddress
DescribeAddressQuota
DescribeAddresses
DescribeNetworkInterfaceExtendlIps
DescribeTaskResult
DisassociateAddress
ModifyAddressAttribute
ModifyAddressesBandwidth
ModifyNetworkInterfaceExtendIp
ReleaseAddresses

TransformAddress
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Interface name Interface function
Allocatelp6AddressesBandwidth Allocatelp6AddressesBandwidth
Describelp6Addresses Describelp6Addresses
Modifylp6AddressesBandwidth Modifylp6AddressesBandwidth

Releaselp6AddressesBandwidth Releaselp6AddressesBandwidth

Gateway Traffic Monitoring APIs

Interface name Interface function
DescribeGatewayFlowQos DescribeGatewayFlowQos
DisableGatewayFlowMonitor DisableGatewayFlowMonitor
EnableGatewayFlowMonitor EnableGatewayFlowMonitor

ModifyGatewayFlowQos ModifyGatewayFlowQos

High Availability Virtual IP APIs

Interface name Interface function
CreateHaVip CreateHaVip
DeleteHaVip DeleteHaVip
DescribeHaVips DescribeHaVips

HaVipAssociateAddressIp HaVipAssociateAddressIp

HaVipDisassociateAddressIp HaVipDisassociateAddressIp

ModifyHaVipAttribute ModifyHaVipAttribute

IPv6 Translation Service APIs

Interface name
AddIp6Rules
Createlp6Translators
Deletelp6Translators
Describelp6TranslatorQuota

Describelp6Translators
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Interface function
AddIp6Rules
Createlp6Translators
Deletelp6Translators
Describelp6TranslatorQuota

Describelp6Translators
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Interface name
ModifyIp6Rule
Modifylp6Translator

Removelp6Rules

NAT Gateway APIs

Interface name

AssociateNatGatewayAddress

CreateNatGateway
CreateNatGatewayDestinationIpPortTranslationNatRule
CreateNatGatewaySourcelpTranslationNatRule
DeleteNatGateway
DeleteNatGatewayDestinationlpPortTranslationNatRule
DeleteNatGatewaySourcelpTranslationNatRule
DescribeNatGatewayDestinationIpPortTranslationNatRules
DescribeNatGatewaySourcelpTranslationNatRules
DescribeNatGateways

DisassociateNatGatewayAddress
ModifyNatGatewayAddressStatus
ModifyNatGatewayAttribute
ModifyNatGatewayDestinationIpPortTranslationNatRule
ModifyNatGatewaySourcelpTranslationNatRule

ResetNatGatewayConnection

Network ACL APIs

Interface name

AssociateNetworkAclSubnets

CreateNetworkAc|

DeleteNetworkAcl
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Interface function
Modifylp6Rule
Modifylp6Translator

Removelp6Rules

Interface function

AssociateNatGatewayAddress

CreateNatGateway
CreateNatGatewayDestinationIpPortTranslationNatRule
CreateNatGatewaySourcelpTranslationNatRule
DeleteNatGateway
DeleteNatGatewayDestinationIpPortTranslationNatRule
DeleteNatGatewaySourcelpTranslationNatRule
DescribeNatGatewayDestinationIpPortTranslationNatRules
DescribeNatGatewaySourcelpTranslationNatRules
DescribeNatGateways

DisassociateNatGatewayAddress
ModifyNatGatewayAddressStatus
ModifyNatGatewayAttribute
ModifyNatGatewayDestinationIpPortTranslationNatRule
ModifyNatGatewaySourcelpTranslationNatRule

ResetNatGatewayConnection

Interface function
AssociateNetworkAclSubnets
CreateNetworkAcl

DeleteNetworkAc!
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Interface name
DescribeNetworkAcls
DisassociateNetworkAclISubnets
ModifyNetworkAclAttribute

ModifyNetworkAclEntries

Network Parameter Template APIs

Interface name
CreateAddressTemplate
CreateAddressTemplateGroup
CreateServiceTemplate
CreateServiceTemplateGroup
DeleteAddressTemplate
DeleteAddressTemplateGroup
DeleteServiceTemplate
DeleteServiceTemplateGroup
DescribeAddressTemplateGroups
DescribeAddressTemplates
DescribeServiceTemplateGroups
DescribeServiceTemplates
DescribeTemplateLimits
ModifyAddressTemplateAttribute
ModifyAddressTemplateGroupAttribute
ModifyServiceTemplateAttribute

ModifyServiceTemplateGroupAttribute

Network Probe APIs

Interface name

CheckNetDetectState

Copyright: Converge Cloud

Interface function
DescribeNetworkAcls
DisassociateNetworkAclISubnets
ModifyNetworkAclAttribute

ModifyNetworkAclEntries

Interface function
CreateAddressTemplate
CreateAddressTemplateGroup
CreateServiceTemplate
CreateServiceTemplateGroup
DeleteAddressTemplate
DeleteAddressTemplateGroup
DeleteServiceTemplate
DeleteServiceTemplateGroup
DescribeAddressTemplateGroups
DescribeAddressTemplates
DescribeServiceTemplateGroups
DescribeServiceTemplates
DescribeTemplateLimits
ModifyAddressTemplateAttribute
ModifyAddressTemplateGroupAttribute
ModifyServiceTemplateAttribute

ModifyServiceTemplateGroupAttribute

Interface function

CheckNetDetectState
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Interface name
CreateNetDetect
DeleteNetDetect
DescribeNetDetectStates
DescribeNetDetects

ModifyNetDetect

Other APIs

Interface name
CreateVpcEndPoint

DescribeGatewayFlowMonitorDetail

Peering Connection APIs

Interface name
AcceptVpcPeeringConnection
AcceptVpcPeeringConnectionEx
CreateVpcPeeringConnection
CreateVpcPeeringConnectionEx
DeleteVpcPeeringConnection
DeleteVpcPeeringConnectionEx
EnableVpcPeeringConnection
EnableVpcPeeringConnectionEx
ModifyVpcPeeringConnection
ModifyVpcPeeringConnectionEx
RejectVpcPeeringConnection

RejectVpcPeeringConnectionEx

Private Link APIs

Interface name

Copyright: Converge Cloud

Interface function
CreateNetDetect
DeleteNetDetect
DescribeNetDetectStates
DescribeNetDetects

ModifyNetDetect

Interface function
CreateVpcEndPoint

DescribeGatewayFlowMonitorDetail

Interface function
AcceptVpcPeeringConnection
AcceptVpcPeeringConnectionEx
CreateVpcPeeringConnection
CreateVpcPeeringConnectionEx
DeleteVpcPeeringConnection
DeleteVpcPeeringConnectionEx
EnableVpcPeeringConnection
EnableVpcPeeringConnectionEx
ModifyVpcPeeringConnection
ModifyVpcPeeringConnectionEx
RejectVpcPeeringConnection

RejectVpcPeeringConnectionEx

Interface function
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Interface name
CreateVpcEndPointService
CreateVpcEndPointServiceWhiteList
DeleteVpcEndPoint
DeleteVpcEndPointService
DeleteVpcEndPointServiceWhiteList
DescribeVpcEndPoint
DescribeVpcEndPointService
DescribeVpcEndPointServiceWhiteList
DisassociateVpcEndPointSecurityGroups
EnableVpcEndPointConnect
EnableVpcEndPointConnection
ModifyVpcEndPointAttribute
ModifyVpcEndPointServiceAttribute

ModifyVpcEndPointServiceWhiteList

Routing Table APIs

Interface name
Createlpv6Routes
CreateRouteTable
CreateRoutes
Deletelpv6Routes
DeleteRouteTable
DeleteRoutes
DescribeRouteConflicts
DescribeRouteTables
DisableRoutes
EnableRoutes
ModifyIpv6Routes

ModifyRouteTableAttribute
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Interface function
CreateVpcEndPointService
CreateVpcEndPointServiceWhiteList
DeleteVpcEndPoint
DeleteVpcEndPointService
DeleteVpcEndPointServiceWhiteList
DescribeVpcEndPoint
DescribeVpcEndPointService
DescribeVpcEndPointServiceWhiteList
DisassociateVpcEndPointSecurityGroups
EnableVpcEndPointConnect
EnableVpcEndPointConnection
ModifyVpcEndPointAttribute
ModifyVpcEndPointServiceAttribute

ModifyVpcEndPointServiceWhiteList

Interface function
Createlpv6Routes
CreateRouteTable
CreateRoutes
Deletelpv6Routes
DeleteRouteTable
DeleteRoutes
DescribeRouteConflicts
DescribeRouteTables
DisableRoutes
EnableRoutes
ModifyIpv6Routes

ModifyRouteTableAttribute
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Interface name
ReplaceRouteTableAssociation
ReplaceRoutes

ResetRoutes

Security Group APIs

Interface name
CreateDefaultSecurityGroup
CreateSecurityGroup
CreateSecurityGroupPolicies
CreateSecurityGroupWithPolicies
DeleteSecurityGroup
DeleteSecurityGroupPolicies
DescribeDBInstancesWithSecurityGroup
DescribeSecurityGroupAssociationStatistics
DescribeSecurityGroupLimits
DescribeSecurityGroupPolicies
DescribeSecurityGroupReferences
DescribeSecurityGroups
ModifySecurityGroupAttribute
ModifySecurityGroupPolicies

ReplaceSecurityGroupPolicy

Subnet APIs

Interface name
Assignlpv6SubnetCidrBlock
CheckDefaultSubnet
ChecklIpInSubnet

CreateSubnet
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Interface function
ReplaceRouteTableAssociation
ReplaceRoutes

ResetRoutes

Interface function
CreateDefaultSecurityGroup
CreateSecurityGroup
CreateSecurityGroupPolicies
CreateSecurityGroupWithPolicies
DeleteSecurityGroup
DeleteSecurityGroupPolicies
DescribeDBInstancesWithSecurityGroup
DescribeSecurityGroupAssociationStatistics
DescribeSecurityGroupLimits
DescribeSecurityGroupPolicies
DescribeSecurityGroupReferences
DescribeSecurityGroups
ModifySecurityGroupAttribute
ModifySecurityGroupPolicies

ReplaceSecurityGroupPolicy

Interface function
Assignlpv6SubnetCidrBlock
CheckDefaultSubnet
CheckIpInSubnet

CreateSubnet
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Interface name
CreateSubnets
DeleteSubnet
DescribeSubnets
ModifySubnetAttribute

UnassignlIpv6SubnetCidrBlock

VPC APIs

Interface name
Assignlpv6CidrBlock
AttachClassicLinkVpc
CheckAssistantCidr
CreateAssistantCidr
CreateDefaultVpc
CreatelLocalGateway
CreateVpc
DeleteAssistantCidr
DeleteLocalGateway
DeleteVpc
DescribeAccountAttributes
DescribeAssistantCidr
DescribeClassicLinkInstances
Describelpv6Section
Describelpv6Vpc
DescribelLocalGateway
DescribeNmsCidrs
DescribeUsedIpAddress
DescribeVpclnstances
DescribeVpclpvbAddresses

DescribeVpcLimits
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Interface function
CreateSubnets
DeleteSubnet
DescribeSubnets
ModifySubnetAttribute

UnassignIpv6SubnetCidrBlock

Interface function
Assignlpv6CidrBlock
AttachClassicLinkVpc
CheckAssistantCidr
CreateAssistantCidr
CreateDefaultVpc
CreatelLocalGateway
CreateVpc
DeleteAssistantCidr
DeleteLocalGateway
DeleteVpc
DescribeAccountAttributes
DescribeAssistantCidr
DescribeClassicLinkInstances
Describelpv6Section
Describelpv6Vpc
DescribelLocalGateway
DescribeNmsCidrs
DescribeUsedIpAddress
DescribeVpcInstances
DescribeVpclpv6Addresses

DescribeVpcLimits
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Interface name
DescribeVpcPrivatelpAddresses
DescribeVpcs
DetachClassicLinkVpc
ModifyAssistantCidr
ModifyLocalGateway
ModifyVpcAttribute
ResetHaVip

UnassignIpv6CidrBlock

VPN Gateway APIs

Interface name
CreateCustomerGateway
CreateGatewayVpnSSLClient
CreateVpnConnection
CreateVpnGateway
CreateVpnGatewaySSLServer
DeleteCustomerGateway
DeleteVpnConnection
DeleteVpnGateway
DeleteVpnGatewaySSLClient
DeleteVpnGatewaySSLServer
DescribeCustomerGatewayVendors
DescribeCustomerGateways
DescribeVpcResourceDashboard
DescribeVpnConnections
DescribeVpnGatewayCcnRoutes
DescribeVpnGatewaySSLClients
DescribeVpnGatewaySSLServers

DescribeVpnGateways
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Interface function
DescribeVpcPrivatelpAddresses
DescribeVpcs
DetachClassicLinkVpc
ModifyAssistantCidr
ModifyLocalGateway
ModifyVpcAttribute
ResetHaVip

Unassignlpv6CidrBlock

Interface function
CreateCustomerGateway
CreateGatewayVpnSSLClient
CreateVpnConnection
CreateVpnGateway
CreateVpnGatewaySSLServer
DeleteCustomerGateway
DeleteVpnConnection
DeleteVpnGateway
DeleteVpnGatewaySSLClient
DeleteVpnGatewaySSLServer
DescribeCustomerGatewayVendors
DescribeCustomerGateways
DescribeVpcResourceDashboard
DescribeVpnConnections
DescribeVpnGatewayCcnRoutes
DescribeVpnGatewaySSLClients
DescribeVpnGatewaySSLServers

DescribeVpnGateways
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Interface name
DisableVpnGatewaySSLClientCert
DownloadCustomerGatewayConfiguration
DownloadVpnGatewaySSLClientCert
EnableVpnGatewaySSLClientCert

InquiryPriceCreateVpnGateway

InquiryPriceResetVpnGatewaylnternetMaxBandwidth

ModifyCustomerGatewayAttribute
ModifyVpnConnectionAttribute
ModifyVpnGatewayAttribute
ModifyVpnGatewayCcnRoutes
ModifyVpnGatewaySSLClient
ResetVpnConnection

ResetVpnGatewaylnternetMaxBandwidth
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Interface function
DisableVpnGatewaySSLClientCert
DownloadCustomerGatewayConfiguration
DownloadVpnGatewaySSLClientCert
EnableVpnGatewaySSLClientCert

InquiryPriceCreateVpnGateway

Virtual Private Cloud

InquiryPriceResetVpnGatewaylInternetMaxBandwidth

ModifyCustomerGatewayAttribute
ModifyVpnConnectionAttribute
ModifyVpnGatewayAttribute
ModifyVpnGatewayCcnRoutes
ModifyVpnGatewaySSLClient
ResetVpnConnection

ResetVpnGatewaylnternetMaxBandwidth
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CallingMethod
sighaturevl

Converge Cloud authenticates each access request, i.e. each request needs to include authentication
information (Signature) in the common parameters to verify the identity of the requester.

The Signature is generated by the security credentials which include Secretld and SecretKey. If you don't
have the security credentials yet, go to the API Key page to apply for them; otherwise, you cannot invoke
the APL

1. Applying for Security Credentials

Before using the API for the first time, go to the API Key page to apply for security credentials.

Security credentials consist of Secretld and SecretKey:

« Secretld is used to identify the API requester.
« SecretKey is used to encrypt the signature string and verify it on the server.

e You must keep your security credentials private and avoid disclosure.

You can apply for the security credentials through the following steps:

1. Log in to the Converge Cloud Console.
2. Go to the Cloud API Key page.
3. On the API Key Management page, click Create Key to create a Secretld/SecretKey pair.

Note: Each account can have up to two pairs of Secretld/SecretKey.

2. Generating a Signature

With the Secretld and SecretKey, a signature can be generated. The following describes how to generate a

signature:
Assume that the Secretld and SecretKey are:

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

Note: This is just an example. For actual operations, please use your own Secretld and SecretKey.

Take the Cloud Virtual Machine's request to view the instance list (Describelnstances) as an example. When
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you invoke this AP, the request parameters may be as follows:

Parameter _—
Description Parameter value

name
Action Method name Describelnstances
Secretld Key ID AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp Current timestamp 1465185768
Nonce Random positive integer 11886

. Region where the instance is
Region luzon

Instancelds.O

located

ID of the instance to query

ins-09dx96dg

Offset Offset 0
Limit Allowed maximum output 20
Version API version number 2017-03-12

2.1. Sorting Parameters

First, sort all the request parameters in an ascending lexicographical order (ASCII code) by their names.
Notes: (1) Parameters are sorted by their names instead of their values; (2) The parameters are sorted based
on ASCII code, not in an alphabetical order or by values. For example, Instancelds.2 should be arranged
after Instancelds.12. You can complete the sorting process using a sorting function in a programming

language, such as the ksort function in PHP. The parameters in the example are sorted as follows:

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : O,
'‘Region' : 'luzon’,
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

When developing in another programming language, you can sort these sample parameters and it will

work as long as you obtain the same results.
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2.2. Concatenating a Request String

This step generates a request string.

Format the request parameters sorted in the previous step into the form of "parameter name"="parameter
value". For example, for the Action parameter, its parameter name is "Action” and its parameter value is
"Describelnstances”, so it will become Action=Describelnstances after formatted.

Note: The "parameter value" is the original value but not the value after URL encoding.

Then, concatenate the formatted parameters with "&". The resulting request string is as follows:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region
=luzon&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=
2017-03-12

2.3. Concatenating the Signature Original String

This step generates a signature original string.

The signature original string consists of the following parameters:

1. HTTP method: POST and GET modes are supported, and GET is used here for the request. Please note
that the method name should be in all capital letters.

2. Request host: the domain name of the request to view the list of instances (Describelnstances) is
cvm.convergecloud.com. The actual request domain name varies by the module to which the API
belongs. For more information, see the instructions of the specific APL

3. Request path: The request path in the current version of Cloud APl is fixed to /.

4. Request string: the request string generated in the previous step.

The concatenation rule of the signature original string is: Request method + request host + request path +

? + request string
The concatenation result of the example is:
GETcvm.convergecloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Non

ce=11886&0ffset=0&Region=Iluzon&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timest
amp=1465185768&Version=2017-03-12

2.4. Generating a Signature String

This step generates a signature string.
First, use the HMAC-SHAL1 algorithm to sign thesignature original stringobtained in the previous step, and

then encode the generated signature using Base64 to obtain the final signature.

The specific code is as follows with the PHP language being used as an example:
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$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.convergecloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit
=20&Nonce=118868&0ffset=0&Region=luzon&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPL
E&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

The final signature is:

EliPOYW3pW28FpsEdkXt/+WcGel=

When developing in another programming language, you can sign and verify the original in the example

above and it works as long as you get the same results.

3. Encoding a Signature String

The generated signature string cannot be directly used as a request parameter and must be URL encoded.

For example, if the signature string generated in the previous step is EIliP9YW3pW28FpsEdkXt/+WcGel=,
the final signature string request parameter (Signature) is EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d,

which will be used to generate the final request URL.

**Note: If your request method is GET, or the request method is POST and the Content-Type is application/
x-www-form-urlencoded, then all the request parameter values need to be URL encoded (except the
parameter key and the symbol of =) when sending the request. Non-ASCII characters need to be encoded
with UTF-8 before URL encoding. **

Note: The network libraries of some programming languages automatically URL encode all parameters,
in which case there is no need to URL encode the signature string; otherwise, two rounds of URL

encoding will cause the signature to fail.

Note: Other parameter values also need to be encoded using RFC 3986. Use %XY in percent-encoding
for special characters such as Chinese characters, where "X" and "Y" are hexadecimal characters (0-9

and uppercase A-F), and using lowercase will cause an error.

4. Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error code Error description

AuthFailure.SignatureExpire The signature is expired
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Error code Error description

AuthFailure.SecretldNotFound The key does not exist
AuthFailure.SignatureFailure Signature error
AuthFailure.TokenFailure Token error
AuthFailure.InvalidSecretld Invalid key (not a Cloud API key type)

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Converge Cloud SDK 3.0, Swhich
encapsulates the signature process, enabling you to focus on only the specific APIs provided by the
product when developing. See SDK Center for more information. Currently, the following programming

languages are supported:

e Python
e Java

e PHP

e Go

e Node

To further explain the signing process, we will use a programming language to implement the process
described above. The request domain name, API and parameter values in the sample are used here. This
goal of this example is only to provide additional clarification for the signature process, please see the SDK
for actual usage.

The final output URL might be: https://cvm.convergecloud.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=luz
on&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2B
WcGel%3D&Timestamp=1465185768&Version=2017-03-12

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this
URL is opened in the browser or called using commands such as curl, an authentication error will be
returned: Signature expired. In order to get a URL that can work properly, you need to replace the Secretld
and SecretKey in the example with your real credentials and use the current time of the system as the
Timestamp.

Note: In the example below, even if you use the same programming language, the order of the parameters
in the URL may be different for each execution. However, the order does not matter, as long as all the

parameters are included in the URL and the signature is calculated correctly.
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Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature
processes. Even with an older API, signature calculation errors may occur due to the differences in details.
Please refer to the corresponding documentation.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.convergecloud.com/?");
// When signing, the parameters need to be sorted in lexicographical order. TreeMap is used here
to guarantee the correct order.
for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}
return s2s.toString().substring(0, s2s.length() - 1);

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.convergecloud.com/?");
// There is no requirement for the order of the parameters in the actual request URL.
for (String k : params.keySet()) {
// The request string needs to be URL encoded. As the Key is all in English letters, only the valu
e is URL encoded here.
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);
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public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMap enables automati
c sorting

// A random number should be used when actually calling, for example: params.put("Nonce", new
Random().nextInt(java.lang.Integer MAX_VALUE));

params.put("Nonce", 11886); // Common parameter

// The current time of the system should be used when actually calling, for example: params.put
("Timestamp", System.currentTimeMillis() / 1000);

params.put("Timestamp", 1465185768); // Common parameter

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // Common parameter

params.put("Action”, "Describelnstances"); // Common parameter

params.put("Version", "2017-03-12"); // Common parameter

params.put("Region”, "luzon"); // Common parameter

params.put("Limit", 20); // Business parameter

params.put("Offset", 0); // Business parameter

params.put("Instancelds.0", "ins-09dx96dg"); // Business parameter

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHA1")); // Common parameter

System.out.printIn(getUrl(params));

}

Python

Note: If running in a Python 2 environment, the following requests dependency package must be installed

first: pip install requests .

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, paramsl[k]) for k in sorted(params))

return s + query_str

def sign_str(key, s, method):
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hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.convergecloud.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'luzon’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# n actual invocation would occur here, which may incur fees after success
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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sighaturev3

Converge Cloud The API will authenticate each access request, meaning that each request must include
signature information (Signature) in the public request parameters to verify the requester's identity.

The signature information is generated by the security credentials, which include Secretld and SecretKey .
If the user does not have security credentials, please apply for them on the Cloud API Key page, otherwise

they cannot call the Cloud API interfaces.

1. Apply for security credentials.

Before using the Cloud API for the first time, please go to the Cloud API Key page to apply for a security
credential.

Security credentials include Secretld and SecretKey:

« Secretld The security credentials are used to identify the identity of the API caller.
« SecretKey The secret key is used to encrypt and sign the string for server-side verification of the
signature.

o Users must strictly protect their security credentials and avoid disclosure them.

The specific steps to apply for security credentials are as follows:

1. Log in to Converge Cloud Administration Center Console
2. Go to the console page for cloud API keys
3. On the Cloud API Key page, click New to create a pair of Secretld/SecretKey

Note: Developer accounts can have up to two pairs Secretld / SecretKey.

2. TC3-HMAC-SHA256 signature method

Note: For GET method, only Content-Type: application/x-www-form-urlencoded protocol format is
supported. For POST method, Content-Type: application/json and Content-Type: multipart/form-data are
currently supported. By default, all business interfaces are supported in json format. Only specific business
interfaces are supported in multipart format. In this case, the interface cannot be called in json format.

Refer to the specific business interface document description.

The following takes Cloud Virtual Machine querying Region-1 instance list as an example to introduce the
signature calculation process step by step. We only use two parameters for the query instance list: Limit
and Offset, called using the GET method.
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Assume that the Secretld and SecretKey of the user are AKIDz 8krbs) 5yKBZQpn 74WFkmLPx 3EXAMPLE
and Gu 5t9xGARNpq 86cd 98joQYCN3EXAMPLE, respectively.

2.1. splice specification request string

Concatenate CanonicalRequest strings in the following format:

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod: HTTP request methods (GET, POST), GET in this example;

 CanonicalURI: URI parameter, API 3.0 fixed to forward slash (/);

 CanonicalQueryString: Query string in the URL that initiates the HTTP request. For POST requests, it is
fixed as an empty string. For GET requests, it is the question mark (?) in the URL. The following string
content, this example value is: Limit=10&Offset=0. Note: CanonicalQueryString needs to be URL
encoded.

» CanonicalHeaders: The header information of participating signature, at least including host and
content-type, can also be added with customized header to improve the uniqueness and security of
its own request. Splicing rules: 1) head key and value are uniformly converted to lowercase, and the
first and last spaces are removed, and spliced according to the format of key:value\n;2) multiple
heads are spliced according to the dictionary sorting of head key (lowercase). In this example:
content-type: application/x-www-form-urlencoded\nhost: cvm.convergecloud.com\n

« SignedHeaders: The header information involved in the signature indicates which headers participate
in the signature of this request, and the header content contained in CanonicalHeaders is one-to-one
corresponding. content-type and host are required headers. constructed as: 1) The head key is
uniformly converted to lowercase; 2) Multiple header keys (lowercase) are concatenated according to
dictionary sorting and separated by semicolons (;). In this case: content-type;host

o HashedRequestPayload: The hash value of the request body, calculated as
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), SHA256 hash the entire payload of the HTTP
request body, then hexadecimal encoding, and finally converting the encoding string to lowercase
letters. Note: For GET requests, RequestPayload is fixed as an empty string. For POST requests,
RequestPayload is the payload of the HTTP request body.

According to the above rules, the resulting canonical request string in the example is as follows (for clarity,

\nnewlines are replaced by a new line printed separately):

GET
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Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.convergecloud.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. Concatenate the string to be signed

Concatenate the string to be signed in the following format:

StringToSign =
Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm: Signature algorithm, currently fixed as TC3-HMAC-SHA256;

e RequestTimestamp: Request timestamp, i.e. the X-TC-Timestamp value of the request header. The
request in the example above is 1539084154;

 CredentialScope: Credential range in the format Date/service/tc3_request, containing date, requested
service and termination string (tc3_request). **Date is the date of UTC standard time, the value needs
to be consistent with UTC standard time converted by common parameter X-TC-Timestamp **;service
is the product name, which must be consistent with the product domain name called, such as cvm.
The above example request, the value is 2018-10-09/cvm/tc3_request;

e HashedCanonicalRequest: The hash value of the canonical request string obtained by concatenating

the above steps is calculated by Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

note:

1. Date must be calculated from timestamp X-TC-Timestamp and time zone UTC+0. Adding local
time zone information to the system, such as East Zone 8, will cause calls to succeed during the
day and night, but calls to fail in the early hours of the morning. Assuming the timestamp is
1551113065, the time in the East Eight District is 2019-02-26 00:44:25, but the calculated Date
with UTC+0 should be 2019-02-25 instead of 2019-02-26.

2. Timestamp must be the current system time and ensure that the system time and standard time
are synchronized. If the difference exceeds five minutes, it will fail. If it is not synchronized with
the standard time for a long time, it may cause the request to fail after running for a period of

time (return signature expiration error).

According to the above rules, the string to be signed in the example is as follows (for clarity,\nnewlines are
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replaced by new lines printed):

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

2.3. calculate the signature

1. Compute the derived signature key, pseudocode as follows

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

 SecretKey: Original SecretKey;
 Date: That is, the Date field information in Credential, as shown in the example above, is 2018-10-09,;

« Service: That is, the Service field information in Credential, as shown in the example above, is cvm;

2. Calculate the signature, pseudocode as follows

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

« SecretSigning: That is, the derivative signature key calculated above;

« StringToSign: That is, the character string to be signed calculated in step 2;

2.4. Splicing Authorization

Splice as follows Authorization:

Authorization =
Algorithm + "' +
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '
‘Signature=" + Signature

« Algorithm: Signature method, fixed as TC3-HMAC-SHA256;

« Secretld: Secretld in key pair;

 CredentialScope: See above, Scope of Voucher;

 SignedHeaders: See above, header information for participating signatures;

« Signature: signature value
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According to the above rules, the values obtained in the example are:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

The final complete invocation information is as follows:

https://cvm.convergecloud.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458
2db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.convergecloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: luzon

3. signing failed

According to the actual situation, there are the following signature failure error codes, please handle

according to the actual situation

error code error description
AuthFailure.SignatureExpire signature expiration
AuthFailure.SecretldNotFound key is not present
AuthFailure.SignatureFailure signature error
AuthFailure.TokenFailure token error
AuthFailure.InvalidSecretld Illegal key (not cloud API key type)

4. Signature Demo
Java

import java.io.BufferedReader;
import java.io.InputStream;
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import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
private final static String ENDPOINT = "cvm.convergecloud.com”;
private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

Virtual Private Cloud

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode

d";

private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.convergecloud.com”;

String region = "luzon”;

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

// Pay attention to the time zone, otherwise it is easy to make mistakes.
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

[ FrFFREERERREk Gtap 1 Assemble the specification request string ****xxkkiax
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String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

[ FrFEFFEFERRRER Stap 2: Stitching the string to be signed ***x*xkxkixkx

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printIn(stringToSign);

// *kkkkkkkkkkkk Step 3: Calculate the Signature *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request”);

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();

System.out.printIn(signature);

// *kkkkkkkkkkkk Step 4: Splicing Authorization *kkkkkkkkkkhkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp”, timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

-*- coding: utf-8 -*-
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import hashlib, hmac, json, os, sys, time
from datetime import datetime

# key parameters
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.convergecloud.com”

endpoint = "https://" + host

region = "luzon"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# rerrkiekikkxk Step 1: Assemble the specification request string *****x*kxkixk
http_request_method = "GET"
canonical_uri = "/"
canonical_querystring = "Limit=10&Offset=0"
ct = "x-www-form-urlencoded"
payload = ""
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# eRxkrkkkkkkxk Step 2: Stitching the string to be signed ****x*xkikikx
credential_scope = date + "/" + service + "/" + "tc3_request”
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)
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# *kkkkkkkkikkkk Step 3: Calculate the Signature *kkkkkkkkikkkk
# Compute signature digest function
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkhkkkkkkkkk Step 4: SpliCIng Authorlzatlon kkkkhkkkkkkkhkk

noun

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# Common parameters added to request header
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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request

1. Service Address

Region refers to the geographical area of a physical data center. Converge Cloud ensures complete
isolation between different regions, providing maximum stability and fault tolerance. To reduce access

latency and improve download speed, it is recommended to choose the region closest to your customers.

You can view the complete region list by using the API interface "DescribeRegions”.

2. Communications Protocol

All the Converge Cloud APIs communicate via HTTPS, providing highly secure communication tunnels.

3. Request Methods

Supported HTTP request methods:

e POST (recommended)
o GET

PThe Content-Type types supported by POST requests:

« application/json (recommended). The TC3-HMAC-SHA256 signature algorithm must be used.

e application/x-www-form-urlencoded. The HmacSHA1 or HmacSHA256 signature algorithm must be
used.

o multipart/form-data (only supported by certain APIs). You must use TC3-HMAC-SHA256 to calculate

the signature.

The size of a GET request packet is up to 32 KB. The size of a POST request is up to 1 MB when the
HmacSHAL or HmacSHA256 signature algorithm is used, and up to 10 MB when TC3-HMAC-SHA256 is

used.

4. Character Encoding

Only UTF-8 encoding is used.
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result

Response for Successful Requests

For example, when calling CAM API (version: 2017-03-12) to view the status of instances

(DescribelnstancesStatus), if the request has succeeded, you may see the response as shown below:

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}
}

o The API will return Response, which contains Requestld, as long as it processes the request. It does
not matter if the request is successful or not.

» Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

« Except for the fixed fields, all fields are action-specified. For the definitions of action-specified fields,
see the corresponding API documentation. In this example, TotalCount and InstanceStatusSet are the
fields specified by the API DescribelnstancesStatus. O TotalCount means that the requester owns 0

CVM instance so the InstanceStatusSet is empty.

Response for Failed Requests

If the request has failed, you may see the response as shown below:

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

» The presence of the Error field indicates that the request has failed. A response for a failed request

will include Error, Code and Message fields.
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e Code is the code of the error that helps you identify the cause and solution. There are two types of

error codes so you may find the code in either common error codes or API-specified error codes.

» Message explains the cause of the error. Note that the returned messages are subject to service

updates. The information the messages provide may not be up-to-date and should not be the only

source of reference.

e Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

Common Error Codes

Error Code

AuthFailure InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter

NoSuchVersion

Copyright: Converge Cloud

the error code. The following table lists the common error codes that all actions can return.

Description

Invalid key (not a API key type).

MFA failed.

The key does not exist.

Signature expired.

Signature error.

Token error.

The request does not have CAM authorization.

DryRun Operation. It means that the request would have
succeeded, but the DryRun parameter was used.

Operation failed.
Internal error.

The API does not exist.
Incorrect parameter.
Invalid parameter value.
Quota limit exceeded.
A parameter is missing.

The API version does not exist.

10/28/2026, 4:31:37 AM

If there is an Error field in the response, it means that the API call failed. The Code field in Error indicates
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Error Code
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

UnsupportedProtocol

UnsupportedRegion
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Description

The number of requests exceeds the frequency limit.

Resource is in use.

Insufficient resource.

The resource does not exist.

Resource is unavailable.
Unauthorized operation.
Unknown parameter.

Unsupported operation.

Virtual Private Cloud

hHTTPS request method error. Only GET and POST requests are

supported.

API does not support the requested region.
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Common parameters are parameters used to identify users and interface authentication purposes. If not necessary, these

parameters are not described in the separate interface document of each interface, but these parameters need to be carried in

each request before the request can be normally initiated.

signature method v3

When using TC3-HMAC-SHA256 signature method, the common parameters need to be uniformly placed in the HTTP Header

request header, as follows:

parameter
name

X-TC-Action

X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

type

String

String

Integer

String

String

String

required

Yes

Yes

Yes

Yes

Yes

No

signature method v1
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described

The name of the operation interface. Refer to the description of the public parameter
Action in the input parameters of the interface documentation for the value. For
example, the value for the query instance list interface of the cloud server is
Describelnstances.

region parameters, Data used to identify which region you wish to operate on. The
region value accepted by the interface refers to the description of the input parameter
common parameter Region in the interface document. Note: Some interfaces do not
need to pass this parameter, which is specifically stated in the interface
documentation. In this case, even passing this parameter will not take effect.

The current UNIX timestamp, which records the time when the API request was
initiated. for example 1529223702. Note: If the time difference from the server
exceeds 5 minutes, it will cause a signature expiration error.

Version of API for operation. Refer to the description of the public parameter Version
in the interface document for the value. For example, the version of the cloud server.
2017-03-12.

HTTP The standard authentication header field is "Authorization". For example:
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Here,

- TC3-HMAC-SHA256: Signature method, currently fixed as this value,

- Credential: Credential: Signature credential; AKIDEXAMPLE is the Secretld; Date is a
date in UTC time, and this value must match the value of X-TC-Timestamp (a common
parameter) in UTC time format; service is the name of the product/service, and is
generally a domain name prefix. For example,cvm;

- SignedHeaders: The headers that contains the authentication information; content-
type and host are the required headers;

- Signature: Signature digest.

The token used for temporary certificates needs to be used in conjunction with a
temporary key. Temporary keys and tokens need to be obtained by calling the access
management service interface. Long-term keys do not require tokens.
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When using HmacSHA1 and HmacSHA256 signature methods, common parameters need to be placed uniformly in the request

string, as follows

parameter name type required  described

The name of the interface to be operated. The value refers to the explanation of
Action String Yes the public parameter Action in the interface documentation. For example, for the
cloud server's query instance list interface, the value is Describelnstances .

The region parameter is used to identify which region's data you want to operate
on. The region value accepted by the interface is specified in the input parameter
of the public parameter Region in the interface documentation. Note: Some
interfaces do not require this parameter to be passed, which will be specifically
mentioned in the interface documentation. Even if this parameter is passed, it will
not take effect in this case.

Region String Yes

The current UNIX timestamp, which can record the time when the API request is
Timestamp Integer  Yes initiated. For example, 1529223702. If the difference between the current time is
too large, it will cause a signature expiration error.

A random positive integer combined with Timestamp is used to prevent replay

Nonce Integer  Yes
attacks.

The Secretld is an identifier applied for the cloud API key to identify the user's
Secretld String Yes identity. A Secretld corresponds to a unique SecretKey, and the SecretKey is
used to generate the request signature Signature .

Request signature is used to verify the legitimacy of this request. Users need to
Signature String Yes calculate it based on the actual input parameters. The specific calculation method
can be found in the interface authentication documentation.

The version of the API being operated on. The value refers to the description of
Version String Yes the public parameter Version in the interface documentation. For example, the
version of the cloud server. 2017-03-12.

Signature method, currently supports HmacSHA256 and HmacSHAL.
SignatureMethod  String No HmacSHA256 algorithm is used to verify signatures only if this parameter is
specified as HmacSHA 256, otherwise HmacSHAL is used to verify signatures.

Token used for temporary certificate needs to be used together with temporary
Token String No key. The temporary key and Token need to be obtained from the Access
Management service invocation interface. Long-term keys do not require tokens.

zone list

A region (Region) refers to the geographical area of a physical data center. Converge Cloud Translation: To deliver verification that
completely isolates different regions, ensuring maximum stability and fault tolerance between regions. In order to reduce access

latency and improve download speed, it is recommended that you choose the region closest to your customers.

You can view the complete region list by using the API interface Query Region List.
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AcceptAttachCcnlnstances

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (AcceptAttachCcnlnstances) is used for the CCN owner to accept and agree to the association

operation when instances are associated across accounts.

Default interface request rate limit: 20 times per second.

Interface update time: 2019-12-07 22:43:49.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Required

Parameter

name

Action Yes
Version Yes
Region No
Cenld Yes
Instances Yes

3. Output Parameters

Copyright: Converge Cloud

Allow
NULL

No

No

No

No

No

Type Description
. Public parameter, The value of this interface:
String
AcceptAttachCcnlnstances
. Public parameter, The value of this interface:
String
2017-03-12
Public parameter,Regional information A list of
String supported geographies is available through
the DescribeRegions interface
. CCN instance ID, e.g., ccn-f4916u0z.
String
Example: ccn-gree226|
Array of Accept associated instance list.
Ccnlnstance Example:View
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Parameter

T D ipti
Name ype escription

Requestld String

4. Error Code

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code
InvalidParameterValue
InvalidParameter
ResourceNotFound
InvalidParameterValue.Duplicate

UnsupportedOperation.CcnNotAttached

UnsupportedOperation.UnableCrossFinance

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input parameters.

The resource does not exist

Input Parameters are repetitive.

The instance is not associated with a CCN.

The current CCN cannot be associated with Finance
Cloud instances.
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AttachCcnlnstances

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (AttachCcnInstances) is used to load network instances into CCN instances, which include VPCs and Direct Connect

gateways.

The number of network instances that can be associated with each CCN is limited. For details, refer to the product documentation.
If expansion is needed, contact the online customer service.

Default interface request rate limit: 100 times per second.

Interface update time: 2019-05-30 20:12:15.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of

public parameters see public request parameters.

Parameter . Allow _—
name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: AttachCcnInstances
Version Yes No String Public parameter, The value of this interface: 2017-03-12
Region No No String Puplic parameter,Regional ir.1format'ion A list of supported geographies is

available through the DescribeRegions interface

N inst ID, e.g. -f4916u0z.

Cenld Ves No String CCN instance ID, e.g., ccn-f4916u0z

Example: ccn-gree226|
CenUin No No Strin UIN of CCN (root account). The default is the UIN of the current account.

g Example: 100000072292
Array of Associated Network Instance List

Instances Yes No

Ccnlnstance  Example:View

3. Output Parameters

Parameter Tvpe Description
name P i
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided

when locating the problem.
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The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

LimitExceeded

ResourceNotFound
UnsupportedOperation.CcnAttached
UnsupportedOperation.UnableCrossBorder

UnsupportedOperation.UinNotFound

InvalidParameterValue.CcnAttachBmvpcLimitExceeded

UnsupportedOperation.UnableCrossFinance

Copyright: Converge Cloud

Description

Exceeded the limit

The resource does not exist

The instance is already associated with a CCN.
Cross-border is not supported.

The account ID does not exist.

The number of BM VPCs associated with the specified CCN has
reached the upper limit.

The current CCN cannot be associated with Finance Cloud
instances.
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DescribeCcnAttachedInstances

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (DescribeCcnAttachedInstances) is used to query the network instances associated with a CCN instance.
Default interface request rate limit: 100 times per second.

Interface update time: 2019-01-23 01:17:29.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request

parameters.
Parameter . Allow o
name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DescribeCcnAttachedInstances
Version Yes No String Public parameter, The value of this interface: 2017-03-12
Region No No String !’ubllc parameter,Regional information A list of supported geographies is available through the DescribeRegions
interface
ff
Offset No No Uintea ~ Orset
Example: 0
Limit No No Uint64 Returned quantity
Example: 20
Filters:
o ccn-id - String - (Filters) CCN instance ID.
Array e instance-type - String - (Filters) Type of associated instance.
Filters No No of « instance-region - String - (Filters) Region of the associated instance.
Filter « instance-id - String - (Filters) Associated instance ID.
Example:View
CCN instance ID
Cenld N N Stri
cn © ° nng Example: ccn-245ecr35
OrderField No No String Sorting fields. Supports Ccnld, InstanceType, Instanceld, InstanceName, InstanceRegion, AttachedTime, and State.
Example: Ccnld
OrderDirection No No String Sorting method. ASC : Ascending order, DESC : Descending order.
Example: ASC
3. Output Parameters
Parameter
T D ipti
name ype escription
TotalCount Uintéa Number of eligible objects.
Example:
InstanceSet Array of Associated instance list.
CcnAttachedInstance Example:View
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the

problem.

4. Error Code

There is no error code related to business logic for this interface, For other error codes, see public ErrorCode.
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DescribeCcnRegionBandwidthLimits

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (DescribeCcnRegionBandwidthLimits) is used to query the outbound bandwidth limits for each region of CCN.

This API only returns regions included in the associated network instances.
Default interface request rate limit: 100 times per second.
Interface update time: 2018-09-30 19:56:06.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

Parameter . Allow e
name Required NULL Type Description
. . Public parameter, The value of this interface:

A Yo N

ction e © String DescribeCcnRegionBandwidthLimits
Version Yes No String ~ Public parameter, The value of this interface: 2017-03-12
Region No No String Public parém.ezteanegionaI information A Iis‘t of supportfed

geographies is available through the DescribeRegions interface
Ni ID, e.g., ccn-f49I .

Cenld Ves No String CCN instance ID, e.g., ccn-f4916u0z

Example: ccn-f4916u0z

3. Output Parameters

Parameter name Type Description

Array of The regional outbound bandwidth cap of the CCN

RegionB idthLimi
CenRegionBandwidthlimitSet CcnRegionBandwidthLimit =~ Example:View

Unique request id, Each request will return. The
Requestld String Requestld of the request needs to be provided
when locating the problem.
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4. Error Code

There is no error code related to business logic for this interface, For other error codes, see public ErrorCode.
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DescribeCcnRoutes

1. Interface Description

Virtual Private Cloud

Interface request domain name: vpc.api3.convergecloud.com.

This API (DescribeCcnRoutes) is used to query routes that have been added to the CCN.

Default interface request rate limit: 100 times per second.

Interface update time: 2018-12-20 05:37:04.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list

of public parameters see public request parameters.

Parameter
name

Action

Version

Region

Ccenld

Routelds

Filters

Offset

Limit

3. Output Parameters

Copyright: Converge Cloud

Required

Yes

Yes

No

Yes

No

No

No

No

Allow
NULL

No

No

No

No

No

No

No

No

Type

String

String

String

String

Array
of
String

Array
of
Filter

Uint64

Uint64

Description

Public parameter, The value of this interface: DescribeCcnRoutes
Public parameter, The value of this interface: 2017-03-12

Public parameter,Regional information A list of supported geographies is
available through the DescribeRegions interface

CCN instance ID, e.g., ccn-gree226l.
Example: ccn-gree226|

Unique ID of CCN routing policy, e.g., ccnr-f4916u0z.
Example: ccnr-f4916u0z

Filters. Parameters Routelds and Filters must not be specified simultaneously.
route-id - String - (Filters) Routing policy ID.

cidr-block - String - (Filters) Destination endpoint.

instance-type - String - (Filters) Type of the next hop.

instance-region - String - (Filters) Region of the next hop.

instance-id - String - (Filters) Next hop instance ID.

Example:View

Offset
Example: 0

Returned quantity
Example: 10
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Parameter
name

TotalCount

RouteSet

Requestld

Type

Uint64

Array of
CcnRoute

String

4. Error Code

Description

Number of eligible objects.
Example:

CCN routing policy object.
Example:View

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request needs to be

provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

ResourceNotFound

InvalidParameter.Coexist

Copyright: Converge Cloud

Description

The resource does not exist

The parameters must not be specified simultaneously.
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DetachCcnlnstances

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (DetachCcnlnstances) is used to disassociate specified network instances from a CCN instance.

After network instances are disassociated, the corresponding routing policies will be deleted altogether.
Default interface request rate limit: 100 times per second.
Interface update time: 2018-11-15 17:40:59.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Paramete . Allo L.
na:ne ' Required NULVI\_I Type Description
. ) Public parameter, The value of this interface:
Action Yes No String P
DetachCcnInstances
) Publi ter, The value of this interface:
Version Yes No String HLHC parameter

2017-03-12

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

CCN instance ID, e.g., ccn-f4916u0z.

Cenld Yo N Stri
n es © nng Example: ccn-gree226|
Array of List of network instances to dissociate
Instances Yes No .
Ccnlnstance Example:View

3. Output Parameters
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Parameter

T D ipti
Name ype escription

Unique request id, Each request will return. The Requestld of the request

Requestld String needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code Description

ResourceNotFound The resource does not exist
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RejectAttachCcnlnstances

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (RejectAttachCcnlnstances) is used for the CCN owner to reject the association operation when

instances are associated across accounts.
Default interface request rate limit: 20 times per second.
Interface update time: 2019-12-07 22:50:42.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter . Allow o

name Required NULL Type Description

Action Ves No String Pu'blic parameter, The value of this interface:
RejectAttachCcnlnstances

Version Ves No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

CCN instance ID, e.g., ccn-f4916u0z.

Cenld Yes No Strin
"9 Example: ccn-gree226l
A ‘ List of i I ition.
Instances Ves No rray o isto mstgnces rejecting association
Ccnlnstance Example:View

3. Output Parameters

Parameter Type Description
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name

Requestld String

4. Error Code

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code
InvalidParameterValue
InvalidParameter
ResourceNotFound
InvalidParameterValue.Duplicate

UnsupportedOperation.CcnNotAttached

Copyright: Converge Cloud

Description

The parameter value is invalid.
Invalid input parameters.

The resource does not exist

Input Parameters are repetitive.

The instance is not associated with a CCN.
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SetCcnRegionBandwidthLimits

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (SetCcnRegionBandwidthLimits) is used to set the outbound bandwidth limit for each region of a CCN, and can only be used to set

the outbound bandwidth limits for regions included in the associated network instances.
Default interface request rate limit: 100 times per second.
Interface update time: 2018-07-04 20:13:00.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public

parameters see public request parameters.

. Allow -
Parameter name Required NULL Type Description
. . Public parameter, The value of this interface:
Act Y N St . . .
ction es © fng SetCcnRegionBandwidthLimits
Version Yes No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

CCN instance ID, e.g., ccn-f4916u0z.

Cenld Yes No String Example: ccn-f4916u0z

Array of The regional outbound bandwidth cap of the CCN.

CenRegionBandwidthLimits  Yes No CcnRegionBandwidthLimit ~ Example:View

3. Output Parameters

Parameter Type Description
name P P
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when

locating the problem.

4. Error Code

There is no error code related to business logic for this interface, For other error codes, see public ErrorCode.
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CreateDirectConnectGateway

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (CreateDirectConnectGateway) is used to create a Direct Connect gateway.

Default interface request rate limit: 20 times per second.

Interface update time: 2025-08-29 03:57:33.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action
Version

Region

DirectConnectGatewayName

NetworkType

NetworkInstanceld

GatewayType

Bandwidth

Required

Yes

Yes

Yes

Yes

3. Output Parameters

Parameter name
DirectConnectGateway

Requestld

4. Error Code

Type

Allow
NULL

No

No

No

Type

String
String

String

String

String

String

String

Int64

DirectConnectGateway

String

.

Description

Public parameter, The value of this interface: CreateDirectConnectGateway
Public parameter, The value of this interface: 2017-03-12
Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

Direct Connect Gateway Name
Example: demo

Associated network type. Valid values:

VPC - VPC

éxample; VPC

When NetworkType is VPC, the value here is specified as the VPC instance ID
éxamplez vpc-m7sr8lgh

Gateway type. Valid values:

NORMAL - (default) standard type

NAT - NAT type

Virtual Private Cloud

. NAT type supports network address translation configuration and cannot be changed after being set. You can create a NAT type DC gateway and a non-

NAT type DC gateway in a VPC.
Example: NAT

Bandwidth rate limit value of Direct Connect gateway.
Example: 0

Description

Direct Connect gateway object.
Example:View

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

ResourceNotFound

Copyright: Converge Cloud

Description

The resource does not exist
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CreatelLocalDestinationIpPortTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Create local destination IP port translation for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2020-03-15 00:37:55.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request

parameters.
. Allow .
Parameter name Required Type Description
NULL

. . Public parameter, The value of this interface:

Action Yes No Strin s .
9 CreateLocalDestinationIpPortTranslationNatRule

Version Yes No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

Direct connect gateway ID

Di 1 Ye N )
irectConnectGatewayld es o String Example: dcg-e6myyyv]
Vpcld Yes No String Character-type VPCID
Example: vpc-67wlgfév
A f Local destination IP lati
LocalDestinationIpPortTranslationNatRuleSet  Yes No rray o ocal destination IP port translation

LocalDestinationIpPortTranslationNatRule Example:View

3. Output Parameters

Parameter name Type Description

Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description

InvalidParameterValue The parameter value is invalid.
InvalidParameter Invalid input parameters.

LimitExceeded Exceeded the limit

InternalServerError Internal operation error.
InvalidParameterValue.InVpcCidr It cannot be within the VPC CIDR range.
InvalidParameterValue.NotInVpcCidr It must be within the VPC CIDR range.
InvalidParameterValue.IpExists It already exists in the rules.
InvalidParameterValue.IpNotExists It does not exist within the rules.
InvalidParameterValue.NatRuleExists Existed
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Error Code
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AclRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate
InvalidParameterValue.Empty

ResourceNotFound

Copyright: Converge Cloud

Description
The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error

Input Parameters are repetitive.

Missing parameter

The resource does not exist
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CreatelLocallpTranslationAclRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Create a local IP translation ACL rule for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2020-03-06 10:12:55.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a
complete list of public parameters see public request parameters.
Allow

Parameter name Required NULL Type Description

Public parameter, The value of
Action Yes No String this interface:
CreatelLocallpTranslationAclRule

Public parameter, The value of

Versi Y N i

ersion e o String this interface: 2017-03-12
Public parameter,Regional
information A list of supported

Region No No String geographies is available
through the DescribeRegions
interface
Di ID

DirectConnectGatewayld Yes No String irect connect gatewa)(
Example: dcg-ebmxyyvj
Character-type VPCID

Vpcld Yes No String aracter-type
Example: vpc-67wlqfév

- . Original IP
(0] II Y N St
rginalip es ° nng Example: 10.0.0.5
. . Mapping IP
T I | Y N
ranslationlp es o String Example: 2.2.2.2
A f Local IP t lation list ACL list
LocallpTranslationAclRuleSet  Yes No ray o oca ransiation fis *

LocallpTranslationAclRule = Example:View
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3. Output Parameters

Parameter Type Description
name yp P
Requestld String

4. Error Code

ErrorCode.

Error Code

InvalidParameterValue
InvalidParameter

LimitExceeded

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists

InvalidParameterValue.AclRuleNotExists

InvalidParameterValue.VpgVpcNotMatch

InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate
InvalidParameterValue.Empty

ResourceNotFound

Copyright: Converge Cloud

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public

Description

The parameter value is invalid.

Invalid input parameters.

Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.

The Direct Connect gateway NAT rule does not exist.
The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the
VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error

Input Parameters are repetitive.

Missing parameter

The resource does not exist
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CreateLocallpTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Create local IP translation for a Direct Connect gateway
Default interface request rate limit: 20 times per second.
Interface update time: 2025-09-01 20:52:44.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

Allow

Parameter name Required NULL

Type Description

Public parameter, The value of
Action Yes No String this interface:
CreatelLocallpTranslationNatRule

Public parameter, The value of

Versi Yo N i
ersion e °  sting this interface: 2017-03-12
Public parameter,Regional
. . information A list of supported
R N N St o .
eglon ° © nng geographies is available through
the DescribeRegions interface
Direct t gat ID
DirectConnectGatewayld Yes No String irect connect 9a ewa){
Example: dcg-e6mxyyvj
h - VPCID
Vpcld Yes No String Character-type VPC
Example: vpc-67wlqfév
A f Local IP lation li
LocallpTranslationNatRuleSet  Yes No ray o ocal IF transiation fist

LocallpTranslationNatRule =~ Example:View

3. Output Parameters

Parameter

T D ipti
name ype escription

TasklId Uinté4  Asynchronous task Taskld. Task status can be queried using the DescribeTaskResult APL
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Parameter

Description
name

Type

Example: 65535

Requestld String

4. Error Code

Error Code

InvalidParameterValue
InvalidParameter

LimitExceeded

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists

InvalidParameterValue.AclRuleNotExists

InvalidParameterValue.VpgVpcNotMatch

InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Description

The parameter value is invalid.

Invalid input parameters.

Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.

The Direct Connect gateway NAT rule does not exist.
The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the
VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter
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CreatelocalSourcelpPortTranslationAclRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Create the local source IP port translation ACL rule for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2020-03-13 04:35:33.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see

public request parameters.

All
Parameter name Required NUOLVI\_I Type Description

Public parameter, The value of this
Action Yes No String interface:
CreatelocalSourcelpPortTranslationAclRule

Public parameter, The value of this

Version Yes No String interface: 2017-03-12

Public parameter,Regional information A
Region No No String list of supported geographies is available
through the DescribeRegions interface

Direct connect gateway ID

Di I Y N i
irectConnectGatewayld es o String Example: dcg-ebmxyyvj
Character-type VPCID
Vpcld Yes No String aracter-type
Example: vpc-67wlqfév
. . IP pool
Transl IpPool Y N
ranslationIpPoo es o String Example: 2.2.2.2/16
A f Local IP port translation ACL list
LocalSourcelpPortTranslationAclRuleSet  Yes No rray o ocal source IP port translation ACL lis

LocalSourcelpPortTranslationAclRule Example:View

3. Output Parameters

Parameter Type Description
name P P
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the

problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description

InvalidParameter Invalid input parameters.
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Error Code

LimitExceeded

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AcIRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate
InvalidParameterValue.Empty

ResourceNotFound

Copyright: Converge Cloud

Description
Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.
It already exists in the rules.
It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.

The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.

Port Type Error
Input Parameters are repetitive.
Missing parameter

The resource does not exist
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CreateLocalSourcelpPortTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Create local source IP port translation for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2020-03-10 19:00:01.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see

public request parameters.

. All -
Parameter name Required ow Type Description
NULL
. . Public parameter, The value of this interface:
Act Ye N St .
cton s ° nng CreateLocalSourcelpPortTranslationNatRule
Version Yes No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list
Region No No String of supported geographies is available
through the DescribeRegions interface

Direct connect gateway ID

DirectConnectGatewayld Yes No String Example: dcg-e6mxyyvj
) Character-type VPCID
Vpdld Y N st
pc es o rng Example: vpc-67wlgfév
Array of Local P lation li
LocalSourcelpPortTranslationNatRuleSet  Yes No ey o v | enston

LocalSourcelpPortTranslationNatRule =~ Example:View

3. Output Parameters

Parameter Type Description
name yp P
A h k TaskId. Task i i he D ibeTaskResult APL
Taskid Uint64 synchronous task TaskId. Task status can be queried using the DescribeTaskResult
Example: 65535
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the

problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameterValue The parameter value is invalid.
InvalidParameter Invalid input parameters.
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Error Code

LimitExceeded

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AclRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Description

Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter
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DeleteDirectConnectGateway

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
This API (DeleteDirectConnectGateway) is used to delete Direct Connect gateways.

If it is a NAT gateway, deleting the Direct Connect gateway will also clear the NAT rules and ACL policies.

After the Direct Connect gateway is deleted, the system will delete the routing policies related to the Direct Connect
gateway from the routing table.

This API is completed asynchronously. To query the result of the asynchronous task, use the "Taskld" returned by this API to
poll the "DescribeVpcTaskResult™ APL

Default interface request rate limit: 20 times per second.
Interface update time: 2025-08-29 04:07:36.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

. All _—
Parameter name Required ow Type Description
NULL
Publi The val f this interface:
Action Ves No String ublic pfarameter, e value of this interface
DeleteDirectConnectGateway
Version Yes No String  Public parameter, The value of this interface: 2017-03-12

Public parameter,Regional information A list of
Region No No String  supported geographies is available through the
DescribeRegions interface

Unique ID of Direct Connect gateway, e.g., dcg-90233uri.

DirectConnectGatewayld  Yes No String Example: dcg-e6mxyyvj

3. Output Parameters

Parameter Type Description
name yp p
Taskld Uint64 Task ID of this asynchronous task.

Example: 65535
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Parameter

T D ipti
name ype escription

Unique request id, Each request will return. The Requestld of the request needs to be

Requestld String provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description

InvalidParameterValue The parameter value is invalid.

InvalidParameterValue.Malformed Invalid input format.

ResourceNotFound The resource does not exist
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DeleteLocalDestinationlpPortTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Delete the local destination IP port translation of a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2020-03-15 00:45:03.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request

parameters.
. Allo _
Parameter name Required W Type Description
NULL

. . Public parameter, The value of this interface:

Act Ye N St A .
cton s © nng DeleteLocalDestinationIpPortTranslationNatRule

Version Yes No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String supported geographies is available through the
DescribeRegions interface

Direct connect gateway ID

Di 1 Y N i
irectConnectGatewayld es o String Example: dcg-e6mxyyvj
h - VPCID
Vpdld Ves No String Character-type VPC
Example: vpc-67wlqgfév
A f Cust IP Translation List
LocalDestinationlpPortTranslationNatRuleSet  Yes No rray o ustomer ransiation 1s

LocalDestinationlpPortTranslationNatRule Example:View

3. Output Parameters

Parameter name Type Description

Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description

InvalidParameterValue The parameter value is invalid.
InvalidParameter Invalid input parameters.
LimitExceeded Exceeded the limit

InternalServerError Internal operation error.
InvalidParameterValue.InVpcCidr It cannot be within the VPC CIDR range.
InvalidParameterValue.NotInVpcCidr It must be within the VPC CIDR range.
InvalidParameterValue.IpExists It already exists in the rules.
InvalidParameterValue.IpNotExists It does not exist within the rules.
InvalidParameterValue.NatRuleExists Existed
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Error Code
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AclRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Description
The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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DeletelLocallpTranslationAclRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Delete Direct Connect gateway local IP translation ACL rules

Default interface request rate limit: 20 times per second.

Interface update time: 2025-06-17 15:15:07.

The interface is both signature verification and authentication.

2. Input Parameters

Virtual Private Cloud

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action

Version

Region

DirectConnectGatewayld

Vpcld

Originallp

Translationlp

Copyright: Converge Cloud

Required

Yes

Yes

No

Yes

Yes

Yes

Yes

Allow
NULL

No

No

No

No

No

No

No

Type

String

String

String

String

String

String

String

10/28/2026, 4:31:37 AM

Description

Public parameter, The value of this
interface:
DeleteLocallpTranslationAclRule

Public parameter, The value of this
interface: 2017-03-12

Public parameter,Regional
information A list of supported
geographies is available through
the DescribeRegions interface

Direct connect gateway ID
Example: dcg-ebmxyyv;j

Character-type VPCID
Example: vpc-67wlqfév

Original IP
Example: 10.0.0.5

Mapping IP
Example: 2.2.2.2
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Parameter name Required

LocallpTranslationAclRuleSet  Yes

3. Output Parameters

Parameter Type Description
name yp P
Requestld String

4. Error Code

Virtual Private Cloud

Allow

NULL Type Description

Array of Local IP translation list ACL list

N
© AclRuleld Example:View

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code

InvalidParameterValue
InvalidParameter
ResourceNotFound
InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.IpExists
InvalidParameterValue IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists

InvalidParameterValue.AclRuleNotExists

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input parameters.

The resource does not exist

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.
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Error Code

InvalidParameterValue.VpgVpcNotMatch

InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

UnknownParameter.WithGuess

Copyright: Converge Cloud

Virtual Private Cloud

Description

The Direct Connect gateway does not exist or is not
associated with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error

Input Parameters are repetitive.

Missing parameter

This parameter cannot be recognized. Similar parameters
can be used for replacement.
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DeletelLocallpTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Delete the local IP translation of a Direct Connect gateway
Default interface request rate limit: 20 times per second.
Interface update time: 2020-03-06 10:16:10.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

Allow

NULL Type Description

Parameter name Required

Public parameter, The value of
Action Yes No String this interface:
DeletelLocallpTranslationNatRule

Public parameter, The value of

version Yes No string this interface: 2017-03-12
Public parameter,Regional
Region No No String informatic?n A list qf supported
geographies is available through
the DescribeRegions interface
Direct t gat ID
DirectConnectGatewayld Yes No String Irect connect 9a eway
Example: dcg-e6mxyyvj
Character-type VPCID
Vpcld Yes No String aractertype
Example: vpc-67wlgfev
A f Local IP translation list
LocallpTranslationNatRuleSet  Yes No ray o oca ransiation 1s

LocallpTranslationNatRule ~ Example:View

3. Output Parameters

Parameter

Type Description
name yp P

Taskld Uinté4  Asynchronous task Taskld. Task status can be queried using the DescribeTaskResult APL
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Parameter

Description
name

Type

Example: 65535

Requestld String

4. Error Code

Error Code

InvalidParameterValue
InvalidParameter
ResourceNotFound
InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.lpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists

InvalidParameterValue.AclRuleNotExists

InvalidParameterValue.VpgVpcNotMatch

InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Description

The parameter value is invalid.

Invalid input parameters.

The resource does not exist

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.

The Direct Connect gateway NAT rule does not exist.
The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the
VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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DeleteLocalSourcelpPortTranslationAclRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Delete the local source IP port translation ACL rule for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2020-03-13 04:36:24.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of

public parameters see public request parameters.

. Allo _
Parameter name Required NULVLI Type Description

Public parameter, The value of this
Action Yes No String interface:
DeletelLocalSourcelpPortTranslationAclRule

Public parameter, The value of this

Version Yes No String interface: 2017-03-12

Public parameter,Regional information A
Region No No String list of supported geographies is available
through the DescribeRegions interface

Direct connect gateway ID

DirectConnectGatewayld Yes No String Example: dcg-e6mxyyvj
_ Character-type VPCID

vocid Yes No String aracter-type

Example: vpc-67wlqgfév

‘ . IP pool
TranslationlpPool Yes No String Example: 2.2.2.2/16
Array of Local 1P lation ACL li

LocalSourcelpPortTranslationAclRuleSet  Yes No ay ocal source 17 port translation ACL It

AclRuleldType  Example:View

3. Output Parameters

Parameter Type Description
name yp P
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided

when locating the problem.
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4. Error Code

Virtual Private Cloud

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameterValue

InvalidParameter

LimitExceeded

InternalServerError
InvalidParameterValue InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.IpExists
InvalidParameterValue IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AcIRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

pyright: Converge Cloud

Description

The parameter value is invalid.
Invalid input parameters.
Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.
It already exists in the rules.
It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.

Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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DeletelLocalSourcelpPortTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Delete the local source IP port translation of a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2020-03-10 19:03:50.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see

public request parameters.

. Allow _
Parameter name Required Type Description
NULL
. . Public parameter, The value of this interface:
Action Yes No Strin .
9 DeleteLocalSourcelpPortTranslationNatRule
Public parameter, The value of this interface:
Version Yes No String e val B

2017-03-12

Public parameter,Regional information A list
Region No No String of supported geographies is available
through the DescribeRegions interface

Direct connect gateway ID

DirectConnectGatewayld Yes No String Example: dcg-e6mxyyvj
. Character-type VPCID
Vpcld Yes No String P
Example: vpc-67wlqfév
A f Local IP port translation list
LocalSourcelpPortTranslationNatRuleSet  Yes No rray o ocal source I port transiation fis

LocalSourcelpPortTranslationNatRule Example:View

3. Output Parameters

Parameter Type Description
name yp P
A h k TaskId. Task i i he D ibeTaskResult APL
Taskid Uint64 synchronous task Taskld. Task status can be queried using the DescribeTaskResult
Example: 65535
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the

problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidProjectld.NotFound The project ID is invalid.
InvalidParameter Invalid input parameters.
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Error Code

LimitExceeded

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AclRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Description

Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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DescribeDirectConnectGateways

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (DescribeDirectConnectGateways) is used to query Direct Connect gateways.
Default interface request rate limit: 20 times per second.

Interface update time: 2025-08-29 04:01:58.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public

request parameters.

. Allow -
Parameter name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DescribeDirectConnectGateways
Version Yes No String Public parameter, The value of this interface: 2017-03-12
Region No No String Publlc' param'eter,F'{eglonaI information A list of supported geographies is available through the
DescribeRegions interface
Array Unique ID of Direct Connect gateway, e.g., dcg-90233uri
Di T N N f L '
irectConnectGatewaylds ° ° gtring Example: ["dcg-dimeg9zd\r\n","dcg-6eeis68f\r\n","dcg-94cdyvfr\r\n"]
Filters. Parameters DirectConnectGatewaylds and Filters must not be specified simultaneously.
« direct-connect-gateway-id - String -
Unique ID of the Direct Connect gateway, e.g., dcg-90233uri .
o direct-connect-gateway-name - String -
Arra Name of the Direct Connect gateway, fuzzy search by default.
Filters No No of Yoo direct-connect-gateway-ip - String - IP of the Direct Connect gateway.
Filter  © gateway-type - String - Gateway type, options: NORMAL (Standard), NAT (NAT type).
» network-type - String - Network type, options: VPC (VPC type), CCN (CCN type).
e ccn-id - String - CCN ID where the Direct Connect gateway is located.
e vpc-id - String - VPC ID where the Direct Connect gateway is located.
Example:View
ffset.
Offset No No Uint64 Offset
Example: 0
Limit No No Uintgs  heturned quantity.
Example: 20
3. Output Parameters
Parameter name Type Description
TotalCount Uint64 Number of eligible objects.
Example: 1
DirectConnectGatewaySet Array of Direct Con}nect gateway object array.
DirectConnectGateway Example:View

Unique request id, Each request will return. The Requestld of the request needs to be provided

Requestld String when locating the problem.

4. Error Code
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The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameterValue
InvalidParameterValue.Malformed
InvalidParameter.Coexist

InvalidParameterValue.TooLong

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input format.

The parameters must not be specified simultaneously.

Invalid input: Excessive length of the parameter.

10/28/2026, 4:31:37 AM
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DescribelLocalDestinationlpPortTranslationNatRules

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Query Direct Connect gateway local destination IP port translation
Default interface request rate limit: 20 times per second.

Interface update time: 2022-07-24 05:43:25.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request

parameters.
. Allow .
Parameter name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: DescribeLocalDestinationIpPortTranslationNatRules
Version Yes No String Public parameter, The value of this interface: 2017-03-12
Region No No String Public' param'eter,segional information A list of supported geographies is available through the
DescribeRegions interface
Di ID
DirectConnectGatewayld  Yes No String irect connect gatewa){
Example: dcg-ebmxyyvj
h - VPCID
Vpcld Yes No String Character-type VPC
Example: vpc-67wlgfév
Offset. Default value: 0
Offset No No Int64 set Detault value
Example: 0
Limit No No Int64 Number of request objects. The default value is 20.
Example: 1
Filters No No Array of Filter crlterla, which support filtering by description.
Filter Example:View
3. Output Parameters
Parameter name Type Description
Array of Local destination IP port translation list

LocalDestinationIpPortTranslationNatRuleSet — . )
P LocalDestinationIpPortTranslationNatRule Example:View

Number of local destination IP port translation list that meet the criteria

TotalCount Int64
Example:

Unique request id, Each request will return. The Requestld of the request

Requestld String needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameterValue The parameter value is invalid.
InvalidParameter Invalid input parameters.
LimitExceeded Exceeded the limit
InternalServerError Internal operation error.
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DescribelocallpTranslationAclRules

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Query the local IP translation ACL rule for a Direct Connect gateway

Default interface request rate limit: 20 times per second.

Interface update time: 2025-09-01 21:14:04.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list

of public parameters see public request parameters.

Parameter name

Action

Version

Region

DirectConnectGatewayld

Vpcld

Offset

Limit

Filters

Required Qlll_JOLVZ
Yes No
Yes No
No No
Yes No
Yes No
No No
No No
No No

3. Output Parameters

Parameter name

Copyright: Converge Cloud

Type

Type

String

String

String

String

String

Int64

Int64

Array
of
Filter

Description

Public parameter, The value of this interface:
DescribelLocallpTranslationAclRules

Public parameter, The value of this interface: 2017-03-12

Public parameter,Regional information A list of supported
geographies is available through the DescribeRegions
interface

Direct connect gateway ID
Example: dcg-e6mxyyvj

Character-type VPCID
Example: vpc-67wlgfév

Offset. Default value: 0
Example: 0

Number of request objects, 100 by default.
Example: 1

Filter criteria, supporting filtering by original-
ip and translation-ip.
Example:View

Description
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Parameter name

LocallpTranslationAclRuleSet
TotalCount

Requestld

4. Error Code

Type

Array of
LocallpTranslationAclRule

Int64

String

Virtual Private Cloud

Description

Local IP translation ACL rule list
Example:View

Count of local IP translation ACL rule lists that meet the criteria
Example: 10

Unique request id, Each request will return. The Requestld of
the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameterValue

InvalidParameter

ResourceNotFound

InternalServerError

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input parameters.

The resource does not exist

Internal operation error.
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DescribelocallpTranslationNatRules

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Query the local IP translation of a Direct Connect gateway
Default interface request rate limit: 20 times per second.
Interface update time: 2022-07-24 05:32:59.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

. All -
Parameter name Required ow Type Description
NULL
. . Public parameter, The value of this interface:
Act Yo N St . .
ction es © fng DescribelocallpTranslationNatRules
Version Ves No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String  supported geographies is available through the
DescribeRegions interface

Direct connect gateway ID

Di I Ye N i
irectConnectGatewayld es o] String Example: dcg-e6mxyyvj
. Character-type VPCID
Vpdld ves No String Example: vpc-67wlqf6v
ffset. Default value:
Offset No No  Intea  Orset Defaultvalue:0
Example: 0
Limit No No Int64 Number of request objects. The default value is 20.
Example: 1
Array Filter criteria, which support filtering by description
Filters No No of ' upp gy phion.

E le:Vi
Filter xample:View
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3. Output Parameters

Parameter name Type Description
. Array of Local IP translation list
LocallpTranslationNatRuleSet y . .
LocallpTranslationNatRule Example:View

Number of eligible local IP translation lists

TotalCount Int64
Example:

Unique request id, Each request will return. The
Requestld String Requestld of the request needs to be provided
when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.
Error Code Description
InvalidParameterValue The parameter value is invalid.
InvalidParameter Invalid input parameters.
ResourceNotFound The resource does not exist

InternalServerError Internal operation error.
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DescribeLocalSourcelpPortTranslationAclRules

1. Interface Descri

ption

Interface request domain name: vpc.api3.convergecloud.com.

Query Direct Connect gateway local source IP port translation ACL rules

Default interface request rate limit: 20 times per second.

Interface update time: 2025-08-02 14:50:30.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters

see public request parameters.

Parameter name

Action

Version

Region

DirectConnectGatewayld

Vpcld

Offset

Limit

Filters

Required

Yes

Yes

Yes

Yes

No

No

3. Output Parameters

Parameter name

LocalSourcelpPortTranslationAclRuleSet

TotalCount

Requestld

4. Error Code

Copyright: Converge Cloud

Allow .
NULL Type Description
X Public parameter, The value of this interface:
No String . .
DescribeLocalSourcelpPortTranslationAclRules
No String Public parameter, The value of this interface: 2017-03-12
. Public parameter,Regional information A list of supported geographies is
No String . . . .
available through the DescribeRegions interface
No String Direct connect gatewa)f ID
Example: dcg-e6mxyyvj
No String Character-type VPCID
Example: vpc-67wlqf6v
ffset. Default value:
No Int64 Offset. Default value: 0
Example: 0
N f j 1 fault.
No Int64 umber of request objects, 100 by default
Example: 1
No Array of Filter criteria, which supports filtering by translation-ip-pool.
Filter Example:View
Type Description
Array of Local source IP port translation ACL rule list

LocalSourcelpPortTranslationAclRule

Int64

String

10/28/2026, 4:31:37 AM

Example:View

Number of eligible local source IP port translation ACL rules
Example: 10

Unique request id, Each request will return. The Requestld of
the request needs to be provided when locating the
problem.
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The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code
InvalidParameterValue
InvalidParameter

InternalServerError

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input parameters.

Internal operation error.
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DescribeLocalSourcelpPortTranslationNatRules

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Query Direct Connect gateway local source IP port translation

Default interface request rate limit: 20 times per second.

Interface update time: 2022-07-24 05:46:52.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public

parameters see public request parameters.

Parameter name Required
Action Yes
Version Yes
Region No

DirectConnectGatewayld  Yes

Vpcld Yes
Offset No
Limit No
Filters No

3. Output Parameters

Parameter name

LocalSourcelpPortTranslationNatRuleSet

TotalCount

Requestld

Copyright: Converge Cloud

Allow

NULL Type Description
. Public parameter, The value of this interface:
No String . .
DescribelocalSourcelpPortTranslationNatRules
No String Public parameter, The value of this interface: 2017-03-12
. Public parameter,Regional information A list of supported geographies is
No String . . . .
available through the DescribeRegions interface
No String Direct connect gateway ID
Example: dcg-e6mxyyvj
. Character-type VPCID
N
° String Example: vpc-67wlqgfév
No Int64 Offset. Default value: 0
Example: 0
N f jects. The default value is 20.
No Int64 umber of request objects. The default value is 20
Example: 1
No Array of Filter criteria, which support filtering by description.
Filter Example:View
Type Description
Array of Local source IP port translation list

LocalSourcelpPortTranslationNatRule

Int64

String

10/28/2026, 4:31:37 AM

Example:View

Number of eligible local source IP port translation lists
Example:

Unique request id, Each request will return. The
Requestld of the request needs to be provided when
locating the problem.
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4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameterValue The parameter value is invalid.
InternalServerError Internal operation error.
InvalidInstance.NotSupported The instance is not supported.
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DescribePeerIpTranslationNatRules

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Query the Direct Connect customer gateway IP translation
Default interface request rate limit: 20 times per second.
Interface update time: 2022-07-27 03:21:37.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

. All -
Parameter name Required ow Type Description
NULL
. . Public parameter, The value of this interface:
Act Yo N St . .
ction es © fng DescribePeerlpTranslationNatRules
Version Ves No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String  supported geographies is available through the
DescribeRegions interface

Direct connect gateway ID

Di I Ye N i
irectConnectGatewayld es o] String Example: dcg-e6mxyyvj
. Character-type VPCID
Vpdld ves No String Example: vpc-67wlqf6v
ffset. Default value:
Offset No No  Intea  Orset Defaultvalue:0
Example: 0
Limit No No Int64 Number of request objects. The default value is 20.
Example: 20
Array Filter criteria, which support filtering by description
Filters No No of ' upp gy phion.

E le:Vi
Filter xample:View
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3. Output Parameters

Parameter name Type Description

Array of Customer IP translation list

PeerlpTranslationNatRuleSet _ .
P LocallpTranslationNatRule Example:View

Count of eligible customer IP translation lists

Total Int64
otalCount nt6 Example: 10

Unique request id, Each request will return. The
Requestld String Requestld of the request needs to be provided
when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.
Error Code Description
InvalidParameterValue The parameter value is invalid.
InvalidParameter Invalid input parameters.
LimitExceeded Exceeded the limit

InternalServerError Internal operation error.
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ModifyDirectConnectGatewayAttribute

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (ModifyDirectConnectGatewayAttribute) is used to modify the attributes of a Direct Connect gateway.

Default interface request rate limit: 20 times per second.

Interface update time: 2025-09-28 11:26:39.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action
Version

Region

DirectConnectGatewayld

DirectConnectGatewayName

CenRouteType

EnableBGPCommunity

Bandwidth

3. Output Parameters

Parameter name

Requestld

4. Error Code

] Allow
Required V' Type
Yes No String
Yes No String
No No String
Yes No String
No No String
No No String
No No Bool
No No Int64
Type Description
String

Description

Public parameter, The value of this interface: ModifyDirectConnectGatewayAttribute
Public parameter, The value of this interface: 2017-03-12
Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

Unique ID of Direct Connect gateway, e.g., dcg-90233uri.
Example: dcg-k6cswwhx

Direct Connect gateway name, which can be named arbitrarily, but must not exceed 60 characters.
Example: new-+name

Virtual Private Cloud

CCN route learning type, options: BGP (Automatic learning), STATIC (Static, i.e., user i fication of Ca pe is only supported for CCN type Direct Connect gateways that have enabled the BGP feature.

Example: BGP

The BGP community attribute is enabled for Direct Connect gateway.
Example: True

Bandwidth rate limit value of Direct Connect gateway.
Example: 100

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

UnsupportedOperation.DirectC:

JpdatingCt

InvalidParameter
UnsupportedOperation

ResourceNotFound

InvalidParameterValue TooLong

Copyright: Converge Cloud

Description

The Direct Connect gateway is updating the BGP Community attribute.

Invalid input parameters.
Operation unsupported
The resource does not exist

Invalid input: Excessive length of the parameter.

10/28/2026, 4:31:37 AM
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ModifyLocalDestinationlpPortTranslationNatR
ule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Modify the local destination IP port translation for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2022-11-02 20:08:25.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

. Allow I
Parameter name Required Type Description
NULL
. . Public parameter, The value of this interface:
Act Yi N St
ction es © fng ModifyLocalDestinationIpPortTranslationNatRule
Version Ves No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String  supported geographies is available through the
DescribeRegions interface

Direct connect gateway ID

Direct tGat I Y N tri
rectonnectoatewayld * © String Example: dcg-e6bmxyyvj
. Character-type VPCID

Ypdd Yes No String Example: vpc-67wlgfév
OldProtocol Yes No String Old Protocol

Example: tcp
OldOriginalPort Yes No Int64 Legacy source port

Example: 80

L P
OIldOriginallp Yes No String €gacy source

Example: 10.0.0.5
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Parameter name

OldTranslationPort

OldTranslationIp

Protocol

OriginalPort

Originallp

TranslationPort

TranslationIp

Description

Required

Yes

Yes

No

No

No

No

No

No

3. Output Parameters

Parameter

T
name ype

Requestld String

4. Error Code

Description

Allow

nuLL  YPe

No Int64
No String
No String
No Int64
No String
No Int64
No String
No String

Description

Legacy destination port
Example: 80

Legacy destination IP
Example: 2.2.2.2

Modified Protocol
Example: tcp

Modified Source Port
Example: 80

Modified Source IP
Example: 10.0.0.5

Modified Destination Port
Example: 80

Modified destination IP
Example: 2.2.2.2

Description after modification
Example: for_demo

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request needs to
be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.

Error Code

InvalidParameterValue

InvalidParameter

LimitExceeded

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input parameters.

Exceeded the limit

10/28/2026, 4:31:37 AM
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Error Code

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists

InvalidParameterValue.AclRuleNotExists

InvalidParameterValue.VpgVpcNotMatch

InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Virtual Private Cloud

Description

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.
The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated
with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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ModifyLocallpTranslationAclRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Modify the local IP translation ACL rule for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2022-11-02 20:01:55.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list
of public parameters see public request parameters.
Allow

Parameter name Required NULL Type Description

Public parameter, The value of
Action Yes No String this interface:
ModifyLocallpTranslationAclRule

Public parameter, The value of

Versi Y N Stri .
erston es © nng this interface: 2017-03-12
Public parameter,Regional
Region No No String informati(?n A list c?f supported
geographies is available through
the DescribeRegions interface
Di ID
DirectConnectGatewayld Yes No String Irect connect gatewa){
Example: dcg-ebmxyyvj
. Character-type VPCID
Vpcld Yes No String aracter-type
Example: vpc-67wlgfév
. . Original IP
) I1 Y N St
rginatip es © nng Example: 10.0.0.5
. . Mapping IP
T lationl Y N t
ranslationlp es o String Example: 2.2.2.2
A f Local IP lation list ACL li
LocallpTranslationAclRuleSet ~ Yes No ray o ocal IP translation list ACL list

LocallpTranslationAclRuleNeedId Example:View

3. Output Parameters

Parameter Type Description
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name

Requestld String

4. Error Code

Error Code

InvalidParameterValue

InvalidParameter

ResourceNotFound

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AclRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Description

The parameter value is invalid.
Invalid input parameters.

The resource does not exist

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.
It already exists in the rules.
It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request needs to be provided
when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.

Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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ModifyLocallpTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Modify the local IP translation of a Direct Connect gateway
Default interface request rate limit: 20 times per second.
Interface update time: 2022-11-02 20:02:23.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a

complete list of public parameters see public request parameters.

All
Parameter name Required ow Type Description
NULL
. . Public parameter, The value of this interface:
Act Yi N St
ction e © ng ModifyLocallpTranslationNatRule
Publi The val f this interface:
Version Yes No String ublic parameter, The value of this interface

2017-03-12

Public parameter,Regional information A list of
Region No No String  supported geographies is available through the
DescribeRegions interface

Direct connect gateway ID

DirectConnectGatewayld  Yes No String Example: dcg-e6mxyyyj
Vpcld Yes No String E:::;Er;tgiz;/vtﬁzv
OldOriginallp Yes No String (E)l:n:SIgei:nf(l).IOP.O.S
OldTranslationIp Yes No String EDXeapnr]epclz’:ceZ(‘izr;iazpping P
Originallp Yes No String E/)I(::izfs ;)(;’lglgzl P
Translationlp Yes No String Modified mapping IP

Example: 2.2.2.2
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Parameter name Required

Description Yes

3. Output Parameters

Parameter Type Description
name yp P
Taskld Uint64

Requestld String

4. Error Code

No String

Virtual Private Cloud

Allow
NULL

Type Description

Description after modification
Example: for_demo

Asynchronous task TaskId. Task status can be queried using the DescribeTaskResult APL
Example: 100

Unique request id, Each request will return. The Requestld of the request needs to be
provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public

ErrorCode.

Error Code

InvalidParameterValue
InvalidParameter
ResourceNotFound
InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue.IpExists
InvalidParameterValue.IpNotExists
InvalidParameterValue.NatRuleExists

InvalidParameterValue.AclRuleExists

InvalidParameterValue.NatRuleNotExists

InvalidParameterValue.AclRuleNotExists

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input parameters.

The resource does not exist

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

10/28/2026, 4:31:37 AM
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Error Code

InvalidParameterValue.VpgVpcNotMatch

InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Description

Virtual Private Cloud

The Direct Connect gateway does not exist or is not associated with

the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error

Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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ModifyLocalSourcelpPortTranslationAclRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Modify the local source IP port translation ACL rule for a Direct Connect gateway.

Default interface request rate limit: 20 times per second.

Interface update time: 2022-11-02 20:02:49.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public

request parameters.

Parameter name

Action

Version

Region

DirectConnectGatewayld

Vpcld

TranslationIpPool

LocalSourcelpPortTranslationAclRuleSet
3. Output Parameters

Parameter name Type Description

Requestld String

4. Error Code

Error Code
InvalidParameterValue
InvalidParameter
LimitExceeded
InternalServerError

InvalidParameterValue InVpcCidr

Copyright: Converge Cloud

Required

Yes

Yes

No

Yes

Yes

Yes

Yes

Allow
NULL

No

No

No

No

Type

String

String

String

String

String

String

Array of
LocalSourcelpPortTranslationAclRuleNeedId

Description

The parameter value is invalid.

Invalid input parameters.

Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.

10/28/2026, 4:31:37 AM

Virtual Private Cloud

Description

Public parameter, The value of this interface:
ModifyLocalSourcelpPortTranslationAclRule

Public parameter, The value of this interface:
2017-03-12

Public parameter,Regional information A list
of supported geographies is available
through the DescribeRegions interface

Direct connect gateway ID
Example: dcg-ebmxyyvj

Character-type VPCID
Example: vpc-67wlgfev

IP pool
Example: 2.2.2.2/16

Local source IP port translation ACL list
Example:View

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.
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Error Code Description

InvalidParameterValue.NotInVpcCidr It must be within the VPC CIDR range.
InvalidParameterValue IpExists It already exists in the rules.

InvalidParameterValue IpNotExists It does not exist within the rules.
InvalidParameterValue.NatRuleExists Existed

InvalidParameterValue.AclRuleExists The Direct Connect gateway ACL rule already exists.
InvalidParameterValue.NatRuleNotExists The Direct Connect gateway NAT rule does not exist.
InvalidParameterValue.AcIRuleNotExists The Direct Connect gateway ACL rule does not exist.
InvalidParameterValue.VpgVpcNotMatch The Direct Connect gateway does not exist or is not associated with the VPC.
InvalidParameterValue.NotNatVpg It's not a NAT type Direct Connect gateway.
InvalidParameter.InvalidPortType Port Type Error

InvalidParameterValue.Duplicate Input Parameters are repetitive.
InvalidParameterValue.Empty Missing parameter
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ModifyLocalSourcelpPortTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

Modify the local source IP port translation for a Direct Connect gateway
Default interface request rate limit: 20 times per second.

Interface update time: 2025-06-17 15:23:11.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see

public request parameters.

Allow

Parameter name Required NULL Type Description
. . Public parameter, The value of this interface:
Act Yo N St . .
ction s © nng ModifyLocalSourcelpPortTranslationNatRule
Publi ter, The val f this interface:
Version Yes No String ublic parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list
Region No No String of supported geographies is available
through the DescribeRegions interface

Direct connect gateway ID

DirectConnectGatewayld Yes No Strin .
y 9 Example: dcg-e6mxyyvj
Character-type VPCID
Vpcld Yes No String racter-typ
Example: vpc-67wlqfév
iginal local P lati
OldLocalSourcelpPortTranslationNatRule Yes No LocalSourcelpPortTranslationNatRule Origina ocal source port transiation
Example:View
New Local Source IP Port Translation
NewLocalSourcelpPortTranslationNatRule  Yes No LocalSourcelpPortTranslationNatRule W ur i !

Example:View

3. Output Parameters

Parameter name  Type Description
Taskid Uint64 Asynchronous task Taskld. Task status can be queried using the DescribeTaskResult APL
Example: 100
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description
InvalidParameterValue The parameter value is invalid.
InvalidParameter Invalid input parameters.
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Error Code

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue IpExists
InvalidParameterValue IpNotExists
InvalidParameterValue.NatRuleExists
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists
InvalidParameterValue.AclRuleNotExists
InvalidParameterValue.VpgVpcNotMatch
InvalidParameterValue.NotNatVpg
InvalidParameter.InvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Description

Internal operation error.

It cannot be within the VPC CIDR range.

It must be within the VPC CIDR range.

It already exists in the rules.

It does not exist within the rules.

Existed

The Direct Connect gateway ACL rule already exists.
The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not associated with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM

Virtual Private Cloud

303 Pages Total 735 Pages



Virtual Private Cloud

N\

ModifyPeerlpTranslationNatRule

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
Modify the Direct Connect customer gateway IP translation
Default interface request rate limit: 20 times per second.
Interface update time: 2022-11-02 20:03:38.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Allow

Parameter name Required NULL

Type Description

Public parameter, The value of this
Action Yes No String interface:
ModifyPeerlpTranslationNatRule

Public parameter, The value of this

Version Yes No String interface: 2017-03-12

Public parameter,Regional information A
Region No No String  list of supported geographies is available
through the DescribeRegions interface

Direct connect gateway ID

Di I Yi N i
irectConnectGatewayld es o String Example: deg-e6muyyyj
h - VPCID
Vpcld Yes No String Character-type VPC
Example: vpc-67wlqfév
- . Old original IP
I II Yi N
Oidoriginallp & © String Example: 10.0.0.5
D ing IP
OldTranslationIp Yes No String eprecated mapping

Example: 2.2.2.2
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Parameter name Required
Originallp Yes
Translationlp Yes
Description Yes

3. Output Parameters

Parameter Type Description
name yp P
Requestld String

4. Error Code

Allow

NULL

o g UoteaT

No String E/)Z?T:]gles ;‘;.I;!Ozing IP

No String Description after modification

Type Description

Example: for_demo

Virtual Private Cloud

Unique request id, Each request will return. The Requestld of the request
needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code

InvalidParameterValue
InvalidParameter

LimitExceeded

InternalServerError
InvalidParameterValue.InVpcCidr
InvalidParameterValue.NotInVpcCidr
InvalidParameterValue IpExists
InvalidParameterValue IpNotExists

InvalidParameterValue.NatRuleExists

Copyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input parameters.

Exceeded the limit

Internal operation error.

It cannot be within the VPC CIDR range.
It must be within the VPC CIDR range.
It already exists in the rules.

It does not exist within the rules.

Existed

10/28/2026, 4:31:37 AM
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Error Code
InvalidParameterValue.AclRuleExists
InvalidParameterValue.NatRuleNotExists

InvalidParameterValue.AclRuleNotExists

InvalidParameterValue.VpgVpcNotMatch

InvalidParameterValue.NotNatVpg
InvalidParameterInvalidPortType
InvalidParameterValue.Duplicate

InvalidParameterValue.Empty

Copyright: Converge Cloud

Description

The Direct Connect gateway ACL rule already exists.

Virtual Private Cloud

The Direct Connect gateway NAT rule does not exist.

The Direct Connect gateway ACL rule does not exist.

The Direct Connect gateway does not exist or is not
associated with the VPC.

It's not a NAT type Direct Connect gateway.
Port Type Error
Input Parameters are repetitive.

Missing parameter

10/28/2026, 4:31:37 AM
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Assignlpv6Addresses

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (Assignlpv6Adresses) is used for ENI to apply for IPv6 addresses.

This APLis completed asynchronously. To query the execution results of asynchronous tasks, use the Requestld returned by this API to poll the QueryTask APL.

« The number of IP addresses that a single ENI can bind is limited. For more information on resource limitations, see ENI Usage Limits.

« You can specify the IPv6 addresses to apply for. The address type cannot be the primary IP. IPv6 address can temporarily only serve as an auxiliary IP.

« The address must be within the subnet of the ENI and cannot be occupied.* When one or more auxiliary IPv6 addresses are applied for on an ENI, the APl will return a specified number of auxiliary IPv6 addresses within the subnet IP range of the ENLL

Default interface request rate limit: 100 times per second.

Interface update time: 2020-04-01 04:51:58.

The interface is both signature verification and authentication.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters

Parameter name

Action
Version

Region

Networkinterfaceld

Ipv6Addresses

IpvAddressCount

3. Output Parameters

Parameter name

Ipv6AddressSet

taskld

Requestld

4. Error Code

Required

Yes.

No

No

Alow
NULL P
No String
No String
No String
No String
o Array of
Ipv6Address
No Uints4
Type

Array of Ipv6Address

Int64

String

Description

Public parameter, The value of this interface: Assignipv6Addresses
Public parameter, The value of this interface: 2017-03-12
Public parameterRegional information A list of supported geographies is available through the DescribeRegions interface

ENIinstance ID, eg, eni-médyj72! .
Example: eni-Susbiujl

Specified IPv6 address list. Up to 10 at a time. It is calculated together with the input parameter Ipv6AddressCount to determine the quota. Either Ipv6AddressCount or IPv6 addresses must be specified.
Example:Vie

Virtual Private Cloud

The number of automatically assigned 1Pv6 addresses. The total number of private IP addresses cannot exceed the quota. The quota is calculated in combination with the input parameter Ipv6Addresses . Either Ipv6Addresses or this field is required.

Example: 1

Description

List of IPv6 addresses allocated to the ENL
EBxample:View

Des task taskld
Example: 213415

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode,

Error Code

InvalidParameterValue

UnsupportedOperation Invalidstate

MissingParameter

LimitExceeded.Address

UnsupportedOperation UnassignCidr8lock

ResourcelnUse Address

UnsupportedOperation.

MutexO,

Copyright: Converge Cloud

Description

The parameter value is invalid.

The resource status is invalid.

Missing parameters. The request did not carry the required parameter.
The number of IP addresses allocated has reached the upper limit.
The IPv6 IP range is not allocated.

The specified IP address is already in use.

Exclusive operation task of resources s in progress.

10/28/2026, 4:31:37 AM
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AssignPrivatelpAddresses

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com

This API (AssignPrivatelpAddresses) is used for ENI to apply for a private IP.

« There is a limit to the number of IP addresses an ENI can be bound to. For more information on resource restrictions, see ENI Usage Limits.

« Itis acceptable to specify a private IP address to apply for. The private IP address type cannot be the primary IP. The primary IP already exists and cannot be modified, and the private IP must be within the ENI's subnet and must not be occupied.

« When one or more auxiliary private IPs are applied for on an ENI, the API will return a specified number of auxiliary private IPs within the subnet IP range of the ENL.

Default interface request rate limit: 100 times per second.

Interface update time: 2020-04-01 04:53:40.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action
Version

Region

NetworkInterfaceld

PrivatelpAddresses

SecondaryPrivatelpAddressCount

3. Output Parameters
Parameter name
PrivatelpAddressSet

Requestld

4. Error Code

Description

Public parameter, The value of this interface: AssignPrivatelpAddresses
Public parameter, The value of this interface: 2017-03-12
Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

ENI instance ID, e.g, eni-m6dyj72.
Example: eni-afod3z61

Specified VPC IP information, up to 10 can be specified at once. At least one of this and SecondaryPrivatelpAddressCount should be provided.

Allow
Required | Type
Yes No String
Yes No String
No No String
Yes No String
No No Amayof
Pri I
No No Uint64
Type

Array of PrivatelpAddressSpecification

String

ification

Example:Vi

Number of newly applied private IP addresses. At least one of PrivatelpAddresses and it must be provided. The total number of private IP addresses must not exceed the quota. For details, see <a href:

document/product/576/18527">ENI Usage Limits.
Example: 2

Description

Private IP details.
Example:View

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code
InvalidParameterValue.Malformed
ResourceNotFound

Resourcelnsufficient

Copyright: Converge Cloud

Description
Invalid input format.
The resource does not exist

Insufficient resources
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AssociateNetworkInterfaceSecurityGroups

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (AssociateNetworkInterfaceSecurityGroups) is used to bind security groups (SecurityGroup) with ENL.

Default interface request rate limit: 20 times per second.

Interface update time: 2020-04-05 00:34:54.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action
Version

Region

NetworkInterfacelds

SecurityGrouplds

Required

Yes

3. Output Parameters

Parameter name

Requestld

4. Error Code

Type

String

Allow Tvpe
N P
No String
No String
No String
Array
No of
String
Array
No of
String
Description

Description

Public parameter, The value of this interface: AssociateNetworkInterfaceSecurityGroups
Public parameter, The value of this interface: 2017-03-12

Public parameter,Regional information A list of supported geographies is available through the DescribeRegions interface

ENI instance ID, e.g., eni-pxir56ns. The upper limit of instances per request is 100.
Example: ["eni-1a2b3c4d"]

Virtual Private Cloud

Security group instance ID, e.g., sg-330cnj9n, which can be accessed through DescribeSecurityGroups. The upper limit of instances per request is 100.

Example: ["sg-1a2b3c4d"]

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

UnsupportedOperation

InvalidParameterValue.Malformed

ResourceNotFound

Copyright: Converge Cloud

Description
Operation unsupported.
Invalid input format.

The resource does not exist
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AttachNetworkInterface

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
This API is used to bind an ENI to a CVM instance.

e One CVM instance can bind multiple ENIs but can have only one primary network interface. For
details on limits, see Usage Limits.

* One ENI can only be bound to one CVM instance at a time.

» Only CVM instances that are running or have been shut down can bind ENIs. See InstanceStatus for
specific CVM instance statuses.

e The CVM instance bound to an ENI should be on a VPC, and the availability zone of the CVM instance
should be the same as that of the ENI's subnet.

Default interface request rate limit: 100 times per second.
Interface update time: 2019-12-14 01:11:56.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

. Allow .
Parameter name Required Type Description
NULL
. . Public parameter, The value of this interface:
Act Yo N St
cHon e © M9 AttachNetworkinterface
Version Ves No String Public parameter, The value of this interface:

2017-03-12

Public parameter,Regional information A list of
Region No No String  supported geographies is available through
the DescribeRegions interface

ENI instance ID, e.g., eni-mé6dy;j72I.

NetworklInterfaceld  Yes No String Example: eni-m6dyj72]
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Allow

P Requi
arameter name equired NULL

Instanceld Yes No

3. Output Parameters

Virtual Private Cloud

Type Description

CVM instance ID, e.g., ins-r8hr2upy.

String Example: ins-r8hr2upy

Unique request id, Each request will return. The Requestld of the request

Parameter Type Description
name yp P
D k taskl
taskid Int64 s task taskld
Example:
Requestld String

4. Error Code

needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see

public ErrorCode.

Error Code
InvalidParameterValue.Malformed
ResourceNotFound

UnsupportedOperation.VpcMismatch

Copyright: Converge Cloud

Description
Invalid input format.
The resource does not exist

The resources do not belong to the same VPC.
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CreateAndAttachNetworklInterface

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.

This API (CreateAndAttachNetworkInterface) is used to create ENIs and bind CVMs.

Virtual Private Cloud

« When creating an ENI, you can specify a private IP and can designate a primary IP. The specified private IP must be within the subnet of the ENI and not already in use.

» When creating an ENI, you can specify the number of private IPs to apply for, and the system will generate private IP addresses randomly.

« There is a limit to the number of IP addresses to which an ENI can be bound. For more information on resource restrictions, see ENI Usage Limits.

» When an ENI is created, it can be bound to existing security groups.

« When an ENL is created, it can be bound to tags. The list of tags in the response represents the successfully added tags.

Default interface request rate limit: 20 times per second.

Interface update time: 2025-04-30 17:12:07.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

Parameter name

Action

Version

Region

Vpcld

NetworkInterfaceName

Subnetld

PrivatelpAddresses
SecondaryPrivatelpAddressCount
SecurityGrouplds

Instanceld
NetworkInterfaceDescription

Tags

3. Output Parameters
Parameter name Type
Networkinterface

Requestld String

4. Error Code

Required

Yes

Yes

No

No

NetworkInterface

Allow Type

noe P

No String

No String

No String

No String

No String

No String

No Array of

PrivatelpAddressSpecification

No Uint64

No Array of String

No String

No String

No Array of Tag
Description

ENI instances.
Example:View

Description

Public parameter, The value of this interface: CreateAndAttachNetworkInterface
Public parameter, The value of this interface: 2017-03-12

Public parameter,Regional information A list of supported geographies is available through the DescribeRegions
interface

VPC instance ID, which can be obtained through the Vpcld returned by the DescribeVpcs APL
Example: vpc-mOc2kcun

ENI name, up to 60 bytes in length.
Example: eni-ed3452de

Subnet instance ID of the ENI, e.g., subnet-Oap8nwca.
Example: subnet-76r802pg

Specified VPC IP information, up to 10 can be specified at once.
Example:View

Number of newly applied private IP addresses. The total number of private IP addresses must not exceed the quota.
Example: 1

Specifies the bound security group, e.g., ['sg-1dd51d'].
Example: ['sg-75ww503r']

CVM instance ID.
Example: ins-demoag78

ENI description. The name can be given freely but must not exceed 60 characters.
Example: uiui

Specifies the list of tags for binding. For example, [{"Key": "city", "Value": "region"}].
Example:View

Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code

InvalidParameterValue
InvalidParameterValue.Malformed
ResourceNotFound

InvalidParameterValue.TooLong

pyright: Converge Cloud

Description

The parameter value is invalid.

Invalid input format.

The resource does not exist

Invalid input: Excessive length of the parameter.
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CreateNetworklInterface

1. Interface Description

Interface request domain name: vpc.api3.convergecloud.com.
This API (CreateNetworkInterface) is used to create ENIs.

« When creating an ENI, you can specify a private IP and can designate a primary IP. The specified private IP must be within the subnet of the ENI and not already in use.
» When creating an ENI, you can specify the number of private IPs to apply for, and the system will generate private IP addresses randomly.

« There is a limit to the number of IP addresses to which an ENI can be bound. For more information on resource restrictions, see ENI Usage Limits.

» When an ENI is created, it can be bound to existing security groups.

« When an ENL is created, it can be bound to tags. The list of tags in the response represents the successfully added tags.

Default interface request rate limit: 100 times per second.
Interface update time: 2022-10-26 02:54:06.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public parameters, For a complete list of public parameters see public request parameters.

. Allow -
Parameter name Required NULL Type Description
Action Yes No String Public parameter, The value of this interface: CreateNetworkInterface
Version Yes No String Public parameter, The value of this interface: 2017-03-12
Region No No String lPubIlc parameter,Regional information A list of supported geographies is available through the DescribeRegions
interface
Vpdd Yes No String VPC instance ID, which can be obtained through the Vpcld returned by the DescribeVpcs APL
Example: vpc-Oakbol5v
NetworkInterfaceName Yes No String ENIname, up to 60 bytes in length.
Example: demoNIC
ENI iption. Th iven freel h X
NetworkinterfaceDescription No No String description. The name can be given freely but must not exceed 60 characters.
Example: demoDesc
. Subnet instance ID of the ENI, e.g., subnet-Oap8nwca.
Subnetld Yes No String Example: subnet-76r802pg
SecondaryPrivatelpAddressCount  No No Uint64 Number of newly applied private IP addresses. The total number of private IP addresses must not exceed the quota.
Example: 1
. . Specifies the bound security group, e.g., ['sg-1dd51d'].
) N N A f
SecurityGrouplds o o rray of String Example: ['sg-75ww503r]
PrivatelpAddresses No No Array of v Specified VPC IP information, up to 10 can be specified at once.
PrivatelpAddressSpecification Example:View
Tags No No Array of Tag Specifies the list of tags for binding. For example, [{"Key": "city", "Value": "region"}].
Example:View
3. Output Parameters
Parameter name Type Description
Networkinterface NetworkInterface ENlinstances.
Example:View
Requestld String Unique request id, Each request will return. The Requestld of the request needs to be provided when locating the problem.

4. Error Code

The following lists only the error codes related to the interface business logic, For other error codes, see public ErrorCode.

Error Code Description

InvalidParameterValue The parameter value is invalid.

LimitExceeded Exceeded the limit

InvalidParameterValue.Malformed Invalid input format.

ResourceNotFound The resource does not exist

InvalidParameterValue.LimitExceeded The parameter value exceeds the limit.
InvalidParameterValue.Reserved The parameter value is a reserved object of the system.
InvalidParameterValue.Range The parameter value is not within the specified range.
MissingParameter Missing parameters. The request did not carry the required parameter.
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DeleteNetworkInterface

1. Interface Description

Virtual Private Cloud

Interface request domain name: vpc.api3.convergecloud.com.

This API (DeleteNetworkInterface) is used to delete ENIs.

e An ENI cannot be deleted if it has been bound to a CVM.

« To delete a specified ENI, it must be unbound from the child machine first. After deletion, all private

IPs on the ENI will be returned.

Default interface request rate limit: 100 times per second.

Interface update time: 2019-12-04 23:35:51.

The interface only verifies the signature but does not authenticate.

2. Input Parameters

The following list of request parameters only lists interface request parameters and some public

parameters, For a complete list of public parameters see public request parameters.

Parameter name Required
Action Yes
Version Yes
Region No

NetworkInterfaceld Yes

3. Output Parameters

Copyright: Converge Cloud

Allow
NULL

No

No

No

No

Type

String

String

String

String
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Description

Public parameter, The value of this interface:
DeleteNetworkInterface